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ProcessGuard is an australian product from DiamondCS, a small business but dynamic
enterprise specialized on security softwares for home users.

"ProcessGuard was created out of the need for a solution to be found for a very big
problem that has been troubling developers of security software for years: how to
prevent their software from being attacked by malicious software and others programs
running on the same system."

This sentence extracted from the help file explains the origin of ProcessGuard which is
currently at the 3.150 version.

The target of ProcessGuard is to protect the integrity of the system.
It's not only an application firewall which can help the user to control the activity.

ProcessGuard uses a behaviour approach to prevent from running many kind of attacks
which can be used by malicious codes and malwares.



Some of the most interesting features are the ability:

-to protect any program/application from termination or modification,
-to prevent access to physical memory,

-to prevent driver/service installation.

ProcessGuard provides a high degree of security against advanced threats and attacks
and is one of the most effective products to integrate on a line defense.

TEST:
Configuration:

-all options (see above the first image) are enabled except "block new and changed
applications" (if enabled, any unknown application will be blocked),

-procguard.exe, pgaccount.exe and DCSUserProt.exe (service) are protected from all
attacks, are protected from reading and have maximum privileges.

The majority of the test files are:

-run as unknown files (for the first time),

-launched from a CDRom (except Kapimon, API1Spy32, BufferOverflow test files),
- allowed to run once,

- not integrated in the protection list.

NB: For some tests, ProcessGuard associated processes are allowed to be read.
Any other similar security software is disabled.

*** Execution control/protection with Leaktests:

ProcessGuard is the winner (can detect and block Copycat, DNSTester and Ghost).

E:VGhost.exe @
@ E:\Ghost exe

Descripteur non valide




Filename: [ dnstester axe
Description:

Folder: e

Hide Extra Information
Launched by ciwindowshexplorer. exe
Command Line: "eMdnstester. exe"

Company Name:
File Size: 24kB

O Always perform this action

[+ Permit [ X Deny

***Process Termination:
ProcX and APT are allowed to read procguard.exe.

-with ProcX: ProcessGuard is the winner .

@ The process procguard.exe cannok be kerminated,

-with APT: ProcessGuard is the winner.

Termination failed

i IUnable ko terminate this process,
\‘) Some possible reasons;
- fou user privileges may nok be high enough.

- There may be something wrong with the process,
- The process may be protected by DiamondZS Process Guard.

Terminate apt.exe was blocked from terminating procguard, exe
Terminate apt.exe was blocked from terminating procguard. exe
Terminate apt,exe was blocked from terminating procguard, exe

-with Copylock: PG is the winner.



Copylock

@ 0 files were successfully processed and 1 Failed.

ProcessGuard is the winner against process termination test.
***DIl injection/implant:

ProcessGuard is the winner against Zapass or Copycat.

450 19 May - 22:07...  Execution Zapass,exe was allowed to skark
451  19May - 22:07... FRead zapass,exe was blocked from reading dosuserprot, exe
452  19May - 22:07... FRead zapass.exe was blocked from reading pgaccount, exe =
453 19May - 22:07... Modify zapass.exe was blocked From modifying procguard exe w
=L 0 T 3 1l, . I ¥ g
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[ View Logfiles Show Balloon Alerts / J L Y & Remove All
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This application

ﬁ e\zapassi\zapass.exe | Allow Modify |
Process ID: 3786 Type: DwProtectvitualemory

/ Was BLOCHKED from modifying [ |

: -
Pf;a chprogram fileshprocessguardiprocguand. exe | e R | .
Frocess ID: 784
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Firewall Server
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GUI Azpect af Pr

HOD32 Contral Center GUI

SpuBlocker [SpyBlocker]

Zapasz Trojan Control Application [£apazs Trojan Control]

== T

- Communication-

Connection with GUI Azpect of ProceszsGuard faled

***Process Hijacking:

ProcessGuard is the winner.

Remate DLL Failed load ssGuardﬁlprchuardlexe o |

[T] (04 l ’ Cancel ]

Choose the program Faor hijacking

The program shiould hawve the i




***AP| Manipulation test:
-with APISpy32: another instance of procguard.exe can't be run.

ProcessGuard is the winner (the same result for any other protected application).

PROCGU-~1.EXE

L] ': This Program does nok run on machines with ackive syskem debugger!
B

This application

. @ chprogram fileshapis3?iapis32.exe

Frocess ID; 2200 Type: ZwProtectvinualtemoaory _

Was BLOCKED from modifying

=g chprogram files\processguardiprocguard. exe
PG Process ID: 3764

Remove Protection

This application
% chprogram filestapis32iapis32 exe _
FProcess |0 2088 Type: SwProtectintualiemory
Was BLOCHKED from modifying
chprogram files\prevs pro‘sagui. exe |
ﬁ: prog P P 9 | Remove Protection |
Process |D: 1440 |

-with ExecuteHook: PG (ProcessGuard) detects any hooks (global or notepad's one).

ProcessGuard is the winner.

e =

. [ View Logfiles Show Balloon Alerts "'J :

|58  19May - 21:22... Global Hool: demn.exe was blocked from creating a global GetMessage hook:

A

Remaowve All

This application
e executehookidemo. exe
Process ID: 2256

| Tried to install a global GetMessage hook ul

Launched by: etexecote hookdemo. exe
Carmmand Line: notepad.exe

Company Name: Microsoft Corparation
File Size: GOKB




-with Kapimon: PG does not detect the API hook with return value on the system.

ProcessGuard failed.

W Hook with Fetun Yalue ' Show Al

2
[ Show Hooked 4P1s Only & g:”w SP'SS”:P
o v ars Lndy

T | &P | dddiess | Length | State

M... HTIExtllocatePooksfithCluctaTag  804eBb3c ch

M... MTIEwéllocateFromPagedlookaszi.. 804293830 4e

M... MTIEwéllocatePoolsfithT agPrionty 8042a81hb prial

M... NTIExdllocatePool a050bZee 2a Hooked With Fetum
M... MTIEwdllocatePoalbsfithCuata 30545043 2f

M... NTIEwtllocatePoohsyithT ag o054a944 7ER

I consider that ProcessGuard is the winner (2/3) against APl Manipulation test.
NB: service.exe is allowed to load the Trace.sys driver (needful for this test).
***Einjan Tests:

-F.Demo: PG does not detect the creation of the folder: PG failed.

-F.VBS: ProcessGuard detects the Windows Scripting Host, but not folders access.

PG failed.

wWiWATdiamoNCs comiau

PROCESSEUARD

The following program wants to start on your computer. Ifthis is
expected you should permit it fo do so. Ifyou are unsure about this
pragram then derny it from executing.

Filename: g wscript exe
Description: Microsoft () Windows Based Script Host

Folder: chwindowsisysterm32

Hide Exfra Information
Launched by cwind owsiexplorer. exe
Comrmand Line: "ewind omshayste mz2wscrni pt. exe
"efinjan_wbs_demo. wvbs"

Company Mame: Microsaft Corparation
File Size: 112KB

[ Ahways perform this action

+ Permit X Deny
—r ]

-F.JPG: PG detects the packager and its first action (access to Temp file) but not the
creation of the folder: ProcessGuard failed.



WiNATHiamoNaCs comiau

PROCESSEUARD

The following program wants to start on your computer. Ifthis is
expected you should permit it fo do so. Ifyou are unsure about this
pragram then dery it from executing.

Filename: E'f packager.exe

Description: Fichier d'application du Gestionnaire de liaisons Wind

Folder: chwindowsisysterm32

Hide Exfra Information
Launched by: chprogram fileswiind ows ntvaccessoiresuvordpad.exe
Command Line: chywindonstsystemZ2padkager.exe -embedding
Company Name: Microsoft Corparation
File Size: 53KB

[ Abways perform this action

[+ Permit X Deny

Wi diamondecs.coriau

PROCESSEUARD

The following program wants to start on your computer. Ifthis is
expected you shaould permit it to do so. Ifywou are unsure about this
pragrarm then deny it frorm executing.

Filename: Eﬂ d__finjan~2_finjan~1[1].exe
Description: EXEKillerDemao MFC Application

Folder: cidocuments and settingsimichellocal seftingsiternp

Hide Eutra Informmation
Launched by: ciwiind onshayste m32hp adkager. axe
Cammand Line: "ehdocuments and seftingsimichellocal o
settingsstemporarny internet

fileshcontent.ieSwtabedezid_ finjan~2_finjan~1[1]. exe" i
Company Name: LY

O Always perfarm this action

[+ Permit X Deny

ProcessGuard failed against Finjan Tests.



| |- You Have Been Hacked!

|[E] 3com. Tt

|[E] AACRAID. THT

[[E] ELLa. T

r;] Finjan Software Demo,kbxk
|[Z] sETUPACC THT
=] UNATTEND, THT

G::Irecnrding.wav

***Registry Tests:

-with Regtest 1: ProcessGuard failed.

Registry Item Status

[ IHELMSYSTEMVCURRENTCONTROLSE TYCONTROLYSESSION MANAGER | BootExecute Modification Successful
[CHE I SOFTWAR E\MICR OSOF TYWINDOWS\WCLURRENTYER SIOMIRUNY 1 _ProcessiGuard_Ska... Modification Successhul
[CAHELM SOFTWARE\MICROSOFTYWINDOWSICURRENTYER SION|RUN| JeticoPFStartup Modification Successfu
[ HELM SOFTWARE\MICROSOF TYWINDOWS\CLRRENTYER SLON|RUN SpyBlocker Modification Successful
(LM SOF TW AR EMICROSOFTYWINDOWSYCURRENTYERSIOMRLM OGO Madification Successful
[CHELM\SOF TWARE\MICROSOFTIWINDOWS|CURRENTYERSTONIRUNAK AYPersanalSo Madification Successful

-with Regtest 2: this test has been done twice and if the system was blocked without a
reboot, the action of Regtest is real and is confirmed by this pop up after the reboot.

ProcessGuard failed.

NB. ProcessGuard detects the call to the driver but can't prevent the shutdown and the
reboot with or without a specific rule for Windows\System32\Service.exe.

e e e e B
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lrRegTest
regtest.exe [368] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lrRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named 1lRegTest
regtest.exe [568] Tried to install a driver/service named 1lRegTest
regtest.exe [568] Tried to install a driver/sservice named lrRegTest
regtest.exe [568] Tried to install a driver/service named lRegTest
regtest.exe [568] Tried to install a driver/service named 1RegTest
regtest.exe [368] Tried to install a driver/service named lRegTest
regrest.exe [368] Tried to install a driver/service named lRegTest

-with Scoundrel Simulator: ProcessGuard failed (0/5).

RegHide and RegTick pro tests are unnecessary.


http://idata.over-blog.com/0/03/91/26/graph/vigaurdpro/regtest2.jpg

ProcessGuard failed against Registry Tests.
***Simulate a Trojan with Trojan Simulator:
ProcessGuard detects the server and can allow the user to block it.

ProcessGuard is the winner.

WWW.diamondcs.corni.au

PROCESSGUARD

The following program wants to start on your computer. Ifthis is
expected you should permit it to do so. Ifyvou are unsure aboutthis
program then deny it from executing.

Filename: [T]tsserv.exe
Description:

Folder: eftrojansimulaton

Hide Exira Information
Launched by eMtrojansimulatontrejansimulatorexe
Cammand Line: "e’trojansimul atontsse ne. exe" finstall

Company Name:
File Size: 145KB

O Always perform this action

[+ Permit X Deny
— . ]

***Memory Manipulation test:

-with UH: PG is the winner (same result with pgaccount.exe and dcsuserprot.exe).

Refresh List | leons ‘ Dretailz 0k, Cancel ‘

Frocess | Module Path -~
m Jzakdimi_E.exe E:AUzabdimil02e\zaMimi_E exe
[ | SRip3Z exe C:ADocuments and SettingshMICHEL \Bureau\SRip32. exe
~kavsve.exe kavave exe
f{ censtat. exe C:ADocuments and Settingshbll Users\Menu DémarrersFrogrammes L
B2 dslmon.exe C:AProgram FileshSAGEMYSAGER Fizizt B00-8404dzlmon. exe
=] procguard.exe procguard. exe
ctnaon. exe C:AwAMD O S hepstem32hetimon, exe
:__| paaccount, exe paaccount. exe

NB: Even if we allow UH to read procguard.exe, the modification of processguard memory
(or another protected application) is not possible.

-with PhysMem: PysMem is blocked instantaneously from accessing to the physical
memory.



&0 19 May 21 26... Physical Memory physmem exe was blocked from accessing ph:m:d memu:ury

' & View Lugﬂlus Show Balloon Alerts

' ﬁ e\physmemireleaseiphysmem.axe
Process ID: 2984

ProcessGuard is the winner against Memory Manipulation tests.

***Data Theft with Trojan Demo:

ProcessGuard just detects that calc.exe is launched, but not others access to the
taskmanager or the folders.

Filename: |3 calc.exe
Description: Application Calculatrice de Windows

Folder: ciwindowsisysterm3

Hide Extra Information

Launched by: eitrojdemo.exe

Cormrmand Line: "ewind onshsyste m32heal o esxea"
Company Mame: Microsoft Corparation

File Size: 112KB

t..r Jetico Personal Firewall i

Netwnrk event parameters
' .-’-'-.ppllcatlnn E E "'.Tr|:||Dem|:| EnE
Ewvent outbound connection
Frotocal TCFAFP
Local address any
Local part any
Remote address 2121735820 (ln.dnz.ora.l. v trustwar

Adresse @ hitkp: f fesey, brustware, co.ilfdata_fire php

—————— Files Attack test --—---

Attacking CVWINDOW Ssystem 22 TASK MGE EXE: STTCCESS!
Attacking CVWINDOWS\system32\TELNET EXE: SUCCESS!
Attacking CVWINDOW S\syatem B2 F TP EXE: STCCESE

Attack test Done

—————— Local & MNetwork Spy test ------

-- Browsing local documents.. --

ChDocuments and Sethngs\WICHELWes documentstdesktop mu
CADocuments and Setings\ WICHEL MW es documents’\E APTWMONZ ZIP
ChDocuments and Setings\WMICHEL\es documents\ProcessExplorerINt zip




ProcessGuard failed against Data Theft test.

NB. Even with specific rules ( protecting taskmgr.exe or telnet.exe from reading), PG
can't prevent data from being copied and stolen.

43 i Itelnet.exe Ciwindowsisyskem3z)

4 Resettol

Termination
Moadification
Reading

35 taskmgr.exe c:hwindowstsyskem3z2), Termination + ... Modify + Read
***Service/driver Manipulation:

-installation: ProcessGuard is the winner (blocks automatically any service installation if
the option is enabled).

This application

woul cwindows\system3Asveguard exe
Process |0 3816

; Tried to install a driver/service |

| Allow Driver Service |

L'appel de procédure distante a échoué ek ne s'est pas exécuté”

@ Service "S55M Service Guard” Failed ko install with error: "System Error, Code: 1727,

-termination: ProcessGuard is the winner (against ProcX, APT, TakeControl or EkinX).

Q Service shukdowin error | @ The process dosuserprot,exe cannok be terminated,




604 19 May - 22:44.,.  Execution ekinx, exe was allowed to skart
805 19 May-22:44.,. Terminate ekinx, exe was blocked from terminating dosuserprot, exe

606 19 May - 22:44...  Execution ekir.exe was allowed to start 4
— -

: [® View Logfiles show Balloon Alers

This application
‘;) chprogram filestekingieking exe |

Allow Terminate |

FProcess ID: 916 Type: DwTerminateProcess

' Was BLOCHKED from terminating

= chprogram files\processguardidcsuserprot. exe
Process (D 18284

| Remove Protection |

NB. ProcessGuard service and driver can be stoped and removed by using EkinX.

It's strongly suited to configure ProcessGuard/security programs services in the Control
Panel (recovery): just choose "restart the service" for the three failures.

ﬂ'. DiamondCs Frocess Guard Servac DESPGSAY Runring

DCSPGSRY Properties Service

Start Service  [Fi] Export ko File [F]
: ' Do you wank to sbop DCSPGIRYY
Informations  [F3] Refresh ’ _'3
Delete Service [DEL]
l O J [ Mon
Startup ]
Bk DiamondCS Process Guard Setvie.  DCSPGSAY Mat ruinring

Configure the recovery service manually or with ServiceView:

Service Froperties
- B Apply 2 Rafresh

_{;}_IE%;IB’ :-;..l-:ivanceag %y Recovery

Select the computer's responze if this service failz.
First failre: Restattheservice  [v|  Delapimsecy [0 3]
S il el b x| Delayfmsec) |30 =

— |- P 1
Subsequent failures: | Reboot the computer e Delay [mzec): i|3':' E_|!

et |



http://kareldjag.over-blog.com/ext/http:/nativecs.com/index.en.php

Plugin

Services, dll
name
5 DCSPESRWVDIiarmondCsS Process Guard
Abjeck Service v3,000
Action Remouve
My 2F2* 2N C N Program
value Files\ProcessGuardidocsuserprot exe”

System Status ProcessGuard Status

LInknown | Errorininitialization. Check dosuserprot.exe

-modificaction: ProcessGuard is the winner.

-unloading a driver: ProcessGuard failed if Windows Service has the permission to allow
driver/service : then PG does not detect ( or prevent) that Kapimon needs to load its
Trace.sys driver to work

PG is the winner if we deny this permission to Windows\System32\service.exe.

This application

clhwindowstsystern3Ziservices exe
Frocess [D: 716

Tried to install a driver/sernvice named TRACE

KAPIMON : X| KAPIMON : X

Read Capture : Couldn't access device driver Couldn't access device driver

NB. ProcessGuard has the ability to intercept API calls, but in this case, usual APIs used
to load device drivers (DeviceloControl/ReadFile/WriteFile) were not intercepted.

ProcessGuard is the winner against service/driver manipulation test.
***CDRom autorun:

ProcessGuard is the winner.



WiNATHiamoNaCs comiau

PROCESSGEUARD

The following program wants to start on your computer. Ifthis is
expected you should permit it fo do so. Ifyou are unsure about this
pragram then dery it from executing.

Filename: 2/ cdstartexe
Description: Discstarter Runtime-madul

Folder: d:

Hide Extra Information
Launched by cwind ownsiexplorer. exe
Command Line: "dAcdstart. exe”

Company Name: Joachim Schwieran Sofhware- Ent
File Size: 443KB

[ Abways perform this action

[+ Permit X Deny
— .

***Fake/Jokes test:

-open/close the CDRom drive: ProcessGuard detects the action but can't prevent it from
being opened: the result can't really be specified.

Wi diamondes.cori-au

PROBESSGEUARD

The following program wants to start on your computer, Ifthis is
expected you should permit it to do so. Ifyou are unsure about this
pragrarm then deny it from executing.

Filename: | ] rundli32.exe
Description: Exécuter une DLL en tant gu'application

Folder: chwindowsisystem3®

Hide Extra Information
Launched by clwind onsiasyste m32isveh o=t exe
Carmmand Line: rundl32.exe shell32.d11, activate_rundll

Company Name: Microsoft Corparation
File Size: 33KB

O Always perform this action

[+ Permit X Deny
. ]

-launching several windows applications at the same time: ProcessGuard detects all
launched executables: ProcessGuard is the winner.




Launched by: chprogram files\apps tmdifarces & attrapesifa.exe
Command Line: "cwiind omshsyste m3z2hd efrag. exe"

Company Hame: Microsoft Corp. and Executive 5

File Size: 24KB

Launched by: chprogram files\apps tmdifarces & attrapesifa.exe
Carmrmand Line: "ewiind omstsyste m32isndre cd2. exe"

Company Name: hMicrosoft Corparation

File Size: 130KB

ProcessGuard is the winner against Jokes Tests.
***Buffer/Heap Overflow:

ProcessGuard can't detect shell atempts to the stack but just test files activities.

Launched by: chprogram files\ngse distackdefendensd_test exe

Command Line: "chprogram filesingse dstackdefendernsd_tester exe" heap
Company Name:

File Size: Z2KB

L) E The stack is executable, This means OverflowEuard is nok prokecking this Bype of memary,
L

L) E The dvnamic heap is executable This means OverflowEuard is nok prokecting Ehis bype of memaory,
L

ProcessGuard failed against Buffer Overflow tests.
***Deactivation Methods:
-trashcan: PG is the winner.

-blacklisting: PG is the winner.

Question

.\;‘.t) Couldr't skop this process, May Aukorund restart wour syskem now to remove this application?

i J [ Mon ]




NB: procguard.exe can't be read by Autorun3, then ProcessGuard can't be disabled.

But if we allow procguard to be read by A3, then PG (procguard.exe) can be wiped in
Program Files folder.

Bad Software

& File From the Black List is currently present on wour machine, Please decide
if wou wank ko skop it or remosve it From the lisk,

Inkruder discoversd

Please note, that if vou won't be able o stop the intruder now, Sokarun wil
show wou mare kools and will help yaou with cleaning wour syskem up,

File Mame:
procguard.exe

File Path:
Z:AProgram Files\Process@uard),

Actions:
() Keep this file in system and remave it from the Black List

Add tothe White List
(%) stop this process {if it's an application)
[ ]Delete File

_L procguard.exe_
Fichier EXE_
274 ko

ProcessGuard is the winner against deactivation methods.

CONCLUSION:



ProcessGuard v3.150 Full Yersion El

Twdindow Process brfoematian
=
PG Stele:  BCFOOD0 Handle: (#0028 0096
Exlended Sile 100 Instance: 400000 s
Proceduie: ML Patert:  [Mane) il d
Process |D.  87C Thisad D AD4 Mod
-4
First Child: 000N CO054 Rect |(139.40}:{7735 H i
[FT R
= i e
Clazs B4
Mamer  PGE_Mariindo Mer:  [Mone] w i
bizzmre ol
Siyle: 0 Cursor: 10011 o
i
Atom  C1Z7 Baush: 1300015 = 3 add :
WA kesnel32 di H
£ » |
The Pros:

-effective defense against various threats and attacks: global hooks (keyloggers),
driver/service installation (rootkits), dll injection (CWS trojans) especially due to the
integration on kernel low level (see the image),

ko bife Eyumd: | pece-biie EyELOUAE 4

-bified

TOeFC  OxB0S4ESCD VWINDOWS] systemE2intboskrnl. exe
“OxFD  OFOF2D13C YPAC A\ WINDOWSsystem32| driver s\ procguard. sys
T0:FE  OFIFZDAZE P WINDOW S swstem32] driveersiprocguard . 5vs
‘02FF  OxBOB4ETZD YWINDOWSsystern2inkoskenl. exe
“0x100  OxBOGZEDES VWINDOWSsystem3zinkoskenl. exe
“Ox10]  OxFOF200A6 TS WINDOWS svstem3Z] driver s\procguard..sys
TOx10E  DeFOFZDMI0E VA WINDOWS,system3Zt drivers\procguard . sys

-ability to protect the integrity of the system and programs processes (especially security
applications which can be a target for some malwares),

-effective self-protection and also for associated files (pghash.dat, pguard.dat) which are
protected by Windows Protection Service and PG service),

CWwA R DO S apatem 32N drivers\procguard. sps - enmor opening [Bocess denied) [4]

Wl 1 v (I - Ao

-execution activity control (application firewall),
-very intuitive in using (especially the "learning mode" phase),

-secure mode (""block new and changed applications™) to prevent unknown and suspect
changed files executions,

-MD5 integrity control for detecting modifications in an executable,


http://kareldjag.over-blog.com/ext/http:/www.7safe.com/Publications/SecurityMatters200501.htm
http://kareldjag.over-blog.com/ext/http:/webuser.co.uk/news/64574.html

wnw.diamondcsicom:au

PROCESSIUARD

The following program wants to start on your computer. If this is
expected you should permit it to do so. Ifyou are unsure about this
program then deny it from executing.

This application has changed since you last allowed it}

Filename: ¥ sdmain32 exe

-runs as a service (dcsuserprot.exe),
® DCSPGSRY X

L] DCSPGSRY
iy

-
Display Mame ; DiamondCS Process Guard Service 3,000
Service Type | 430
Stark Type : Auto Skart
Error Level : Logs error and display message box
Binary path : "C:\Program Files\ProcessGuardidcsuserprot, exe”
Load Order Group
Dependencies ;
Login Under : LocalSwstem

Hodks setup ﬁ E"j 'a
Display Bl
pocguad Dirverst Dmlads...
= — b Divever hook: Propesties
2 : L8 pmp & ||| Furstions handed Bdd mirer code: Add
£ POFRANE 1 IRP_WJ_FILE_SYSTEM_COMTROL .
Q0@ PoRe » IAP_MJ_DEVICE_COMTROL
&= - @ FORFRAME + [ IRP_MJ_INTERMAL_DEVICE_COMTROL
= : 1B pecz # IAP_MJ_SHUTDOWH
E D@ peic2hib + b IAP_WJ_LOCK_COHTROL
! 33% PrpManager w IRP_WJ_CLEANUFP
L) + (1% PptpMiniport b IAP_WJ_CREATE_MAILSLOT
w — p & IRP_HJ_QUERY _SECURITY
@ + % PREVDived ] =
E G Processx m w IRP_WJ_SET_SECURITY
MR Rl Y procguard ~ IRP_MJ_POWER
ﬁ b % 5 ched = = IRAP_MJ_SYSTEM_COMTROL
ol @ Pl # IRP_BJ_DEVICE_CHANGE
(] : @ i = IRP_BJ_QUERY_QUOTA
L= N 18 Olows " & IAP_MJ_SET_QUOTA
F - = B IRP_MJ_PHP .
e raarni gl [Ertes denace of dimess nama)
Dovce A
Sawe Lo Cancel Bpphy Hep

-does not require to be experienced for a high degree of protection: the user just needs
to check boxes options,

-"pro and clean package': easy and quick set up, size, quality of the help file (...),
-good support and very helpful forum,

-nice graphic interface,


http://kareldjag.over-blog.com/ext/http:/www.wilderssecurity.com/

-human verification control/"secure message handling" (very rare feature), more secure
than a simple password, and can prevent unauthorized/suspect activity,

Are you sure ﬁ,fu want to perfarm this action?

FProcess Mame: ciprogram filesiprocessguardipoaccount. exe
Window Mame: PG_Alert_Display
mMessage Type: Wi _DESTROY

Type the 5 letters (A-7) shown below

1

-excellent mix between prevention and detection features,

-competitive price and good value for money.
The Cons:

-takes too much time to load and to initialize :then the protection is limited during the
boot (the PG's driver/service is just an autostart, not a system start or better: a boot
start one) and an application or a driver/service can start and load without control,

-no registry monitoring features (but not intended to),

-limited protection against worms (does not cover scripts, files access or buffer
overflows), but it's quite normal considering_ WormGuard, a specialized product from the
same firm,

-very talkative with its log file: after a month, the log file can take a significant size on
the hard drive (=10 Mo), and i can't imagine after a year...

-no maintenance or install mode: for installing a program or an update (Windows,
antivirus etc), ProcessGuard must be disabled or set up to learning mode; then the
system'’s still vulnerable and can be infected by spywares for instance (which are often
added with legitimate programs) or any other malware by an installer ( from P2P files for
instance),

-very limited online process database (PerfectProcess is a freeware which can be helpful
for classical users: integrates a database and can launch a google search),

Here's the "info" on Diamondcs web site for an usual process:


http://kareldjag.over-blog.com/ext/http:/wormguard.diamondcs.com.au/
http://kareldjag.over-blog.com/ext/http:/www.diamondcs.com.au/pgdb/
http://kareldjag.over-blog.com/ext/http:/www.veloci.dk/

userinit.exe

This item is currently not in our database

What is ProcessGuard?
FrocessGuard protects your system against malicious software that even your anti virus pragram
cannot stop. Install ProcessGuard today and start protecting your computer! Free Download!

More information:

Google search for userinit.exe
Discuss userinit.exe on the ProcessGuard Forum

-not compatible (due to the kernel mode DRIVER) with old Windows versions (95/98),
-only available in english language.
COMMENTS:

ProcessGuard is currently one of the most effective product that a home user can deploy
on his line defense.

Coded by a team who is well-informed about new attaks used by malwares,
ProcessGuard provides a high degree of security against all kinds of threats (trojans,
keyloggers, rootkits, spywares etc).

Its protection covers all system's processes and programs applications.
And the secure mode can prevent the majority of infections during a surf's session.

Very intuitive, pleasant and comfortable to use, ProcessGuard does not require too much
time for the configuration or for answering to alerts, especially if the "learning” phase
was taken seriously into consideration.

With a level-headed mix between prevention and detection features, ProcessGuard is one
of the rare product which can be used by beginners and classical users, and can satisfy
advanced and experienced ones.

But ProcessGuard appears less exhaustive as a muli-layered defense than some others
products, especially regarding the registry: in this case, a specific registry protection
(RegRun/RegDefend) can be suggested to increase the line defense.

In all cases, with its best value for money, ProcessGuard is certainly a must have in a
single computer.

ProcessGuard with a Mac theme:


http://kareldjag.over-blog.com/ext/http:/www.greatis.com/security/
http://kareldjag.over-blog.com/ext/http:/www.ghostsecurity.com/
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NB. A big thanks to Wayne, chief manager/Head of R.D, for his cooperation (special full
license of Processguard).

COMMENTAIRES:

ProcessGuard est un logiciel edité par Diamondcs, une petite société australienne basée a
Perth depuis 1986 et spécialisée dans la protection des ordinateurs individuels (I'anti-
trojan TDS est son produit le plus connu).

Integré au kernel de Windows, lui permettant ainsi d'intercepter les appels de bas-
niveaux (mémoire, driver/service etc), ProcessGuard utilise une approche
comportementale afin de détecter divers types d'attaques et de malveillances.

Il peut ainsi prevenir l'injection de code, empécher I'accés a la mémoire physique,
bloquer l'installation de drivers ou alors protéger les processus systeme et les
programmes de toute tentative de modification ou de désactivation (les antivirus par
exemple sont souvent des cibles de ce type d'attaques).

Aprés son installation, juste au redémarrage de I'ordinateur, ProcessGuard prend une
empreinte du systeme et des applications installées (avec hashage MD5) et tente par la
suite d'en préserver l'intégrité.

C'est la raison pour laquelle cette phase de "learning mode" ou "lecture du systeme" doit
étre prise trés au sérieux en langant tous les programmes usuels afin que ProcessGuard
les intégre dans sa base de donnée.


http://kareldjag.over-blog.com/ext/http:/tds.diamondcs.com.au/

ProcessGuard dispose également d'une fonction de contrdleur d'activités qui permet
d'octroyer des droits et permissions pour chaque exécutable.

Il peut également fonctionner en "mode sécurisé" grace a sa fonction de blocage des
applications modifiées ou inconnues (mode conseillé lors d'une séance de surf).

Il convient également de noter la fonction trés rare de contrdle visuel ou de "vérification
humaine": une boite de dialogue peut apparaitre pour autoriser ou non une fermeture de
fenétre Windows et I'utilisateur doit insérer une série de lettres toujours aléatoires.

Cette fonction permet de s'assurer qu'il ne s'agit pas d'une activité suspecte lancée par
un programme malveillant.

ProcessGuard est un logiciel intuitif qui procure un haut niveau de sécurité tout en étant
confortable et agréable a utiliser.

Il peut ainsi convenir aussi bien a I'utilisateur avancé qu'a I'utlisateur classique; seul les
permissions spéciales allouées aux applications peuvent poser quelques difficultés a
celles et ceux qui ne seraient pas familiers de ce type de produits.

Toutefois, si ProcessGuard apporte une protection trés efficace contre les malwares
avanceés (rootkits, enregistreurs de frappes, trojans), il ne ne comporte pas de module de
surveilleillance du registre, des fichiers ou services vitaux.

Vendu avec un trés bon rapport qualité-prix (30 euros environ), ProcessGuard aurait tout
pour lui, si ce n'est I'inconvénient majeur de n'étre disponible qu'en anglais.

NB. Un grand Merci a Wayne, directeur de project chez Diamondcs, pour sa coopération
(activation d'une version compléte de ProcessGuard).



	ProcessGuard is an australian product from DiamondCS, a small business but dynamic enterprise specialized on security softwares for home users.
	"ProcessGuard was created out of the need for a solution to be found for a very big problem that has been troubling developers of security software for years: how to prevent their software from being attacked by malicious software and others programs...
	This sentence extracted from the help file explains the origin of ProcessGuard which is currently at the 3.150 version.
	The target of ProcessGuard is to protect the integrity of the system.
	It's not only an application firewall which can help the user to control the activity.
	ProcessGuard uses a behaviour approach to prevent from running many kind of attacks which can be used by malicious codes and malwares.
	Some of the most interesting features are the ability:
	-to protect any program/application from termination or modification,
	-to prevent access to physical memory,
	-to prevent driver/service installation.
	ProcessGuard provides a high degree of security against advanced threats and attacks and is one of the most effective products to integrate on a line defense.
	TEST:
	Configuration:
	-all options (see above the first image) are enabled except "block new and changed applications" (if enabled, any unknown application will be blocked),
	-procguard.exe, pgaccount.exe and DCSUserProt.exe (service) are protected from all attacks, are protected from reading and have maximum privileges.
	The majority of the test files are:
	-run as unknown files (for the first time),
	-launched from a CDRom (except Kapimon, APISpy32, BufferOverflow test files),
	- allowed to run once,
	- not integrated in the protection list.
	NB: For some tests, ProcessGuard associated processes are allowed to be read.
	Any other similar security software is disabled.
	*** Execution control/protection with Leaktests:
	ProcessGuard is the winner (can detect and block Copycat, DNSTester and Ghost).
	***Process Termination:
	ProcX and APT are allowed to read procguard.exe.
	-with ProcX: ProcessGuard is the winner .
	-with APT: ProcessGuard is the winner.
	-with Copylock: PG is the winner.
	ProcessGuard is the winner against process termination test.
	***Dll injection/implant:
	ProcessGuard is the winner against Zapass or Copycat.
	***Process Hijacking:
	ProcessGuard is the winner.
	***API Manipulation test:
	-with APISpy32: another instance of procguard.exe can't be run.
	ProcessGuard is the winner (the same result for any other protected application).
	-with ExecuteHook: PG (ProcessGuard) detects any hooks (global or notepad's one).
	ProcessGuard is the winner.
	-with Kapimon: PG does not detect the API hook with return value on the system.
	ProcessGuard failed.
	I consider that ProcessGuard is the winner (2/3) against API Manipulation test.
	NB: service.exe is allowed to load the Trace.sys driver (needful for this test).
	***Finjan Tests:
	-F.Demo: PG does not detect the creation of the folder: PG failed.
	-F.VBS: ProcessGuard detects the Windows Scripting Host, but not folders access.
	PG failed.
	-F.JPG: PG detects the packager and its first action (access to Temp file) but not the creation of the folder: ProcessGuard failed.
	ProcessGuard failed against Finjan Tests.
	***Registry Tests:
	-with Regtest 1: ProcessGuard failed.
	-with Regtest 2: this test has been done twice and if the system was blocked without a reboot, the action of Regtest is real and is confirmed by Uthis pop upU after the reboot.
	ProcessGuard failed.
	NB. ProcessGuard detects the call to the driver but can't prevent the shutdown and the reboot with or without a specific rule for Windows\System32\Service.exe.
	-with Scoundrel Simulator: ProcessGuard failed (0/5).
	RegHide and RegTick pro tests are unnecessary.
	ProcessGuard failed against Registry Tests.
	***Simulate a Trojan with Trojan Simulator:
	ProcessGuard detects the server and can allow the user to block it.
	ProcessGuard is the winner.
	***Memory Manipulation test:
	-with UH: PG is the winner (same result with pgaccount.exe and dcsuserprot.exe).
	NB: Even if we allow UH to read procguard.exe, the modification of processguard memory (or another protected application) is not possible.
	-with PhysMem: PysMem is blocked instantaneously from accessing to the physical memory.
	ProcessGuard is the winner against Memory Manipulation tests.
	***Data Theft with Trojan Demo:
	ProcessGuard just detects that calc.exe is launched, but not others access to the taskmanager or the folders.
	ProcessGuard failed against Data Theft test.
	NB. Even with specific rules ( protecting taskmgr.exe or telnet.exe from reading), PG can't prevent data from being copied and stolen.
	-installation: ProcessGuard is the winner (blocks automatically any service installation if the option is enabled).
	-termination: ProcessGuard is the winner (against ProcX, APT, TakeControl or EkinX).
	NB. ProcessGuard service and driver can be stoped and removed by using EkinX.
	It's strongly suited to configure ProcessGuard/security programs services in the Control Panel (recovery): just choose "restart the service" for the three failures.
	Configure the recovery service manually or with UServiceViewU:
	-modificaction: ProcessGuard is the winner.
	-unloading a driver: ProcessGuard failed if Windows Service has the permission to allow driver/service : then PG does not detect ( or prevent) that Kapimon needs to load its Trace.sys driver to work
	PG is the winner if we deny this permission to Windows\System32\service.exe.
	ProcessGuard is the winner against service/driver manipulation test.
	***CDRom autorun:
	ProcessGuard is the winner.
	***Fake/Jokes test:
	-open/close the CDRom drive: ProcessGuard detects the action but can't prevent it from being opened: the result can't really be specified.
	-launching several windows applications at the same time: ProcessGuard detects all launched executables: ProcessGuard is the winner.
	ProcessGuard is the winner against Jokes Tests.
	***Buffer/Heap Overflow:
	ProcessGuard can't detect shell atempts to the stack but just test files activities.
	***Deactivation Methods:
	-trashcan: PG is the winner.
	-blacklisting: PG is the winner.
	NB: procguard.exe can't be read by Autorun3, then ProcessGuard can't be disabled.
	But if we allow procguard to be read by A3, then PG (procguard.exe) can be wiped in Program Files folder.
	ProcessGuard is the winner against deactivation methods.
	CONCLUSION:
	The Pros:
	-effective defense against various threats and attacks: global hooks (keyloggers), driver/service installation (rootkits), dll injection (CWS trojans) especially due to the integration on kernel low level (see the image),
	-ability to protect the integrity of the system and programs processes (especially security applications which can be a UtargetU for some UmalwaresU),
	-effective self-protection and also for associated files (pghash.dat, pguard.dat) which are protected by Windows Protection Service and PG service),
	-very intuitive in using (especially the "learning mode" phase),
	-secure mode ("block new and changed applications") to prevent unknown and suspect changed files executions,
	-MD5 integrity control for detecting modifications in an executable,
	-runs as a service (dcsuserprot.exe),
	-does not require to be experienced for a high degree of protection: the user just needs to check boxes options,
	-"pro and clean package": easy and quick set up, size, quality of the help file (...),
	-good support and very helpful UforumU,
	-nice graphic interface,
	-human verification control/"secure message handling" (very rare feature), more secure than a simple password, and can prevent unauthorized/suspect activity,
	-competitive price and good value for money.
	The Cons:
	-takes too much time to load and to initialize :then the protection is limited during the boot (the PG's driver/service is just an autostart, not a system start or better: a boot start one) and an application or a driver/service can start and load wit...
	-no registry monitoring features (but not intended to),
	-limited protection against worms (does not cover scripts, files access or buffer overflows), but it's quite normal consideringU WormGuardU, a specialized product from the same firm,
	-very talkative with its log file: after a month, the log file can take a significant size on the hard drive (>10 Mo), and i can't imagine after a year...
	-no maintenance or install mode: for installing a program or an update (Windows, antivirus etc), ProcessGuard must be disabled or set up to learning mode; then the system's still vulnerable and can be infected by spywares for instance (which are often...
	-very limited online UprocessU database (UPerfectProcessU is a freeware which can be helpful for classical users: integrates a database and can launch a google search),
	Here's the "info" on Diamondcs web site for an usual process:
	-not compatible (due to the kernel mode DRIVER) with old Windows versions (95/98),
	-only available in english language.
	COMMENTS:
	ProcessGuard is currently one of the most effective product that a home user can deploy on his line defense.
	Coded by a team who is well-informed about new attaks used by malwares, ProcessGuard provides a high degree of security against all kinds of threats (trojans, keyloggers, rootkits, spywares etc).
	Its protection covers all system's processes and programs applications.
	And the secure mode can prevent the majority of infections during a surf's session.
	Very intuitive, pleasant and comfortable to use, ProcessGuard does not require too much time for the configuration or for answering to alerts, especially if the "learning" phase was taken seriously into consideration.
	With a level-headed mix between prevention and detection features, ProcessGuard is one of the rare product which can be used by beginners and classical users, and can satisfy advanced and experienced ones.
	But ProcessGuard appears less exhaustive as a muli-layered defense than some others products, especially regarding the registry: in this case, a specific registry protection (URegRunU/URegDefendU) can be suggested to increase the line defense.
	In all cases, with its best value for money, ProcessGuard is certainly a must have in a single computer.
	ProcessGuard with a Mac theme:
	NB. A big thanks to Wayne, chief manager/Head of R.D, for his cooperation (special full license of Processguard).
	COMMENTAIRES:
	ProcessGuard est un logiciel edité par Diamondcs, une petite société australienne basée à Perth depuis 1986 et spécialisée dans la protection des ordinateurs individuels (l'anti-trojan UTDSU est son produit le plus connu).
	Integré au kernel de Windows, lui permettant ainsi d'intercepter les appels de bas-niveaux (mémoire, driver/service etc), ProcessGuard utilise une approche comportementale afin de détecter divers types d'attaques et de malveillances.
	Il peut ainsi prevenir l'injection de code, empêcher l'accés à la mémoire physique, bloquer l'installation de drivers ou alors protéger les processus système et les programmes de toute tentative de modification ou de désactivation (les antivirus par e...
	Aprés son installation, juste au redémarrage de l'ordinateur, ProcessGuard prend une empreinte du système et des applications installées (avec hashage MD5) et tente par la suite d'en préserver l'intégrité.
	C'est la raison pour laquelle cette phase de "learning mode" ou "lecture du systeme" doit étre prise trés au sérieux en lançant tous les programmes usuels afin que ProcessGuard les intégre dans sa base de donnée.
	ProcessGuard dispose également d'une fonction de contrôleur d'activités qui permet d'octroyer des droits et permissions pour chaque exécutable.
	Il peut également fonctionner en "mode sécurisé" grâce à sa fonction de blocage des applications modifiées ou inconnues (mode conseillé lors d'une séance de surf).
	Il convient également de noter la fonction trés rare de contrôle visuel ou de "vérification humaine": une boite de dialogue peut apparaître pour autoriser ou non une fermeture de fenêtre Windows et l'utilisateur doit insérer une série de lettres toujo...
	Cette fonction permet de s'assurer qu'il ne s'agit pas d'une activité suspecte lancée par un programme malveillant.
	ProcessGuard est un logiciel intuitif qui procure un haut niveau de sécurité tout en étant confortable et agréable à utiliser.
	Il peut ainsi convenir aussi bien à l'utilisateur avancé qu'à l'utlisateur classique; seul les permissions spéciales allouées aux applications peuvent poser quelques difficultés à celles et ceux qui ne seraient pas familiers de ce type de produits.
	Toutefois, si ProcessGuard apporte une protection trés efficace contre les malwares avancés (rootkits, enregistreurs de frappes, trojans), il ne ne comporte pas de module de surveilleillance du registre, des fichiers ou services vitaux.
	Vendu avec un trés bon rapport qualité-prix (30 euros environ), ProcessGuard aurait tout pour lui, si ce n'est l'inconvénient majeur de n'être disponible qu'en anglais.
	NB. Un grand Merci à Wayne, directeur de project chez Diamondcs, pour sa coopération (activation d'une version complète de ProcessGuard).

