Symantec Norton AntiVirus Configuration for the GCS-3000
Targeted Genotyping System — Technical Note

How to activate Norton AntiVirus 2005 on the GCOS Instrument Workstation and GTGS
Workstations, and how to customize Norton AntiVirus on GCOS

Affymetrix bundles Symantec’s Norton AntiVirus software with all GCOS Instrument Control and GTGS
computers. The software is pre-installed, but is only activated by the system administrator if desired.

Norton AntiVirus provides comprehensive virus prevention, threat detection, and repair software for your
computer. It automatically detects and repairs known viruses. It detects viruses and other potential risks
in instant messenger attachments as well as in email messages, Internet downloads, and other files.
Norton Antivirus can be configured to automatically update its virus definitions over the Internet, to be
prepared for the latest threats. It includes expanded threat detection of both known and emerging threats,
such as spyware and other files that could put your computer at risk. It also scans files inside of
compressed files.

In the 2005 edition of Norton AntiVirus, Symantec introduced Internet Worm Protection. Internet Worm
Protection default settings blocks communication between GeneChip® Operating Software (GCOS) and
GeneChip® Targeted Genotyping Analysis Software (GTGS), which exist on different computers.

Section 1 describes how to activate Norton AntiVirus on all machines, and checks that it doesn't interfere
with existing Microsoft Windows Firewall settings.

Section 2 describes how to open ports 135 and 1025 through 1035 on the GCOS Instrument Workstation
within the Norton AntiVirus, so that GCOS can communicate with GTGS using DCOM.

Note: The only antivirus solution supported by Affymetrix is Norton Antivirus.

Note: It is necessary to have local administrative rights to make changes to the Norton
AntiVirus settings.
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Section 1: Norton AntiVirus 2005 Activation

NOTE: Do the following activation steps for the GTGS Pre-Amp and Post-Amp Lab Workstations, and the
GCOS Instrument Control Workstation

1. Log in to Windows as Administrator. Unless your system administrator has changed it, the password
will be blank.
2. Check existing Firewall settings
e Navigate to Start Menu > Control Panel > [Security Center] > Windows Firewall (This control
panel may not exist if the computer isn't using Windows XP Service Pack 2. If the Windows
Firewall control panel doesn't exist, skip to step 3.
e In the General tab record whether the firewall is ON or OFF.
3. If the following NAV window isn’t already open, right-click on its icon in the Task Bar in the lower right

corner of the screen.
@ Morton AntiVirus @

,xuamec.

"°“°"\AntiVirus3°°5

Caongratulations! You received this version of Narton
Antivirus with the purchase of a PG, hardware device,
software bundle, or service: Norton Antivirus includes a
limited-time subscription to protection updates

You are a feve steps away from being protected by the

wirld's mosttrusted antivirus solution, Nortan Antivirus.
To fully enable your virus protection, please click Next.

IMext

4. Click Next to begin the configuration process.

5. Accept the license agreement and click Next.

1 Welcome License Agreement

~
2 Connect SYMANTEC SOFTWARE LICENSE AGREEMENT

IMPORTANT: PLEASE READ THE TEPMS AND CONDITIONS OF THIS
3 Security LICENSE AGREEMENT CAREFULLY BEFORE USING THE S0FTWARE.
SYMANTEC CORPORATION AND/OR ITS SUBSIDIARIES
(“SYMANTEC] IS WILLING TO LICEMSE THE SOFTWARE To YOU
4 Thank You A5 THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT
WILL EE UTILIZING THE SOFTWARE (REFERENCED BELOW

A% “YOUY OR “YOUR~) ONLY ON THE COMDITION THAT You
ACCEPT ALL OF THE TEPME OF THIZ LICENZE ACREEMENT. THIZ
IS A LEGAL AND ENFORCEAELE CONTRACT BETWEEN YOU AND
SYMANTEC. BY OPENING THIS PACKAGE, EREAKING THE SEAL,
CLICKING THE “ACCEPT~ OR “TES~ EUTTON OR OTHERWISE w

| acceptthe License Agreament
& {'donot acceptthe License Agreerment

[geon L ee ]
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6. Either register basic information now, or just click Register Later.

1 Welcome

2 Connect

3 Security

4 Thank You

Privacy policy: v syrmantec com

Registration

Registration can help keep you informed about product upgrades and new
infarmation that is important to you or your business. Registration is optional.

Fill in the applicable fields below to register your software with Syrmantec

CountryRegion (required): | Choose one - V‘

[ 1would like to receive email from Symantec

Email Address: | ‘

[ Its OKto contact me by phone

Phone number:| ‘

Back H Next H Register Later

7. At the subscription expiration date window, click Next.

8. At the Security window, click Next.
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@ Horton AntiVirus
1 Welcome
2 Connect
3 Security

4 Thank You

Norton AntiVirus Subscription

Symantec's antivirus experts continuously update Morton Antivirus to
protectyour computer friarm the latestviruses and malicious code threats.
Ifyou keep your Morton Antivirus subscription current, vau will be able to
recejve the latestvirus definitions from Symantec using LiveUpdate.

This copy of Marton Antivirus includes a complimentary 91 days subscription
to the wirus protection updates. When the complimentary subscription
expires, you can purchase a renewal good for one year of service,

Start Date:
11/29/2005

Expiration Date:
2/27/2006

@ Norton AntiVirus
1 Welcome
2 Connect
3 Security

4 Thank You

Security

2 Use my Norton Internet Worm Protection instead of Windows Firewall.
(Recommended)

Mortan Antivirus is protecting your computer from viruses, worms and other
Internat threats

For aptimal perfarmance, turn off Windows Firewall

I Do not share Norton security status with other products.
(Recommended)

To minimize security exposure, use Moron products to manage their security
status and alerts
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9. In the Thank You window, click Finish.

Thank You

1 Welcome

These tasks launch immediately after you click Finish'

2 Connect
Run LiveUpdate
3 Security Uses your Internet connection to download the latestwirus protection and
program updates.
Scan for Viruses
4 Thank You
Performs a full systern scan on your computer.

10. In the LiveUpdate window, click Next.

pdate

®

Livelpdate has found updates to the fallawing Symantec products
and comporents. If you do not want to install an update, uncheck
the item.

3

Symantec Rediector

Symantec Common Driver: SymEwvent

Nortan'whI Update

Norton &nthins Ving Definitions

Nartan Antivins Intermet Warm Protection Signat, «
| >

B-B-E-E-E-E
AT
= B 8= B [ 2=

<l
u

9 Updates selected Tatal Size: 12715.9KB

@ |Updale Spmantec Security Software Update |

Click Next to download and install your updates.

< Back Mest > I[ Cancel ]l Help ]

pdate.

11. After LiveUpdate completes, click OK when informed to re-run LiveU

Thank you for using Livellpdate. The following Symantec
products and components are now up-to-date:

v

of &y Symantes Rediector
é Swymantec Common Driver: SymEwvent

2] Nortan'whI Update |
Norton Anthins Vins Definitions

Norton &ntiinus Intemet Worm Protection Signat,

i
®
Norton Antivius

F

7
‘
of &

ivellpdate

<Back Cancel

12. Click Finish.
13. You will be asked to restart the computer. Click OK.

Restart Required

) Some of the updates that wers just installed require that you restart your computer now. Please save all unsaved
. data and then press the OK button ba restart your computer.

14. After the computer restarts, log in as Administrator.
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15. Wait for Norton AntiVirus to automatically start up and start scanning all files for possible problems.
When it has completed, click Finish. The window will close.

@ Morton AntiVirus

1 Scan Progress

2 Repair Wizard
Fix
Quarantine

Delete

4 Summary

3 Manual Removal

EloIX

Scan Progress: Scan for Threats

Scanning for threats:

Current item

CiDocuments and Settings\abupplpplication
DataiicrosofiProtects-1-5-21-11772389145-
1993962763-725345543- 23412771 82ehb-5e70-45e5-
beBA-0baERIS32 30

Action Files
Scanned 506
Detected o
Fised a
Deleted 0
Pause | | Stop Scan

16. Norton AntiVirus will display the System Status. Click Turn On to turn on Automatic LiveUpdate.

A Norton A B
@ Help &
(}))I:weuyadate i| Options Suppon'
Norton Antivirus System Status: Attention A
Status _ Security Scanning Features
SRS ) puoprotect on Automatic
Reports - LiveUpdate
@ Internet Worm Protection  On Gets the latest virus
= praotection and
) Emal Scarning On program updates from
o Symantec when yaur
- computer is connected
@ Ful System scan 1f24/2008 e
More Infa
Subscription Service
@ Virus Definitions 1/18/2006
@ Renewal Date 3fg/2008
_L Automatic Livelpdate Off
Norton HYH 2005
9 symantec ntiVirus:

17. Close the Norton AntiVirus window.

NOTE: Norton AntiVirus may have changed the Windows Firewall settings. The following steps will undo

this change.

18. Navigate to Start Menu > Control Panel > [Security Center] > Windows Firewall (This control panel
may not exist if the computer isn’t using Windows XP Service Pack 2. If the Windows Firewall control
panel doesn't exist, you're done with Norton activation for this computer.

19. If Windows Firewall does exist, open it.

e In the General tab record whether the firewall is ON or OFF.
o If the Windows Firewall is in a different state (ON or OFF) than it was before, change it back to
the way it was before Norton was activated.
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Section 2: Configure Norton Antivirus on the GCOS Instrument Workstation to allow GCOS to
communicate with GTGS

NOTE: Do the following steps ONLY for the GCOS Instrument Control Workstation.

1. From the GCOS Instrument Workstation, navigate to the Start menu, and select “Programs” > “Norton
AntiVirus” > “Norton AntiVirus 2005”.

A Norton A m|
: 5y Help &
(ff?)yveundate .ﬂ Qpnnns; 2 guepppun'
[Nortonamvims ||| System Status: OK @)
Norton AntiVirus Y . =~
|
Statls Security Scanning Features
Sean forViruses [@ Buta-Protect on Auto-Protect
Reports P> Provides continuaus
.Q Internet Wormn Protectio on protection from viruses
- 5\5 and other malicious
| @ Emnail Scanning on threats.
- Mare Inf
) Rl System Scan 9/23/2005 oz ot

Subscription Service

@ Wirus Definitions 10/26/2005
@) RenewalDate 0/24/2006
@ Autornatic Livelindate on

9 symantec. NortonAntiVi rus>>=

2. If “Internet Worm Protection” is “On”, click Options at top of window. If it is “Off”, then stop now,
because no more configuration is needed.

3. Select Internet Worm Protection on the left half of the Oitions screen, and then click General Rules.
@ Horton AntiVirus Options, E‘

System

b Auto-Frotect
Script Blocking

¥ Manual Scan

Internet Worm Protection ez Lin

How to stay protected from certain Internet Worm attacks

¥ Enable InternetWaormm Protection (recommendedy

Internet Configure Exclusions

» Email

_ How to customize your settings
Instant Messenger Program Caritral
LiveUpdate

Other ‘h

¥ Threat Catenaries Trojan Rules

AutoBlock Rules

Default All Ok, || cancel H Page Defautts

4. Click Add.

@ Internet Worm Protection E]

General Rules

More Info

These rules determine how the Internet Worm Protection handles incoming and outgoing
connections. Rules that appear earlier in the list override later rules

[+ Desciption |

Default Hon-Routable IPs o
2 g Permit, Direction: Inbound, Computer: Specific, Adapter: Specific, Communications:
Any, Protocol: TCP and UDP

Default Inbound ICMP
2 g Permit, Direction: Inbound, Computer: Any, Adapter Any, Communications: Any,
Pratocol: ICHP

Protocal: UDP

Default Inbound DNS
2 E Permit, Direction: Inbound, Computer: Ary, Adapter Any, Communications: Specific.

=1 Nefault Inhnund NetRINS

ity H FRemave || Move Lp H Miovs Down

o,
]
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5. Make sure “Permit” is selected, and then click Next.

Add Rule

Moare Infg
Do you want to block ar permit a new connection?

* Permit: Allow connections that match this rule.

" Block: Do not allow connections that match this rule

6. Make sure “Any Computer” is selected, and then click Next.

Add Rule

More Info

What computers or sites do you want to permit?
& Any computer

" Only the computers and sites listed below

7. Make sure that the permitted protocols are TCP and UDP.

Add Rule

Moare Infg

What protocols do you want to permit?

CTCP

~upP

® TCP and UDFP

CICMP
Wyhat types of communication, or ports, do you want to permit?

 All types of communication (all ports, local and remote)

g bnly the types of communication or ports listed below

| < Back | Mext = | Cancel |

8. Change the permitted communication ports to Only the types of communication or ports listed
below. Then click Add.

9. Change the “Filter by” to Individually specified ports.

Specify Ports
More info
Filter by Locality
© Known ports from list = Local
@ Individually specified ports © Remate
o Fr'%l range

Erter port number or numbers. To enter multiple port numbers, use a
space between each entry
135

el | ‘ Cancel

e For the port, enter 135.
e Click OK to close window.
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10. Back in the “Add Rule” window, click Add.

@ Add Rule 3
Add Rule
More Info
What protocols do you want to permit?
TP
~uoP
® TCP and UDP
T ICMP
What types of communication, or ports, do you want to permit?
" All types of communication (all ports, local and remote)
@ Only the types of communication or ports listed below
local epmap (port 135)
[ ea |
| < Back | et = | Cancel |
ey el
11. Change the “Filter by” to Port range.
@Sper_ify Ports fg\
Specify Ports
More Info
Filter by Locality
" Known ports fram list & Local
 Individually specified ports © Remote
@® Port range

Enter the starting port
[toz5 |

Enter the ending port
[tozs |

Ok ‘ ‘ Cancel

e For the starting port, enter 1025.
e For the ending port, enter 1035.
e Click OK to close window.
12. Click Next in the Add Rule window.
13. Check the Create an event log entry option.

Add Rule

tdore Infa

*ou can choose to be notified when a connection matches this rule
Wwhen a connection matches a rule:

Only Log event after it occurs || times

IV%Creale an event |og entry

Note: Events are viewable by returning to the first Norton window, and navigating to
“Reports” > “View Activity Log” > “Norton Internet Worm Protection” > “Activities”.

14. Click Next.
15. Name this rule as DCOM.

Add Rule

More Infio

What do you want to call this rule?
This description appears in the Rule Summary list to help you identify this rule

pcoM ¢
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16. Click Next, then Finish.
17. Select the DCOM rule, and click Move Up until it is at the top of the list, so that it will be the first rule

applied.

General Rules

More Info

These rules determine how the Internet Worm Protection handles incoming and outgoing
connections. Rules that appear earlier in the list override |ater rules.

+"| Description

ny. Communication:

Default Non-Routable IPs
2 g Permit, Direction: Inbound, Computer: Specific. Adapter: Specific, Communications:
Any, Protocol: TCP and UDP

Default Inbound ICHP
v 5 Permit, Direction: Inbound, Computer. Any, &dapter. Any, Commurnications: Any,
Protocol: ICMP

5] Nefault Inhaund DNS M

| Al H Moty H Remove || Move Lip H Morve: Do

18. Click OK to dismiss, then click OK again, and then close all Norton AntiVirus windows.
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