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Introduction

We describe how the files of the restored/extended Hiren’s BootCD (HBCD) can be transferred
to a USB memory stick (flash drive) and how the later can be made bootable using exclusively
tools provided by the HBCD. The quickest and most accurate method is to use Linux command
line tools, however Windows can be also used with equally good results. The restored edition
of Hiren’s Boot CD employs a combination of the bootloaders syslinux and grub4dos; so the
method described in Hiren’s web page! does not work for the restored edition. Until recently,
because of the limitations of the bootloader syslinux, USB flash drives could only be formated
FAT32. Now syslinux can boot from NTFS partitions (it is even possible to boot HBCD from
large external hard disks) so we describe this option too. Multipartitioning USB flash drives
has some difficulty because Windows can only recognize the first partition. We describe how to
partition a USB flash drive and then persuade Windows to recognize the partitions.
Warning: If you use a method other than the ones described here, please note that simply
copying the files over to an already used USB stick is unlikely to work and some utilities may
fail to boot. When transferring iso images to bootable USB sticks or drives, care must be taken
so that iso images are written contiguously. If an iso image is fragmented it will not boot.
Fragmentation happens when files are written in space left by the deletion of other files. For
example if a small file is deleted and subsequently a larger file is written, chances are, the larger
file will be fragmented. Always use a freshly formated stick where nothing has been deleted.
Using defragmentation software on USB flash drives is not recommended because the repeated
read/writes will shorten their life span.

http://www.hiren.info/pages/bootcd-on-usb-disk



1 Linux Method

e Insert Hiren’s Restored BootCD, boot the computer from it and select SystemRescueCD
Linux (from the Linux option of the main menu).

Insert a 4 Gb (or larger) USB stick.! If you have a large USB stick (8 GB or more) and
plan to store large files,? you may prefer to format it NTFS? instead of the usual FAT32.
Instructions for both cases are given bellow. Warning: All data on the USB stick
will be erased.

When the command prompt appears, type the following commands exactly as they appear
in the list below after you replace the xx’s with what is appropriate for your USB flash
drive e.g. sdbi or sdc1.* Warning: If you get xx wrong you may erase your hard
disk.

Command Explanation

In case the stick has been
already automounted,
unmount it first.

umount /dev/sdxx

Type one of the next two commands:

mkfs.vfat -F32 -n HBCD152 /dev/sdxx
mkntfs -Q -I -L HBCD152 /dev/sdxx

mkdir /mnt/USB
mount /dev/sdxx /mnt/usb

mount /dev/sr0 /mnt/cdrom

cp -Rfv /mnt/cdrom/* /mnt/usb/

sync
umount /mnt/usb

cd /mnt/cdrom/isolinux

./syslinux -i -d isolinux /dev/sdxx

dd if=./mbr.bin of=/dev/sdx

Format the stick (FAT32).
Format the stick (NTFS).

Create a USB mountpoint.
Mount the stick.
Mount the CD.

Copy files to the stick,
and wait for some time...

Flush any pending buffered data.
Unmount the USB.

The syslinux installer lives there.
Install the bootloader.

Install the bootloader's MBR.

parted /dev/sdx set 1 boot on Make the stick active, i.e. bootable.

sync Flush again.

e In the last two commands before sync, sdx must be a device e.g., sdb or sdc, and not a

partition sdbl or sdcl.

e Kaspersky Rescue Disk needs the volume label to be ’HBCD152” or it will not be able to lo-
cate its files. If you change this label you must also edit the file /isolinux/antivirus.cfg

and change the label there too.

e Reboot the computer and test the stick for booting.

!The actual capacity needed for HBCD is 2.9 GB. The spare capacity is available to store other files.
2Under FAT32 attempting to write file sizes greater than 4 GB causes data corruption without warning.
%Note, however that some self booting utilities (e.g. Acronis) may fail to start from NTFS. See Section 4.
4You can determine the correct device letters with the command: “fsarchiver probe” or “parted -17”.



2 Windows Method

e Insert Hiren’s Restored BootCD, boot the computer from it and select Mini Windows XP
or Mini Windows 7.

e Insert a 4 Gb (or larger) USB stick.! Warning: All data on the USB stick will be
erased.

e Run the USB Format Tool, found in the HBCD Program Launcher, under the item Parti-

tion/Boot/MBR,
USB Disk Storage Format ﬁ EI [=] @
— — Device
Ankivirus/Spyware [ _
Backup 3 |SanDisk Cruzer 7.07 [3840 ME] [E:4] 1 -
Browsers | File Managers ¥ .
File system
Cleaners »
Device Drivers 3 | FaTaz 2 j
Editors [ Yiewers »
FileSystem 3 olume label
Hard Disk [ Storage 4 |HBED‘| g2 3
Metwork +
Cptirmizers 2 — Format options
Partition | Boat [ MER 3 Comrmandling . » | ¥ Quick Format
Passwords | Keys 3 Auto Mounk Drives
Process » Bellavista (BCD Editor) [
Recovery 3 BookIZE {Book sector installfchange)
Reqistry v Diskizenius (Partition table) [ Create a DOS Bootable Disk
Remoke Control 3 EASEUS Partition Master =
Security [ Encryption 4 Fat32 Formatter GUI
Startup b Grub4Cos Installer |
System Information 3 HOHacker (MER LoadfSave)
Testing 3 Partition Find and Maount
Tweakers 3 Partition Magic Pro
Other ¥ Partition Wizard Home Edition 4
i RMPreplISE (Make IUSE Bootable)
Bt IUSE Formak Tool Start | Cloze
Yolume Serial Mumber Changer [

1. Select USB device.
2. Choose FAT32 or NTFS,? and note the drive letter for later use.
3. Type the Volume Label HBCD152 (see note in Linux method).
4. Click Start to format the stick.
e Copy all the files from the CD to the USB flash drive.

For this you may ‘Select All’ (CTRL-A) and then ‘Drag-and-Drop’ or ‘Copy’ (CTRL-C) and
then ‘Paste’ the files (CTRL-V).3

e Go toMy Computer, find the CD, right click on the isolinux subfolder and then ’‘Command
Prompt Here’.

e In the console window type the command:

syslinux.exe -maf -d isolinux Y:

!The actual capacity needed for HBCD is 2.9 GB. The spare capacity is available to store other files.

2If you have a large USB stick (8 GB or more) and plan to store large files, you may prefer to format it NTFS
instead of the usual FAT32. Under FAT32, attempting to write file sizes greater than 4 GB, causes data corruption
without warning.

3Mini Windows XP and Mini Windows 7 automatically use TeraCopy to handle all file copy/move operations,
including Drag-and-Drop. TerraCopy is extremely fast, it can pause/resume and gives information in case of
erTors.
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where ‘Y’ is the USB drive as noted from above. This command installs the bootloader,
the MBR and activates the USB for booting.

e Safely remove the stick and test for booting.

3 Alternative Windows Method (RMPrepUSB)

The utility RMPepUSB (found in Partition/Boot/MBR of the HBCD Program Launcher menu)
can format, copy the files, and install the bootloader in one go. However it can only format FAT32
(actually it cannot install syslinux on NTFS, so when syslinux is selected as the bootloader, the
NTFS option is greyed out). Also, it is excruciating slow when copying files to the flash drive.

e Set the utility’s options as shown below and click Prepare Drive. Unless you are familiar
with this utility do not meddle with any of the other settings.

RMPrepUSE v.2.1.648 (c)2008-2012 RM Education ple [SSi] (1 (=]
File Edit Drive Bootloaders Settings Help
DRI¥E 1 SanDisk Cruzer [Removable] 3.749GiB Endglish

3.7T=iB SanDisk Cruzer HBCD152

Refresh (F5)

1 Partition Size (MiB} 2 Volume Label
[T Set parttion a= non-bootable

[ ik HBCD152 1 Help (F1}
™ MNouser prompts

— 3 Bootloader Opticns - Image Tools —— Test using QEMU
" WinPEV2/WinPEv3Aista/winT bootable [BOOTMGR] [CC4) - Emulator (F11)
= t5-D05 bootable [I0.5%5] [CC3 and CC4DOSUFD)
 %P/BatPE bootable [NTLDR] Drive —= File Eject Drive
= FREEDOS bootable [KERMEL.5%YS]

File Inf Drive Info
& SYSLINUK bootable [LOLINUK SYS + SYSLINUXCFG] 2 e e
— 4 Filesyst d Overrid

e CHOOSE FOLDEREXTRACT - Choose & ~ install grub4dos

 FATIE I”" Boot as FOD [&: no MER) source folder or extract from an archive[ | _
[~ Boot as ZIP (& with MBR) file. Al files inside this folder will be - Install syslinux
(o FATIZ ¥ Boot as HOD [C: 2PTNS) 3 | |copied to the drive after formatting, if
~ [ Faorce use of LB calls the COPY 05 FILES checkbox is ticked. Create Ext2 FS
FTFS T e —— “ou can alse choose to extract files i

[¥ 5 Copy 05 files after Format il [~ BartPE - Drive Test Speed

|D;'-., Inis1s the CL drive

Choose Folder/File

Follows steps 1 to 6 to partition, format and make bootable a drive. _

& Prepare Drive 5 l} Exit |

e Wait (copying the files takes a long time with this utility; so be patient) and, when
prompted, answer the two questions as indicated in the screenshots shown below:



RMPREPLISE @ @ Choose folder location for ldlinux.sys ﬁ @

Choosze Idlinus. sps install falder (folder rust already exist oK
or % will be uzed): -

Choose Syslinux option:
1 Sbootysyslinus Cancel

-r RAID option (if fail, boot from next device) %'stslinux

of enter your own falder - e.q. Sypdir)

L | Cancel solinu] without "\" or it will not boot

Click ‘No’ Type isolinux (without backslash)

4 HBCD on a Partitioned USB Flash Drive

Although the NTFS file system can store large files without data corruption, FAT32 boots faster.
Also, some of the self booting utilities may fail to boot from NTFS. Booting syslinux from an
NTEFS partition is very new and not very well documented. Ideally therefore a large USB flash
drive could be partitioned to have a 4 GB FAT32 partition for HBCD and the remainder formated
with NTFS for storing large iso images (e.g. Windows, Linux and applications installation
DVDs). As an example, consider a 16 GB USB flash drive. We shall partition it with a 4 GB
FAT32 partition for HBCD and the remainder 12 GB will be formatted NTFS to store data.

4.1 Create the partitions

On Hiren’s Boot CD there are many partitioning utilities, in this case, however, we shall the
command line linux utility parted because it accepts partition sizes as percentages of the total
size and then it takes care automatically the proper sector alignments.

e Insert USB stick and HBCD and boot to SystemRescueCD as described in section 1.

e In the command prompt type ‘parted -1’ (lists all disk drives and all their partitions)
to determine the device letter of the USB stick. We shall assume here that our USB flash
drive is device sdb

e Type the following commands.

Command Explanation
parted /dev/sdb Start the partition editor on the USB device.
rm 1 Delete existing partition.

mkpart primary fat32 0% 25%  Create the 4 GB FAT32 partition.
mkpart primary NTFS 25% 100% Create the 12 GB NTFS partition.

set 1 boot on Make FAT partition active (bootable).
print Print the partition information.
quit Exit from the partition editor.

If all is in order, the print command should give an output showing the new partitions:

Model: USB 2.0 Flash Disk (scsi)

Disk /dev/sdb: 16,3GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start  End Size Type File system Flags

1 1049kB 4063MB 4062MB primary fat32 boot, lba
2 4063MB 16,3GB 12,2GB primary ntfs



4.2 Format the partitions and transfer HBCD to USB

The following commands are similar to those in section 1. We format the two partitions and we
copy the HBCD files to the first partition.

Command

Explanation

mkfs.vfat -F32 -n HBCD152 /dev/sdbil
mkntfs -Q -I -L DATA /dev/sdb2
mkdir /mnt/USB

mount /dev/sdbl /mnt/usb

mount /dev/sr0 /mnt/cdrom

cp -Rfv /mnt/cdrom/* /mnt/usb/

sync

umount /mnt/usb

cd /mnt/cdrom/isolinux

./syslinux -i -d isolinux /dev/sdbl
dd if=./mbr.bin of=/dev/sdb

sync

Format 1st partition (FAT32)
Format 2nd partition (NTFS)
Create a USB mountpoint.

Mount the stick.
Mount the CD.

Copy files to the stick,
and wait for some time...

Flush any pending buffered data.
Unmount the USB.

The syslinux installer lives there.
Install the bootloader.
Install the bootloader's MBR.

Flush again.

Reboot the computer and test the stick for booting.
The second (NTFS) partition is also ready for use.

4.3 Making the second partition visible to Windows

Windows sees USB flash drives as Removable Storage Devices (same category as CD and DVD)
and as such will not permit their partitioning.! Moreover, if we create partitions with other
utilities (as we did just now) Windows will recognize only the first partition. This section shows
how to install a driver that will make widows see the flash drive as a Local Disk and therefore
recognise all the partitions.

e Insert HBCD USB as created in the previous section and boot from it into Mini Windows
XP. We can do this because the first partition is always visible.

e Right click on My Computer and select Device Manager

"Windows allows partitioning and formating NTFS only for what it calls Local Disks.



£ Device Manager

File Action Wiew Help File — Action Wiew Help
o MES 2D A <RE co MES 9E A =R
~ =124 TENEBRA ~
Batteries i Batteries ¥
Computer Computer
Disk. drives Disk. drives
i |l & ~age |USE 2.0 Flash Di Update Driver. .
-2 WMware Yirtual IDE Hard Drive k g YMware Virtual I Disable
I:I---§ Display adapters a Display adapters Uninstal
[+ L2k, DYDICD-ROM drives L2, DVDJCD-ROM drives
[+-{=} Floppy disk contrallers i) Floppy disk controller  Scan For hardware changes
[]---\% Floppy disk drives 3 Floppy disk drives i
[+ Human Interface Devices {8 Human Interface De Properties h
[+-{=% IDE ATA/ATAPI controllers i) IDE ATA/ATAPI controllers
[+ Keyboards ‘iz Keyboards
I:I---':J IMice and other pointing devices ':J Mice and other pointing devices
[+ B8 Metwork adapters L B8 Network adapters £
- % Ports (COM & LPT) Parts (COM & LPT)
[+-#¥8 Processors #® Processors
[]--@ SC3I and RAID controllers @ SC3I and RAID controllers
I:I---Qj Sound, video and game controllers @, sound, video and game controllers
[+]- =g Storage volumes “ag Storage volumes
[+ 3 System devices w 3 System devices e
Opens property sheet For the current

Right click on USB device

Select Properties

e Go to the Details tab and copy the Device instance Id.

LISB 2.0 Flash Disk LISB Device F-'rl.'uptertin‘eer|

| General | Policies | Volumes ||mer Details |

- IUSE 2.0 Flazh Disk USE Device

| Device Instance 1d

Double Click on the ID Text
and copy it with CTRL-C

< |

.

[ ] 4 ][ Cancel ]

e With Windows Explorer, go to the HBCD USB drive and navigate to the folder
\Bootprog\ usb-disk-driver. Open the file cfadisk.ini with Notepad and go to line 26.



] *E:\bootproghush-disk-drivericfadisk.

.inf - Notepad++

File Edit Search View Encoding Language Settings Macro Run Plugins  Window 7 ¥
cHEHBRGE| 4 M =] #hy % |[E| =
[= cladisk.inf ]
16 [cfadisk_copyfiles] A
17 cfadisk.sys
18
1% Hlgendisk_copyfiles]
20 disk.sys
21
22 e
23 o
24 Hlcfadisk_device]
25
26 ¥icrodrive_devdesck® = cfadisk_install,device_instance_id_goes_here
27
28 sicrodrive_devdesck% = cfadisk_install, IDENDISKIBM-DSCM-11000 SC2IC80L
20 smicrodrive_devdesck® = cfadisk_install, IDENDISKIBM-DSCM-11000, SC2IC81S
30 gmicrodrive_devdesck = cfadisk_install, IpENDISKIBM-DSCM-11000, SC2IC9L5
31
32 smicrodrive_devdesck® = cfadisk_install, IDENDISKIBM-DSCM-10512 SC1TC801
33 smicrodrive_devdesck = cfadisk_install, IpENDiSkIBM-DSCM-10512 SC1ICELS
34 sicrodrive_devdesck = cfadisk_install, IDENDISKIBM-DSCM-10512 SC1IC91S
35
36 gmicrodrive_devdesck = cfadisk_install, IpENDISKIBM-DMDM-10340 MDZIC50L1
37 sicrodrive_devdesck% = cfadisk_install, IDENDTSKkIBM-DMDM-10340 MDZ2ICH0L
38
30 3odebug on vMware/special drive
40 s #icrodrive_devdesck = cfadisk_install, IDENDIskvMware_virtual_IDE_Hard_Drive 00O0000L
41 3 #icrodrive_devdesck® = cfadisk_install, IDENDTskIC25N04 0ATCS04 -0, CA4OATLA
42 =
43 L|:_| [cfadisk_addreg] @
< — —— ST >
M3 ini file length : 2393 lines: 77 Ln:26 <ol:68 Sel:23(0 DosiWindows ANSI INS

Select the text shown above and press CTRL-V to replace it with the Device instance 1d
previously copied. The edited line 26 should now be like this:

24 [cfadisk_dewvice]

25

26 #icrodrive_devdesck = cfadisk_install, USBSTORNDISKEVEN_USE_ 2. O&PROD_FLASH_DISK&REV_S. 00\190(:%\%!;»:&0{
27

28

Save the file and close Notepad. Now the cfadisk.inf is configured for your particular USB
flash drive and the driver can be installed in any Windows computer as follows.!

e Installing the driver. Boot into your installed Windows and go to the Device Manager.
Right click on the USB flash drive and select Update Driver to start the Hardware Update
Wizard, and follow the sequence illustrated below.

Hardware Update Wizard d

Welcome to the Hardware Update
Wizard

Windowes will search for current and updated software by This wizard helps pou install software for:
looking on your computer, on the hardware installation CO, or on
the Windows Update \Web site (with your permizzion),

Read our privacy policy

USB 2.0 Flash Disk USE Device

"\'_) If your hardware came with an installation CD

Can Windows connect to Windows Update to seaich for 2 or floppy disk, insert it now.

software?
() Yes, this time only
(0 ¥es, now and every time | connect a device
(&) Mo, not this time

‘what do you want the wizard to do?

() Install the: software automatically [Recommended)
(& Install from a list or specific location (Advanced)

Click Mext to continue. Click Mext to continue.

< Back ” Next>|>J[ Cancel

e Point the wizard to the folder where cfadisk.inf is found and install the driver.

IMini Windows XP and Mini Windows 7 are already modified and see USB flash drives as local disks, so installing
the driver is not required
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Hardware Update Wizard [ Hardware Update Wizard (5]

Please choose your search and installation options. Select the device driver you want to install for this hardware.

() Search for the best diiver in these locations. —_ Select the manufacturer and model of pour hardware device and then click Next. |f you

w have a digk that contains the diver you want to install, click Have Disk.
Use the check boxes below ta limit or expand the default zearch, which includes local

pathz and remowvable media. The best driver found will be installed

Search removable media [floppy, CO-ROM. .| Show compatible hardware

Include this location in the search: Model

o4 Browse 55 Disk drive

(=) Don't search. | will chonse the driver ta install

Chooze this option ta select the device driver from a list. “windows does not guarantee that
the: driver you choose will be the best match for your hardware,

@' Thiz driver iz digitally signed.
Tell me why driver signing is important

[ « Back ” Nexl)d[ Cancel [ < Back "_ et » ][ Cancel ]

= i - =
Locate File ? Locate File =
Look in: | 5 Shared Foldsrs on 'vrmare-host (2] vl o2 @ Look in | 1 usbedisk-criver v| QT m-
My Frecent Documents
Deskiop
(L) My Documents
My Frecent 3 My Computer My Fiecent
Documents ", 3% Flopsy 4] Documents
= < Local Disk [C:) =
(4 2, DVD D [$
Deskiop ] E:) é% Desktap
=2 Shared Falders on ymware-host!' 2
. () Shared Documents .
) [ My Documents J
&J by Network Places

My Documents My Documents

®
®

My Computer My Computer
Q File name: . v/ .8 File name chadiskinf v o
My Network | Files of tipe: Setup Information [*inf] My Netwark  Files of type: Setup Information [*inf]

Do not restart the computer (ignore the message). Unplug and reconnect the flash drive.
If everything has been done correctly the USB flash drive should now appear as a regular
local disk with both partitions visible.

O Computer Manageme|

g File  Action  Wiew ‘Window Help _|5 il
e = =3 XEE @
Q Computer Management {Local) Volume: | Layout | 1 pal File: 5t steml Status | Capacity | Free Spacel %o Fr
= ik, System Tonls & () Partiion  Basic  WTFS Healthy (System) 19.99GE 15.56GB 77 %
@ Event Viewer SIDaATA(F Partition  Basic  NTFS Healthy 11.35GE 11.29GE  99%
F-p] Shared Falders =IHECDISZ () Partition Basic FAT32 Healthy (Active) 378GB 931 MB 4%
Local Users and Groups

. W] Performance Logs and alert:
%, Device Manager
= & Storage

1 Removable Starage
|G Disk Defragmenter

Disk Management &) | l.
Services and Applications A
@ ZPpisk 0 N
Basic (c:)
19.99 GE 19.99 GEB MTFS
online igalthvy (System)
ZPDisk 1
Basic HBCD152 (E:)} DATA (F:)
15.14 GB 3.75GB FAT32 11.35 GB NTFS
Cnline [% Healthey {Active) Healthy
Sco-romo 1
VD (D:)
Mo Media
)

. Primary partition

S
|

e Hereafter, whenever this flash drive is connected for the first time to a Windows machine,
you need to install the driver (the last step) so that the new host will know to treat this
flash drive as a Local Disk and be able to see all partitions.
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5 Computers without optical drive

If your computer has no optical drive and has Windows XP or Windows 7 installed you have
the following options:

e Use a CD emulator such as Alcohol 120% or Daemon Tools to mount the .iso, start the
HBCD Program Launcher and run the utilities from the emulated optical drive, as de-
scribed above. The utilities are portable and work with all Windows versions.

e Use Virtual PC software such as VMware Workstation, VirtualBox or Qemu to create a
virtual PC in your computer and boot the .iso directly. In this case any of the 3 above
methods are possible.

If the computer has only Linux, then you need to have the partition editor parted and the boot-
loader syslinux installed. Test their availability with:

parted --version

and

syslinux --version (need >4.5).

If not available install them from your distro’s repositories.

Then follow the instructions as above, but instead of the cdrom, mount the .iso with a command
like:

mount -o loop,user <path-to-iso-file.iso> /mnt/cdrom
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