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About O&O Diskimage 6.0

About O&O Diskimage 6.0

Thank you for choosing O&O Disklmage!

This is something you probably know all too well: how suddenly important data can be lost as a result of a system
crash or viral attack. O&O Disklmage is the ideal tool for quickly and easily taking the trouble out of such incon-
veniences! O&O Disklmage enables the convenient duplication or archiving of entire operating systems and individual
disks. It even supports dynamic drives and RAID systems.

Create image files of your drives on a regular basis and you'll be fully protected against data loss!

You can customize the imaging methods to suit your own individual needs. Even a 1:1 image of your system or user-
defined images are possible. O&O Disklmage features many other options for creating and restoring images exactly
the way you'd like. As a result of the special O&O Disklmage program settings, a substantial amount of computer per-
formance is saved, allowing you to continue working on your PC parallel to the imaging!

The following chapters will explain how you can get started and obtain the optimum usage from O&O Disklmage.
We hope you enjoy our product and that it saves you valuable time, both at work and at home!

Yours O&O Software

Quick Start

Note: The Start CD, designed for running O&O Disklmage without an operating system and for restoring a system
partition, is not included in the Special Edition.

Differences between the three Editions
0O&O Disklmage 6.0 is available in three Editions:

o 0&O Disklmage 6.0 Professional Edition
e 0&O Disklmage 6.0 Workstation Edition and
e 0&O Disklmage 6.0 Server Edition

The Professional Edition is intended for imaging a desktop computer or individual drives. It cannot be used on a Server
operating system and has no network capabilities.

The Workstation Edition contains interfaces for running O&O Disklmage across a network in conjunction with O&O
Enterprise Management Console 2. The Workstation Edition can only be applied on desktop computers.

The Server Edition contains interfaces for running O&O Disklmage across a network in conjunction with O&O Enter-
prise Management Console. It can be used on both Servers and Workstations, the latter making more sense when the
administrator wishes to control and monitor the defragmentation process from his computer.

0&O Disklmage-1
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Additional properties of the Workstation and Server Editions

You can run the following network functions when using O&O Disklmage Workstation and Server Editions in con-
junction with O&O Enterprise Management Console:

Images of the entire business network

Manage your computers in sites

Define settings for sites

Plan a schedule for the automatic imaging of computers or sites across a network, with just a few clicks of the
mouse

o Automatic remote installation of O&O Disklmage on network computers

o Execute Windows commands (batches) before and after the running of a job across a network

The O&O Enterprise Management Console is part of your software delivery when you have acquired licenses in the
0O&O EasyLicensing volume license program. We will happily advise you on applying O&O Enterprise Management
Console in your company.

E-Mail:

General Terms and Definitions
To simplify working with O&O Disklmage, certain terms will be explained in the following chapters:
Drive/Partition

A drive is a reserved area of the hard disk. Multiple drives can be found on a hard disk. In the following text, the term
“drive” will be used to depict (single) partitions as well as logical drives in extended partitions and volumes.

Drives are used, for example, to separate documents from programs. A division in two partitions has become generally
accepted:

o Drive C: for operating systems and programs
o Drive D: for documents, e.g. photos, Office documents, music, etc.

This, for example, facilitates the division of data and system images with O&O Disklmage.
Image

Animage is a "mirror" of your drive (partitions). This “copy” contains all information taken from the original. A special
feature of an image is that the file format is specially compressed and takes up much less disk space than the original.
The more often you create images of your drive, the less you need worry about data loss. Should data on the original
drive be lost or damaged, you can restore your last image with all its data onto your computer. With just a few mouse
clicks, you can recover the original status of your drive before the last imaging.

An image can be made up of multiple (*fomg). For example if one disk is not sufficient to store the image and
more are needed, e.g. CD/DVDs.

The term image is also used in a wide sense for file backups.
Difference File backup and Drive image

Files are backuped directly in the form of data. This type of image includes only file information, no drive information is
imaged. The file format is OBK (*.obk).

A drive image stores all used or all sectors of a drive. This automatically also creates an image of the file system and
all files and folders. The file format is OMG (*.omg).

0&O Disklmage-2
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Image file

An image can be made up of one or more image files (*omg). If, for example, the disk where you want to save the image
isn't large enough, you can split the image onto multiple disks. When you split your image onto several disks, a new
image file will be created on each disk and together, these image files will be parts of one entire image. It's important to
number the disks (CD/DVD) in case you want to later restore a drive using the image, or use it as a base for an incre-
mental imaging.

File formats
0&O0 Disklmage creates its own file formats for theirimages, but it can also process other file formats.
File format OMG

0&O Disklmage creates images with the file extension (*OMG) of your entire computer or single drives. This file type
can be used for further activities by O&O Disklmage, such as restoration, validation or conversion.

File format OBK

While creating a file backup using O&O Disklmage, the files and folder are compressed and stored as OBK file (*.obk).
An advantage of the OBK files are that they can also use and unpack the data included with a decompression program
like forinstance WinZip. They don't necessarily need O&O Disklmage to be unpacked. Encrypted file backups are the
exception. They can only be processed with O&O Disklmage.

File format VHD

0&O Disklmage is able to create and edit file formats for virtual computers (VPC/VM-Ware). In that way, you can also
mount a drive from an image to a virtual drive in the VPC or your VW-Ware.

Complete image

Using the Complete image method, the data selected for imaging will be imaged all over again and stored in a folder on
the target disk. Complete images can be created using the "Used sector", "Forensic", or "Direct forensic" methods.

Differentiation: Image of the changes

If you only want to image changes of your hard disk or drives, you need to have created complete image previously.
Changes made can be saved as differential and incremental images.

Complete Image

4

Differential Image

4

Incremental Image

4

Incremental Image
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Connection between image types

Incremental images

Incremental images only store the changes made since the last . As arule, data is compared using check-
sums in O&O Diskimage, so that the incremental image does not require a as base image. The last
incremental or differential image is sufficient for this. To restore an incremental image, you need the last complete
image as well as all the following images recording any changes.

Differential images

Differential images compare present data with the last complete image and store only the changes. The first "suc-
cessive" image after the complete image is always a differential image. To restore a differential image, you will need
both the complete image and the differential image.

Base image

A base image is an image that serves as a basis for any further image of the changes. Differential images require a
complete image as a base image. Incremental images can usually be made using the last image of the changes as
their base image. It's possible, for example, to use a differential image as a base image for an incremental image. In
this way, an incremental image can also serve as base image for further incremental images. Also see picture in chap-
ter

0&O Disklmage-4



System requirements

System requirements

o The system requirement of each operating system have to be fulfilled
o 30 MB free hard disk space

o Supports 32 and 64-bit operating systems

o Windows® XP till Windows® Server 2008 R2 (all editions):

Professional Edition/

Special Edition Workstation Edition

Windows® 7 yes yes
Windows® Vista® yes yes
Windows® XP yes yes
Windows® Server 2003 no no
Windows® Server 2008 no no
Windows® Server 2008 R2 no no

Server edition

yes

yes

yes

yes

yes

yes

Note: For booting with the Start CD at least 1GB RAM is necessary.

the most current versions available. If you're unsure about this, refresh the driver(s).

Note: When using O&O Disklmage, please make sure that the disk drivers needed by your operating system are all

Access permissions

In order to install and register O&O Disklmage you must be a member of a local administrator group or possess an
equivalent level of permissions. Domain administrators normally already possess these permissions.

0&O Disklmage-5
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Features at a glance

0&O Disklmage is a reliable and affordable solution for protecting your private or professional data. O&O Disklmage
offers everything you need to professionally protect your data: from the imaging and restoration of entire Server sys-
tems up to the restoration of individual files.

New functions

In addition to the on-going perfecting of existing program components, you'll find several additional new and helpful fea-
tures in Version 6.0.

Monitoring your drives
In the control center of O&O Disklmage you get an overview of the security status of your drives.

If you have not created an image before, you will receive a security warning. This is also valid for drives, where the last
imaging took place more then 10 days ago. In only a couple of steps you can image your security critical drives easily
and comfortably. In this way, you are protected against data loss at all times.

File backup

0&O Disklmage makes it possible to backup and restore single files and folders. O&O Disklmage creates an image
file (*.obk) of the selected folders and files during a file backup. If you need the files and folders from the image, you can
use or unpack the image file with the help of O&O Disklmage or a decompression program, such as WinZip. You don't
necessarily need O&0 Disklmage to unpack the OBK file.

Compared to a drive image, the file backup does not store the drive information. The advantage of a regular "Backup "
of your files is that the backup takes up much less time. In addition, you can create a job to schedule regular backups.
Regular backups ensure that your file backups are constantly updated and thus secure.

Better user guidance

0&O Disklmage is always adapted to current user habits. In the newest version, you will be warned by the control
center if data loss is at stake, whenever your drives not been imaged for some time or not at all.

The Quick access bar contains often used functions. You will easily be able to reach all important functions from there,
e.g. drive image and restoration. You can use advanced functions via the menu bar of O&O Disklmage.

Mount files from ISO file

You have the possibility to mount a ISO file as drive. The ISO file will be treated as a separate drive. You can see and
use the contents of the ISO file in the Windows-Explorer. This is helpful, if you download an ISO file for a program
installation. Instead of burning the ISO file on CD, to run the installation, you will now be able to mount the ISO file as
drive with O&O Diskimage, start the Setup and run the installation.

Start CD is based on Windows Server 2008 R2

The Start CD is based on the most current Windows technologies. All needed Windows drivers are included so that no
manual installation is necessary. If additional drivers are needed for certain devices, you can easily download them
using the integrated O&O DriverLoader before the program start.

0&O Disklmage-6
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Image

You can create images of entire systems, single drives and certain files and folders with O&O Disklmage, without
being kept from your work. The Snapshot function with integrated buffer memory ensures that the imaged data is
remains exactly as it was when the image started to be created: changes to the data caused by usage or the user do
not affect the image while it's being created. This ensures consistent images of systems without any interruptions.

Once you have an image, all your data and the installed environment is available immediately if ever you have a prob-
lem. And thanks to the O&O Diskimage Start CD (BareMetal-Technology), this is also possible without any previous
installation.

* Imaging and restoring Server systems is only possible with the O&O Disklmage Server Edition.
One-click imaging

The one-click imaging is the fastest and easiest way to create a complete image of your computer including all data
and settings. One-click imaging is especially useful if you are using O&O Disklmage for the first time, or have not yet
created an image of your computer.

Imaging complete disks

You can create an image of one or more disks, e.g. hard disks. All drives located on the disk will be automatically
imaged. The following disk types are supported by O&O Disklmage:

¢ Imaging MBR disks
o Imaging GPT disks
¢ Imaging dynamical disks

Imaging single drives

You are not only able to image entire hard disks, but also individual drives. This incorporates the hard disk layout. You
can create images of the following drive types using O&O Disklmage:

Imaging individual partitions and volumes.

Imaging primary, extended and logical partitions.

Imaging simple, spanned, mirrored volumes.

Imaging the system areas

Imaging the Master boot records (MBR)

Imaging the system partitions (e.g. Microsoft reserved partition)

Imaging of encrypted partitions, volumes or hard disks (e.g. SafeGuard easy of Ultimaco, TrueCrypt or Mir-
crosoft Bitlocker)

o Storing of a combination from the above mentioned objects (various hard disks, partitions, volumes or similar in
animage)

Different imaging methods

Different imaging methods allow the image to be adjusted for different purposes. You get a space saving image, if you
select the setting "only used sectors”. If you want to rescue data from a damaged hard disk, then we recommend a
forensic image - all sectors are imaged exactly according to their structure. This enables a later data rescue with spe-
cial software e.g. O&0O DiskRecovery, without affecting the original disk.

o Imaging the used sectors of drives (partitions/volumes) - unencrypted data are gathered in the image.
o Complete image of all sectors of the object to be imaged (forensic image)
o Direct forensic image - encrypted data is also gathered in the image.

After a basic imaging, you can create the following images as incremental or differential to store only the changes:

0&O Disklmage-7
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o Incremental image - the changes of the previous images and the current disks are gathered.
« Differential image - the changes between the first image and the current status of the disk are gathered.

Save image

After creating the image, you can save it on all Windows recognized disks. You only need to enter the network path
before starting the imaging process. The following destinations can be used to store the images:

e Local drives

o External USB or firewire hard disks

o Drive/Folder in the network

o Storing images as ISO files to burn them later

Integrated burn function

Besides the burn function, O&O Disklmage supports CD/DVDs, Blue-Ray Disks and HD/DVDs. You also create ISO
files from your images.

Note: Before being able to burn an image (*.omg) onto an optical data carrier, you need to buffer it. It is not possible
to burn a volume during its imaging.

Edit image file
Further editing possibility are available:

Merging complete images of different data carriers to one image file
Merging incremental/differential images

Manual and automatic separation of images

Extracting image objects of images

Changing the encryption and/or compression method of an image
Changing the size of the image, by dividing or merging individual images

Compress image

To save even more space, you can also compress an image. Besides LZNT1- it is also possible to compress an image
in BZIP2.

Encryption
You can encrypt the image using the AES algorithm (128, 192, 256 Bit) to block access for unauthorized persons.
Exclude files

If you want to exclude certain files from the imaging process, you can specify O&0 Diskimage, to exclude them during
the imaging process (Wildcards not possible for the exclusion).

Process virtual hard disks (VHD)

To simplify the work with Microsoft Virtual PCs (VPC), you can now convert images into virtual drives (VHD). The con-
verted image can be included as a virtual drive in the VPC, without having to install O&O Disklmage there. Also,
images (OMG) can be created from virtual drives (VHD) of the VPCs, or can be restored directly.

Mount image as virtual drive

o Mount image as virtual drive/hard disk.
o Unmount virtual drive/hard disk

0&O Disklmage-8
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Check image

To make sure that you image was created correctly or can be restored without errors, you can validate your image file.
You can also check the disk to be image before the process is run with the Check disk function.

Email notification on the progress of the activity

The notification feature is an option that will keep you informed about the status of a task such as the running of a job.
You'll also be notified immediately about errors so that you can identify and resolve them faster.

0&O Disklmage-9



Features at a glance

Restoration

Restoring your data is as easy as creating an image. If you want to restore image drives, you only need to start O&0O
Disklmage under Windows.

For the restoration of your entire computer or the system partition, you will need to use the Start CD of O&O Dis-
kimage. The Start CD is included in the Box version. If you bought the program electronically, you will receive the ISO
file via Email, in order to create your own Start CD/DVD. O&O Disklmage starts directly from there without a previous
installation. The additional integrated system rescue tools also offer the chance to restore the original system and iden-
tify mistakes.

Restoring entire disks

0&O Disklmage can also assist you when installing/configuring new acquired computers. After configuring your com-
puter, create an image of your entire system and do this for as many computers as you have Windows licenses:

Restoration of an entire storage volume
Restoration to or as MBR disks
Restoration to or as GPT disks
Restoration to or as dynamic disks

Restoring single drives

0&O0 Disklmage enables you to restore single drives from existing images. It doesn't matter how many drives were
included in one image. The following drive types can be restored from an image:

Restoration of single drives (Partitions/volumes)

Restoration of primary, extended and logical partitions

Restoration of simple, spanned, mirrored volumes

Restoration of the system areas

Restoration of the Master boot records (MBR)

Creating system partitions (e.g. Microsoft reserved partition)

Exclusive restoration of the Master boot records (MBR)

Restoring a combination from the above mentioned objects (various hard disks, partitions, volumes or similar in
animage)

Mount drives from images

You can also restore single files from an image fast and easy. Mount drives from images as virtual drives. Doing this
will allow you to copy files and folders from the image onto existing drives. Making changes to the image, however,
such as deleting or adding files, is not possible.

Moadifications for the restoration

Several settings can be specified for the restoration. Depending on the application, you can adapt the restoration to
your needs.

Bare Metal restoration, including bootable disk, which includes Windows PE.
Restoration of multi boot systems
Restoration of encrypted partitions, hard disks from a direct forensic image
Image Restoration with damaged or missing parts, e.g. due to disk loss or disk errors
Restoration of damaged images, if the structural integrity of the image is ok, e.g. due to purposeful destruction
or disk errors.
Direct restoration of a Microsoft Virtual PC Disk (VHD)
(Machine Independent Restoring) Adapting to different hardware

0&O Disklmage-10
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Bootable disks

The bootable disk contains Windows PE with all default drivers, which are necessary to run O&O Disklmage without
installation and without Windows operating system. This enables you to for instance run a system restoration, which is
not possible otherwise.

o Bootable disk to use O&O Disklmage without prior installation, including useful system rescue programs from
0&O0 BlueCon

o Windows based interface - O&O Tasktray and Start menu as well as program shortcuts

Loading drivers for hardware, which is not recognized immediately, e.g. Hard disk controllers or network card

drivers

0O&O FileExplorer for the file and folder management (Create, delete, copy, moving folders and/or files)

0&0O SRP-Manager to manage existing system restore points (Only for Windows XP)

0O&O RegEditor to display and change the Windows system registry

0&O DiskManager for the management of your hard disk(s)

Machine Independent Restoration (M.I.R.)

The Machine Independent Restoration technology (M.I.R.) offers the possibility to restore an image, containing the sys-
tem partition onto a computer, where the hardware is different from the one imaged. This means that a restoration of a
system image or clone can be carried out not only on devices with identical hardware, but on those where, for example,
the motherboard or processor has been replaced.

Adapt size of the target drive for restoration and cloning

If the target for the restoration or cloning is an empty area, then the size of the target drives can be adapted to the actual
data volume of the source drive by the user. When, for example, the drive being imaged has 5 GB but the data oniit is
only taking up half its space, a smaller drive of 3 GB, for instance, can be entered as a target during restoration.
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Cloning

Entire storage volumes or individual drives can be cloned, which in turn can be used instead of the originals. With this
function you will generate clones from storage volumes or individual drives including the information on the hard disk
layout with all data stored on it. You do, however, require a lot more storage space for a clone than for an image.

Unlike images, there are no incremental or differential clones possible for reducing the data volume of successive
clones. In addition, a clone cannot be compressed or encrypted compared to an image.

Cloning disks

You can create a clone from one or more drives, e.g. hard disk. This will clone all drives located on a hard disks. The fol-
lowing hard disks layouts are supported by O&O Diskimage:

Cloning a hard disk

Cloning to or as MBR hard disk
Cloning to or as GPT hard disk
Cloning to or as dynamic hard disk

Cloning single drives

You are also able to clone single drives and not only complete hard disks. This incorporates the hard disk layout. The
following cloning options are supported by O&O Diskimage:

Cloning single partitions/volumes

Cloning primary, extended and logical partitions

Cloning simple, spanned, mirrored volumes

Cloning the system areas

Cloning the Master boot records (MBR)

Exclusive cloning of the Master boot records (MBR)

Storing of a combination from the above mentioned objects (various hard disks, partitions, volumes or similar in
animage)

Modifications for cloning

You can make various adaptations for the cloning process. They will be specified in parts automatically, but can also
be specified. The following adaptations can be specified:

o Buffering the original data before a change (Snapshot)

o Automatic conversion of the free areas to a spanned partition, if the areas are larger than the partition to be
cloned and no spanned partition exists.

« MIR (Machine Independent Restoration), adapting of different hardware of the clone.
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Features at a glance

Management functions

The management function offers several possibilities to adapt O&O Disklmage to your individual requirements and
automate activities.

Express view

The Express View shows a very compact user interface with the main functions of the programs. You can use the
Express view for creating and mounting images as well as for restoring drives. Individual functions of the Express view
can also be manually disabled so that another user won't be able to use a particular feature.

Run scheduled activities

0O&O Disklmage enables a time schedule execution of activities. With the help of a useful Wizard you can set that the
data will be imaged regularly at predefined times. Further settings for the scheduling:

Manage, change, manually start stored jobs following a schedule
Automatically create images of the hard disks, drives (Partitions/Volumes)
Automatic creation of incremental images

Automatic checking of images

Automatic creation of differential images

Report management and notification

o Detailed reports with complete description of the process.
o List of the selected parameter/settings
o Email notification via SMTP (Simple Mail Transfer Protocol, without SSL encryption) after the job processing

Work in the network

0&O Disklmage gives you the option of saving images on network drives. The only thing this requires is Network
authentication. A detailed explanation of authentication can be found in the chapter

The special feature of O&O Disklmage Workstation and Server Edition is the interface with the O&O Enterprise Man-
agement Console. You can install and plan your jobs for O&O Disklmage from one central location within the network.

Scripting ability

The O&O Disklmage Command Interpreter makes it possible to manage storage volumes, patrtitions, or volumes and
images with the assistance of command files (XML documents). All directly or indirectly displayed scenarios by O&O
Disklmage can in that way be re-enacted. An overview of all commands and their possible uses can be found as a PDF
document on the O&O website or requested from our

Note: This function is only available for the Workstation and Server Edition.

Manage computer identity

With O&O DiskImage you can change the identity of a computer to avoid authentication problems, e.g. avoid the same
computer identity on two computers. This might be helpful when creating several system images in a network.

¢ Change the computer name of an shut down operating system
¢ Change the SID, Security ID, of a shut down operating system
. (Machine Independent Restoration) Adapting to different hardware (from a shut down operating system)
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Features at a glance

Supports the most current technologies

0&O Software is always en par with the newest on technology. All current Windows systems and 64-bit versions are
supported, so that the creation of images and their restoration can be run as fast as possible.

User Interface (GUI)

Function oriented user guidance to allow less interactions to reach your target

Pre-defined and your own created option profiles to complete various returning jobs faster

Windows Explorer - Extension to directly load imaging files or to remove loaded drives

Windows Explorer - Extension to directly read the properties of a image file

Minimizing the user interface of a Traylcon in the info area of the start page

Graphical interactive drive overview: Overview of the division of the hard disk, free and used space as well as
the size of individual partitions.

Autark Tray application generate information on the service activities and job status.

o Status display of time elapsed and expected time for an activity

0&O Disklmage-14
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Installation and registration

Installing O&O Diskimage is very straight forward. Please follow the steps below:

1. Start the computer on which you would like to install O&O Disklmage.
. Login as local administrator or as a user possessing comparable permissions.
3. Start the installation file for O&O Diskimage, which you have either downloaded from our Server or have on your
personal CD ROM.
4. After the setup program has been successfully initialized, please follow the installation dialog.
5. When prompted, restart your computer.

Note: Please make sure that no other backup or imaging software is installed on your computer when installing or
working with O&O Disklmage. This can lead to complications with the filter driver, especially when different soft-
ware is working simultaneously on multiple drives.

Information about licensing

You can test O&O Disklmage for 30 days free of charge and with no obligation. The remaining trial period will be dis-
played each time you start the program.

If you would like to implement O&O Disklmage in your company or as a technician for your customers, then please con-
tact our resellers or distributors.

Enter license

Note: In orderto activate the product after installation or to gain access to the Full Version at a later
time, you must possess a valid license key. This license key is also called a registration code, serial number, or
product ID.

The dialog for registration always appears automatically at the start to guide you if you are using an unregistered ver-
sion or have entered the registration code incorrectly.

The registration wizard allows for a simple registration process.

When you select the option | want to enter my license, a dialog box will appear where you can enter the registration
code you received when purchasing the software.

« If you have purchased the download version of the software, please enter the license information ("Name",
"Company" and License key), just as they are written in the confirmation E-Mail you received.

o If you have purchased the box version of the software, please enter the license key as it is written on the
license card included. In addition, please enter your name and if needed your company.

1. Please make sure that you do not confuse the digit “1” with “I” or enter any empty spaces where they don’t
belong.

2. Press Next to save the registration data or Cancel to leave the dialog window without saving the data.

3. When you have correctly entered the license code you will receive a confirmation in the dialog window.

Should you run into any problems when entering your registration code, please contact our Support Team.
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Installation and registration

0&0 Disklmage Server Edition - Registration Wizard [i"j-]

0&:0 DiskImage Server Edition

Version 6.0 Build 288

Please enter your name, your cornpany's name, and your serial number in the fields. Confirm your
entries with ‘Mext',

= MName: <Your names
Company: =Your company=
Serial#: OGO 0000000000000

Access license information from your own files

Paste License Information from the clipboard

Additional Information | Privacy < Back ” Mext > ]l Cancel

—

Registration wizard: Enter the license key
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Installation and registration

Online registration
To register O&O Diskimage online, you'll need the license key you received when you purchased the program.

To register online, start O&O Disklmage. The questions related to online registration always appear at the start, pro-
vided you haven't registered online.

0&0 Diskdmage Server Edition - Registration Wizard I,ﬂh,l

K

08:0 DiskImage Server Edition l j—,

Version 6.0 Build 288

Thank you for choosing 08:0 Software!

You can now register online on our website! As a registered user, you receive technical support as well
as reduced prices on updates and new products.

* E-mail: <Your E-mail adress>|
s e

Additicnal Information | Privacy < Bac Mext = Cance

Online registration
What are the advantages of online registration?

Online registration gives you the benefit of having your customer data kept safely in our files, which means we can pro-
vide you with even better service. If, for example, you accidentally lose your license key, we can quickly resend it to
you without any problem. The license key is needed for using the full version of a program, getting updates, and for rein-
stalling the program when you make a new setup of your computer.

Further advantages will let you:

o Be supplied with the latest information about our products

o Make free updates on new versions of purchased items (minor updates)
o Upgrade to a new version at a special discount price (major update)

o Obtain support from our customer service

0&O Disklmage-17



Installation and registration

How do | register online?

If O&O Disklmage was purchased on our Online Store, you've automatically registered with us. If O&O Disklmage pur-
chased at a retailer, you will be asked if you want to register while entering the license information. You then have the
option of either registering immediately or at another time. All you’ll need is a functioning Internet connection and a valid
license key.

You may also complete the registration form right here:

Just return the completed online form by clicking “Send” and you'll be eligible to take full advantage of our O&QO Cus-
tomer Service.

Uninstall
To remove O&O Diskimage from your computer, please follow the instructions below:

Open the Control Panel from the Start menu and select Software.

Select O&O Disklmage from the list of installed software programs and then click Change.

In the InstallShield Wizard click Next.

In the next dialog select the option Remove program.

Select Remove the O&O Diskimage user data, if you want to remove this together with the uninstallation.
Confirm the uninstallation of O&O Disklmage with Remove. You'll receive a confirmation notice when unin-
stallation is completed.

7. After a successful uninstallation, you'll need to restart the computer when prompted in order to apply all set-
tings.

ok~

Updates

In the menu bar under Help/Check for Updates you can check, if your program version is updated or a newer version
is available.

If there is a new program version, you will be able to update your version. If you decide to upgrade, download the cur-
rent program version from our website under ( ) and save the installation file on your computer.

Tip: Under Help/About O&O Disklmage you can see your license data and the number of your program version.

So-called "Minor Updates" (Version 5.0t0 5.1, 5.2, etc.), where smaller changes in the program have been made, are
free. "Major-Updates", such as from version 5 to 6, must generally be purchased.

o Start the new installation by double-clicking on the new installation file and follow the dialogs.

o Yourlicense data will normally be saved during Minor Updates so you won't have to enter them again after a suc-
cessful installation. To be on the safe side, we do recommend keeping your license key for the current version
within easy reach - just in case you run into trouble.

o "Major Updates" will require the new license that you receive upon purchasing the software.

Toinstall an update, please do the following:

Double-click the O&O Disklmage installation file to start the new installation.

Follow the installation dialogs.

Once finished, the new version is fully installed.

Please restart your computer when prompted.

Please enter your license key in the Registration Wizard at the first start of O&O Disklmage. If you don't own a
valid O&O Disklmage license key, you can use O&O Diskimage as a trial version for a limited time.

arLON =
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Installation and registration

Important! If you are using Laplink Disklmage from a network and performing a major update, you will need to copy
the password file if you want to use the automatic authentication. After a full installation and the restart, you will
need to place the password file in the Disklmage default folder. After a restart, the password management has to be
started and the password has to be entered for the password file. The required initializations will be run and auto-
matic authentication continues to be possible.

Program Help

You can either access the program help via the Menu bar/Help or by pushing F1.

In the menu bar under Help/Show Help you can Hide or unhide the Quick Help in the Quick access bar.

-

& 080 Disklmage Server Edition

Start Edit Clone drive

4 Start page

Tools

@ Drive Imaging

AT Help

v | Show Help
@ Hep F1
() Checkfor Updates.. Strg+U

& asbout O&O Diskimage...

e Free

=TT Te T TS oSy

232.89 GB

Size

1316 ...

Target drive
[=1 ] & 1 Disk 0 (Basic)
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Quick Start

Quick Start

In this section we will explain how, after successfully installing O&O Disklmage, you can take images of drives or your
entire computer and restore them back to your computer.

Start page of O&0 Disklmage

oY ¥
L L |

@ 0&C| Diskimage Server Edition [E=REEE ™

dit Tools Wiew

Quickaccess

Drive Imaging ﬂme drives have never been imaged before:

Drive restoration Volume (E:) (never imaged)

- =, Windows 7 (C:) (never imaged)
File backup s \ Volume (H:) (never imaged)
55D (K2) (never imaged)

File restoration

Jobs and reports

To Image un-badkped drives

Express View
Welcome to O&0 DiskImage

Data may be lost due to operataring error, faulty drivers or malicious software. This might occasionally
lead to Windows errors, so that you cannot access your remaining data. Choose Unsecured secure
drives now "to be protected against data loss.

Ready

Y
1 )Menu bar 2 ) Quick access bar 3 ) Activity window 4 ) Status bar

Start O&O Disklmage
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o Start O&0O Disklmage vie the Desktop shortcut or via the Windows menu Start/All Programs/O&O Soft-
ware/O&O Disklmage/O&O Diskimage.

o Forthe simplified view select O&O Disklmage Express(Express View).

¢ 0O&O Disklmage Tray starts the Traylcon, which is shown in the info area in the task bar and informs you on
the activity status of O&O Disklmage.

You can access the program help by clicking on Help in the menu bar in the tab Help or by pushing F1.

Create images of all volumes un-imaged

Only regularimages protect you against data loss. If you work a lot on your computer, data adds up every day. If an
image has been created some time ago, your most recent files are not included in this last image.

In the control center (start page) of O&O Disklmage you will get an overview of un-imaged volumes or volumes, which
haven't been imaged for some time. The color in the display interprets the time left, since the last image was created.

0-10Days = Green

10 - 20 Days = GreenYellow

20-30 Days = Yellow

Over 30 Days = Orange

Never been imaged = Red

You can now easily protect yourself from data loss and prevent any loss with just a few clicks:

1. Click on Image un-imaged volumes now.

2. Then, check the entered target path for the image. We recommend to save the image on an external drive, e.g.
USB hard drive.

3. Click on Start to continue with the imaging process. The process might take some time depending on the size
of the drive.

Note: An image will be created of all listed drives with the default settings (Image of used sectors).

Tip: You can create the job so that your drive will be imaged regularly automatically. See chapter

Tip: If you want to image your entire computer, you can also use the

One-click imaging - Create an image of the entire computer

One-click imaging is the fastest and easiest way to create a complete image of all your data and settings. One-click
imaging is especially useful if you are using O&O DiskImage for the first time, or have not yet created an image of your
computer. Your entire computer including the system partitions are imaged with one click. The compression method
(LZNT1) and the imaging method (imaging used sectors) are set as default.

Note: We recommend the use of an external storage, e.g. a USB hard disk or a network drive, volume as target
folder for the 1 Click imaging.

1. Start O&0O Diskimage and select Drive imaging on the Start page.
2. Now, click on the symbol Create one-click image in the activity bar.
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3. Then check to make sure the target path is set to your desired storage location. The [...] button allows you to
navigate to any folder.

4. Theimage is automatically named after the creation date. You can however enter a name manually.

5. Click on Start, to initiate the imaging process. The imaging process can take some time depending on the size
of the hard disk(s).

& O0&0 DiskImage Server Edition [ =Bl éj

Start Edit Drive Imaging Tools View Help

=

# Start page

Incremental imaging |:| |

Create one-click image (S5trg+1)

&\. Drive Imaging “—&"» Create an image of your
. . “ | entire computer with just
4 Drive restoration =~ one dick. 1.61 GB MNTFS

File system

File backu

Select One-imaging

Image individual drives

You can image single drives (partitions/volumes)with O&QO Disklmage. This enables you to image system and data
drives separately from each other. In case of data loss, it then only becomes necessary to restore to data drive. You
don't need to restore your entire computer.

To create an image of one or more drives, please follow the instructions below:

In the start page select Drive imaging.

Select one or more drives from the drive list. Enable the check next to the drive you want to select.

Optionally, you can specify further settings under Imaging options or add the selected activity as Job.

To start the imaging process click on Start drive imaging.

Enter the target path of the drive on which you want to save the image. You can either accept the suggested
default path or select another location. Under Program settings, you can also select individual default paths.
The image is automatically named after the date of creation. You can, however, enter a name manually. All infor-
mation from the image will be saved and can later be accessed through Image Information.

7. Select Start. The image file will now be created.

arLON =

o

Note: If there is not enough space to store the entire image, you will be prompted to enter a new target path during
the imaging process.
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A

1)
. .
@ O&O Diskimage § frver Edition X

o=
Quickaccess a — L
[|€j Incremental imz §ing [ | | Y WY

# Start page
% Source drive Size Free File system o

-

&

Drive Imagirt

O [;fﬂWindows? (€ 120,04 GB 163 GB MTFS
@8 Drive restoration 2031 GB 17.95 GB NTFS
g}‘. File backup i 92.54 GB 92.54 GB -
&8 File restoration il E
186.31 GB 12413 GB MTFS
118 MB 118 MB -
[ & 1Disk 4 (Basic) 58.70 GB
* M =0 550 (KD 30,00 GB 12,67 GB MNTFS kT
& Express View Disk 2 e ) —
— Basic Windows 7 (C:) Volume (D:
[h I 332,85 GE 120.04 GB [NTFS) 20.31 GE [NTF!| 59254 GE
You can now specify addi L » || & L
tart the creatic f 3
: Disk 3 — |/ =
q Volume (H:)
['h | BL;'CJL SE 185,31 GB (NTFS) 1.18 ME

Image of used sectors of "Disk 2 [Basic)”
Image of used sectors of "Volume [Dx)”

Ready

.

1 'chkaccess Bar: 2 Drive list: 3 ' Add 4 iSettingsforimaging

Drive imaging Source drive as job

5 ) Start imaging
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DiskView

The interactive graphical display gives you an overview of all the hard disks. Free and used space, as well as the size
of the partitions, are displayed.

You can select a drive forimaging by double-clicking it.

Among other things, the DiskView of O&O Diskimage will show all empty sectors. These empty areas occur due to the
alignment of the partitions or volumes. Programs such as O&O PartitionManager or the Windows Disk Manager don't
show these sectors if they're smaller than the smallest sector that can be partitioned, meaning smaller than 8 MB on
the average.

Since 0&0 Disklmage creates images of hard disks, it is important to also consider these small areas, if the entire
hard disk is selected as source. These areas can also be made visible indirectly with the Microsoft program "DiskPart".
If the hard disks were chosen based on the command "SELECT", then it is possible to list these areas with "LIST PAR-
TITION". Not only the size, but also the Offset, where the partition is located on the hard disk is displayed. It may be
necessary to consider possible rounding differences, since the display is rounded to the thousands.

Disk 2 s e —
S . Windows 7 (C:) “Volume (D:
[ow | 33285 cE 120.04 GE [NTFS) 2031 GE (NTF!|| 52.54 GB
- ' LI
ow specify additional " > | g M
the creation of .
Disk 3 [ F—— —
_ 3 Volume (H:)
g esice 186,31 GB (NTFS) 118 ME
DiskView

Image single files and folders

Do you want to backup individual folders or files instead of an entire volume? You can now do so with a file backup.
Files are backuped directly in the form of data. This type of image includes only file information, no drive information is
imaged.

1. Click on the start page of O&O Disklmage on File backup. Displaying your files and folders might take up some
time. Please consider the loading progress in the status bar.

2. Navigate to the folder, which you want to backup.

3. Check the box next to the folders you want to backup. Multiple selections are also possible. You can also select
an entire drive. All files located on the drive will be imaged.

4. Then, click on Start file backup.

5. You need to check in the following dialogue if the default specified target corresponds to your selected target
and if you want to change the file name.

6. Click on Start to continue with the file backup.

7. A compressed file will then be created with the file extension OBK (*.obk).

Selection criteria

Before starting the file backup, you have the possibility to select certain files or file types in the folder to be imaged or
exclude them from the image.

o Click on Criteria and specify the settings you want in the dialog.
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Tip: You can specify further settings, by clicking on the icon File backup options. If you want to repeat the file
backup at a later time, you can create a job for it. For this, click on the symbol Add as job.

A

S

3

-

& 080 Diskimage Server Editi

Start Edit File backup Tods View

Quickaccess

# Start page

@ Drive Imaging
@8 Drive restoration
L@ File backup

@8 File restoration

@ Jobs and reports

* Tools

& &

EE._il:lh.

Incremental file backup [ | |

Help

= =

o) )

-8 SCREENY
w18, Windows [(C)
BHJ Volume

) DoK
¢ w1} VIDEO
I:l . Share
- Velume (E)
&[]y Volume (H:)
m-[ ]y 55D (K

; 1 | Share
& ; My DUJments {Cril

Mame

. My Docurments (Criteria)

Type
File folder
File folder

4 L1

File backup of "D:\My Documentsy”

Quick Access bar:
File backup

5 ) Start file backup

2 )Folderview: Source drive 3 )Addjob 4 )File backup options
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Restore entire computer or system partition

To restore your entire computer or system partition, you need to run O&0O Disklmage from the Start CD under Windows
PE. Please proceed as described in chapter Start directly from bootable disk.

Tip: For the restoration of an image onto a computer with different hardware then the source computer, please con-
sider the notes in chapter Miachine independent restoration (M.I.R.).

©OoNOO A~ wWwN =

Quickaccess

@B Drive Imaging
5] Drive restoration
@ Fiebackup

@) File restoration

@@ obs and reports

% Tools

@) Express View

You can now spedify

options, start the restoration of
the drive image or save the job
settings.

g 0&0 DiskImage Server Edition

2

Run O&O Disklmage directly from the Start CD under Windows PE.
Select Drive restoration in the start page of O&O Diskimage.

Click on Select image in the form field or navigate to the storage location of the image in the browser button.
Select the image, which included the system partition i.e. all drives of your computer and click on Open.

All drives included in the image will be shown in the drive list.
Enable the check by the drive you want to restore. If you want to restore your entire computer, enable all drives.
Afterwards, select your target drive or your target disk, which will then be overwritten with the data of the image.
Click on the symbol Start drive restoration, to start the restoration process.
After the successful restoration, you can restart your computer.

3

|E: '\Sicheruh,JI 10511.0mg

| |Source drive

=0 ['!',:_']Dlsk 0 {Basic)
fw1System (C:)

| te |Free |File syste
50.00 GB

40,00 GB 33.05GB

| »

‘4000 G

A

Restoration of “System [T} to "Disk 1 [Basic”

12:21PM
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Quick Access Bar

1) 2 | Select 3 | Selectdrive from 4
J Drive J image J image ) Select target

i drive
restoration

5
J Start restoration
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Restore drives
To restore one or more drives from an image, proceed as follows:

1. If you want to restore one or more drives from an existing image, click Drive restoration on the O&O
Disklmage start page.

Select the image you want to restore in the DropDown list of Select image. If the proposed images (*.obk) are
not the ones you want to restore, check your drives and enter the path to the image file.

Select the image file (*.omg or *.vhd) from the browser and click on Open.

All drives contained in the image will then be displayed.

Click the drive that you want to restore ("play back").

Then, select the target drive for restoration by checking the box next to it. You can either replace an existing
drive or create a new one: for example, in an empty sector.

Optionally, you can specify further settings for the restoration under Restoration options.

8. Whenever you have specified all settings, click on Start drive restoration to start the restoration.

N

ook w

~

Important: During restoration, the image overwrites your selected drive with the data of the drive contained within
the image. All data saved on the target drive is thereby lost and replaced by that of the image.

Note: If your image is split among various disks, all these disks will be required for a restoration. If you have created
an incremental image, all images - from the last complete image to the last incremental image - will be needed.

Note: If you have a imaged an entire hard disk and the restoration is run on a different hard disks, then the new hard
disk must possess at least as much space capacity as the source hard disk.

Note: If you want to restore the entire system or the system partition, you need to boot your computer using the
0O&O Disklmage Start CD and run the restoration from there, see . If you should run
a restoration of the system partition to different hardware, read chapter:

0&O Disklmage-28



Quick Start

1

Start  Edit
Quickaccess
# Start page
@ DriveImaging
i
&

&

File backup

File restoration

9% Tools

&

-
@ 080 Diskdmage Server Editior

Dirive restoration

[@ Drive restoration

Jobs and reports

ify additional

ation of
the job

ools  View Help

n |H:\SicherungZUllUElB.omg

Source drive Size
(=10 = ) Disk 0 (Basic)

@) Volume (D)

232,89 GB
2031 GB

is @2 (Basic)

= Wildows 7 (...

4 | D[;-_i]\fo me (D:)

O & Ernd
&1 Disk 3 (Basic)

& Velume (H:)

Disk O
s
lh. 232.89 GB

[F1[0 @ 1Disk 4 (Basic)

[ & Empty regio...

regio..

2 Empty regio..

Size
19.16 ...
19.16 ...

. 2B65..

2144 ..
7.21 GB
232.89...
120.04...
2031 ..
92,54 ...
186.31...
186.31...
118 MB
58.70 ...
30,00 ...
29.70...

Restoration of “Volume [¢)" to "Empty region1”

1 ) Drive restoration

4 ) Enable target drive

Select drive for
restoration

3) Selectimage E)

5
\) Start restoration
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Restore single files and folders

If you want to restore files or folders previously imaged proceed as follows. First, make sure that you are able to
access the image (*.obk).

1. Inthe Quick Access bar click on File restoration.
Select the image you want to restore in the DropDown list of Select image. If the proposed images (*.obk) are
not the ones you want to restore, check your drives and enter the path to the image file.

3. Now, click on the symbol Select target folder.

4. You are now able to restore the data from the image in a new folder, or replace the source data with the data in

the image.
5. Following that, start the restoration.

L[ '

@ File restoration - O8O Diskln jge Server Edition = |
Quickaccess n
HAIMag 22011 bugdh 0bk - I-irl_ Fﬁ ‘ G
=1 Image20110607 .cbk MName Type
- My Documents Foto Folders
Office Folders
Select restoration target [ﬂ bt File
tut File
Flease select, if the backuped files should be restored in a tut File
separate folder, or if the source files and folders should be et File
@ File restoration overwritten with the content of the file backup.
_— () Substitute original files
i)
(@) Itz own restoration folder
C:'\ProgramData\00 Software\DiskImage\Images B
Help
B
—
< | i | b
File restorati fn of "H:\Image20110607. 0bk™
1 File restoration 2 Select image 3 .
Show restoration target

. 2
J Select restoration target Start restoration
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Create image of the changes only

If you only want to store the changed since the last image, you can create an Image of the change.

To create an image of the changes, you need to have created at least one complete image of the drives or folders of
interest.

Differential/incremental imaging

As a base image you can use either a “complete” image, using the methods “Used sector imaging”, “Forensic imaging”
or “Direct forensic imaging”, or by using a previously created

Follow the instructions below:

Nogakrwdh =

Please make sure that the drive containing the base image is connected to your computer.

Start O&O Disklmage and select Drive imaging on the start page.

Enable the check for Incremental imaging.

Select your base image in the browser window and click Open.

Now click Apply (if you want to specify further settings) or on OK to proceed with the imaging.

Click on Start drive imaging.

Now you can either select the recommended target folder for saving the image, or enter a new target path. For
the sake of clarity, we recommend to store the base image and its subsequent images in one folder. The image
is automatically named after the creation date. You can however enter a name manually.

Click on Start, to initiate the imaging process.

Note: O&O Disklmage compares each sector of the existing image with the corresponding sector of the imaged
(source) disk while creating an image of the changes. This might take up some more time than a complete image.
However, the image of the changes takes up much less space than a complete image.

Note: the option is set as default. While creating incremental images, it is suf-
ficient to use the last incremental image as base image. Should Use checksums to administer unchanged data
not be set, you will need the last base image and all the incremental images previously created, since all of them will
be accessed for creating the new image.

Image file changes

A complete image or a previously created image of the changes can be used as base image.

Follow the instructions below:

Nookrwd =

Please make sure that the drive containing the base image is connected to your computer.

Start O&0 Disklmage and select File backup in the start page.

Enable the check for Incremental File backup.

Select your base image in the browser window and click Open.

Now click Apply (if you want to specify further settings) or on OK to proceed with the imaging.

Click on Start file backup.

Now you can either select the recommended target folder for saving the image, or enter a new target path. For
the sake of clarity, we recommend to store the base image and its subsequent images in one folder. The image
is automatically named after the creation date. You can however enter a name manually.

Click on Start, to initiate the imaging process.
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Clone drives

Entire storage volumes or individual drives can be cloned, which in turn can be used instead of the originals. This func-
tion allows you to clone a drive and all its saved data without creating image files. The source disks/drives will be repro-
duced without any changes.

Please keep in mind that a clone requires much more free space than an image.

Unlike images, there are no incremental or differential clones possible for reducing the data volume of successive
clones. In addition, a clone cannot be compressed or encrypted compared to an image.

Select Clone drive on the &0 Disklmage start page.

Select the drive which you want to clone by enabling the check next to each drive or the entire disk.

You can set additional settings for cloning under

You can then specify the target drive. Simply enable the check next to the drive or the disk.

In the following dialog under Advanced, you can specify whether certain functions should be executed when
cloning is completed. These functions are disabled by default.

Once you've enabled all your settings, click Start cloning, to begin the cloning process.

. You can also “recopy” your clone in exactly the same fashion - to put it back on your computer/drive.

arLON =

~No

Important! When cloning your drive (source drive), the selected target drive, will be overwritten. All data stored on
it will be deleted and replaced by the clone! You should therefore save the clone on something like an external hard
disk chosen for this purpose.

Note: When cloning a drive, you should adjust the properties of the target drive for future application. Make sure, for
example, that the system partitions of the clone will also be able to boot.

Note: If you're using a second hard disk as a target, O&O Disklmage will change its signature. This will guarantee
that there are no two hard disks with the same signature connected to your computer. There might otherwise be
complications during cloning or even a possible system crash. With simple hard disk structures (basic disk), all par-
titions in the operating system will be recognized by a link from hard disk signature and partition offset. During clon-
ing, the registry entries of the drive letters, including the letters, will be adapted to the target system.

Note: If you want to restore the clone of a system partition onto a PC with different hardware, please bear in mind
the notes in chapter
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Settings for drive imaging

Under the menu heading Imaging, you can modify the image settings and set them as default for every new image by
clicking on Drive imaging/Imaging options.

& O&8 Imaging options (Profile: Default) Iﬁ X |

Current profile lDefauIt v] [ Save as... ] [ Manage profiles... ]

Description Default options contain the most frequently used settings for quickly and easily
creating compact images.

Image file | Advanced

Imaging method

@ Complete () Image of the changes
@ Used sector
() Forensic

() Direct forensic

File size
Compress image file to save storage space
@ LZNT1 Standard {performance optimized) ) BZIP2

L
&
&
L
&*
&

[ 5plit image into smaller image files with fixed sizes

(@ Typical size: 700 ME User-defined: 700 |MB

Security (password protection)
|| Encrypt image file to protect data from unauthorized access
@) AES 128 AES 192 AES 258

Import settings...

Drive imaging options

Select imaging method

Under Drive imaging/Imaging options/Image file you can specify which imaging method should be applied as stand-
ard to every new image. In most cases, the default option Used sector is recommended.

Used sector imaging

Using this imaging method will limit the imaging process to only used sectors on a drive. This method will let you save
time, computer performance, and disk space, and is set in the program by default.

Image of the changes

If you only want to save changes made since the last imaging, select Image of the changes as method in the imaging
options as. This will allow you to create an image that saves only those changes that have occurred since the last base

image.
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0O&O Disklmage compares each sector of the existing image with the corresponding sector of the imaged (source) disk
while creating an image of the changes. This might take up some more time than a complete image. The image of the
changes takes up much less space than a complete image.

Note: If you want to create an image of the changes, you must have created at least one complete image of each
drive of interest, which will serve as base image. Afterwards, the image of the changes that you created can also
serve as a hew base image.

Note: The option Use checksums to administer unchanged data is always set by default. The last incre-
mental/differential image created is enough to serve as the base image when creating an Image of the changes. If
Use checksums to administer unchanged data is not set, you will need the last base image and all existing incre-
mental images because these must be accessed as part of the imaging process.

Forensic imaging

This imaging method is especially useful when creating images of non-supported files system or when, for example,
you would like to recover deleted data from a source drive with special data recovery software. With this method, an
exact sector-level copy of the source drive is made. By saving all sectors of a partition or drive, the unoccupied and
deleted portions of file systems can be imaged in their entirety.

Direct forensic

Direct forensic imaging is a special case. The difference, however, lies in data being read over deep system interfaces.
As with regular forensic imaging, a complete copy of a source drive will be created. This makes it possible to, among
other things, image an encrypted hard disk using encryption software.

Please note that direct forensic image is meant to image encrypted disks with the encrypted data. Data is encrypted
after the image is restored. If the source drive is an encrypted drive, then it is only possible to run a sector based res-
toration. A file-based recovery or browse of such an image is of course not possible. Furthermore, spanned volumes
(stripped/spanned) are also excluded from this, since the logical link here between the regions is taken over by the oper-
ating system. If the drives are not encrypted, making a direct forensic image does not make sense. Here we rec-
ommend a forensic image, as all sectors of the drive, including the sectors marked as free, are included in the image.

Specify the size of an image file

Animage can be split into multiple image files. If a disk doesn't have enough space to contain a full image of your
selected drives, you will automatically be requested to enter another target location. It is also possible to manually set
the maximum size of an image file before creating the image. If the image being created is larger than the entered file
size, additional image files will be created.

This function is especially useful when you plan to burn your image onto a CD/DVD at a later time. Sometimes a
CD/DVD is not large enough to contain the entire image file. We recommend your limiting image files to the size of the
blank CD/DVD onto which you will be writing your images.

The image file can also be split at a later time using the function. It is, however, recommended to
split images at the time they are created to avoid any confusion that may arise.

« Under Drive imaging/Imaging options/File size/Splitimage into smaller files with fixed sizes you can spec-
ify the size of individual image files.
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Encryption

Your data can be securely encrypted using the recognized AES method. This permits O&O Disklmage to provide your
image with an extremely high level of security with a key length of up to 256 bits.

« You can select the encryption level for your files under Drive imaging/Imaging options/Image file/Security.
o If you then start the imaging process (Drive imagings), enter a password when being prompted.

A belated encryption of the image is possible under

Compress image

Under Drive imaging/Imaging options/Image file you find the settings Compress image file to save storage
space. You can choose from the LZNT1 Standard or theBZIP2 process.

LZNT1:This is a compression type based on the Lempel-Ziv algorithm, which is laid out on a real time application.
Speed is preferred over the rate of data compression.

BZIP2: is a block type compression process. Compression rate is preferred over velocity.

You can also compress the image after creation under Convert image file in the Tools menu.

Note: Compression increases the time required to create an image file. However, the file then requires less space
on the disk.

Exclude files from an image

Note: Several minutes may be needed for excluding files, depending on the amount of data on the hard disk.
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& 04 Imaging options (Profile: Default)

Current profile Default v] [ Saye as... ]

Manage profiles... ]

Default options contain the most frequently used settings for quicky and easily
creating compact images.

Description

-4

5

IE Exclude files from image

=

S

Determine which files are not to be considered when creating the image file. Using the wildcards ' and '?' it is
possible to excude multiple files or all files of a spedific file type.

==

=]
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: \pagefie.sys

[~ Volume (D:)
-- Wolume (H:)
[+ 550 (k)

YSystem Yolume Information’,

Import settings... |'] ’ OK ] [ Cancel Apply

Exclude files from an image

When using the imaging method Used Sector Imaging you have the option of excluding data from the image or com-

pression. Please follow these instructions for excluding data:

Enable the check next to the drive to be imaged under Drive imaging.

PO =

Add. Only the data on your selected drives will be excluded.
5.

Exclude data from compression

Make sure you have selected the method Complete/only used sectors under Imaging options.
In the Imaging options click on Advanced and open the dialogue to exclude files in Exclude from imaging.
In the right hand window select the files and folders you wish to exclude from the imaging and confirm this with

You can close the window after your settings are made. The changes you made will then be applied.

Data that are already compressed, e.g. *.rar or *.zip files, will not be further compressed during the imaging process
and, for this reason, may be excluded from the compression process. To exclude data from compression, please follow

the procedure laid down in Exclude files from an image.
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Lock a drive

You can lock the drive you wish to image during the imaging process. This prevents any changes being made to the
drive during creation of an image. The drive will no longer be displayed in Explorer and all applications will be closed.
The drive is not locked by default.

@ [36%] Drive Imaging - O&O Diskimage Server Edition BIEIES
Start Edit Drive Imaging Tools View Help

Quickaccess

@ Drive rest

o ~ | Target: H-\Image20110524.omg
L §

File back Start drive imaging ...

4l File resto Current operation: Imaaing used sectors on "Volume (D:)' (2,349,924,352 Bytes)

i Jobs and

Tools SnaDSth cache:

S ——

Elapsed time: Write speed: 128,00 MB/s
Expected time:

You can now
location and Warnings:
image file or
of the drive ir

Snapshot cache view(here an empty cache)

o Tolock adrive, under Drive imaging/Imaging options/Advanced select Imaging procedure/Lock drive dur-
ing imaging.

If you leave a drive unlocked during an imaging, for instance, because you want to continue working on the drive, the
original status will be “cached”, i.e. stored in the working memory buffer. The working memory buffer space is, how-
ever, limited. You can see how much space is available by looking at the memory buffer display.

Note: It is not possible to lock a system partition. If you want to prevent temporary files from being written onto a
particular drive, enter the entry NoSnapshotTmpFiles in the Registry. More information can be found in the chapter
Explanation of registry entries.

Please note: If you exceed the available working memory, original data sectors will no longer be saved and
included in the image. This makes the image inconsistent and may render it unusable. In this case, afterimaging,
you should mount the image (Mount the image as a drive) and check its accuracy.
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Note: To avoid overloading the memory buffer, close or stop all write procedures on the source drive: for example,
running a defragmentation.

Ignore bad sectors

If an error occurs, you can specify under Drive imaging/Imaging options/Advanced whether the read process should
be aborted or continued. If continued, the bad sector will be saved in the image as an unused sector. The remaining
data that is still readable will then be available in the image.

« Enable the check for Ignore and automatically skip bad sectors while reading.

Data comparison with checksums

Unaltered data resulting from incremental images is saved using checksums by default. These files are fractionally
larger. It is sufficient when, at the next incremental imaging, you use a previous incremental image (with checksums)
as the base image. This function is activated by default. If you save all images in a single folder, you can deactivate
this function. Your images will then take up less space on disk.

o Please make sure that the function Use checksums to administer unchanged data under Drive imag-
ing/Imaging options/Advanced is enabled.

Use profiles for drive imaging

Under Drive imaging/Imaging options/Current profile you can reset current settings to Default, or select an already
existing profile.

Under Current profile you can select a preset Multimedia or Archive profile. The Multimedia profile automatically
excludes already compressed music and video data (i.e. *.avi, *.mp3, *.mpeg) from the compression. The Archive Pro-
file excludes other compressed data such as *.zip or *.rar.

If you would like to save your user-defined settings, please follow these instructions:

1. Enable your settings under Drive imaging/Imaging options.

2. Select under Save as....

3. Give your newly created profile a name in the dialog window and confirm.
4. Under Manage profiles you can change or delete an existing profile.
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File backup options

Under File backup /File backup options you can specify further settings valid for all current or each newly created
image as default.

& O&8 Imaging options (Profile: Default) Iﬁ X |

Current profile lDefauIt v] [ Save as... ] [ Manage profiles... ]

Description The default options are composed of the most commonly used settings to
conveniently create file backups fast and compact.

File backup | Advanced

File backup method

@ |
: J @ Complete () Image of the changes

‘—% File size
N

|| split image into smaller image files with fixed sizes
@ Typical size: 700 MB User-defined: 700 |MB

Security
|| Encrypt image file to protect data from unauthorized access
@ AES 128 AES 192 AES 258

Import settings...

File backup options

Specify imaging method for file backup

Under File backup/File backup options/Image file /Image method you can specify, what method will be preset for
every file backup.

The options are:

o Complete imaging and
¢ Image of the changes

For the regular use, it is recommended to apply the imaging method Complete imaging, which is already set as
default.

If you have already backuped certain files or folders, you can select the method Image of changes. Only changes
made since the last source image will be stored.

When running an image of the changes O&O Disklmage, compares the data of the existing image with data from the
most current folders. This might take up some more time than a complete image. However, the image of the changes
takes up much less space than a complete image.
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Specifying size of file backup

A file backup can be split into multiple backup files. If one storage volume is not enough to store a complete backup,
you will be asked automatically to specify a different storage location. It is also possible to manually set the maximum
size of an file before. If the image being created is larger than the entered file size, additional image files will be created.

This function is especially useful when you plan to burn your image onto a CD/DVD at a later time. Sometimes a
CD/DVD is not large enough to contain the entire image file. We recommend limiting image files to the size of the blank
CD/DVD onto which you will be writing your images.

The image file can also be split at a later time using the function. It is, however, recommended to
split images at the time they are created to avoid any confusion that may arise.

« Under File backup/File backup options/File size/Split image into smaller image files with fixed sizes you
can specify the size of individual image files.

Encrypt file backup

Your data can be encrypted securely with the recognized method AES. This permits O&O Diskimage to provide your
image with an extremely high level of security with a key length of up to 256 bits.

¢ You can select the level of encryption for your files under File backup/File backup options/Security.
o If you then start the imaging process (Start file backup), enter a password when being prompted.

You also have the option of encrypting the image after it's been created under

Advanced settings file backup

Under Advanced in the file backup options you can specify further settings.
Lock drive while imaging

While processing a file backup you can lock your drive where the folders/files to be imaged are located. This prevents
any changes from being made to the drive during creation of an image. The drive will no longer be displayed in Explorer
and all applications will be closed. The drive is not locked by default. If the drive is not locked, changes will be buffered
either in the snapshot cache (if installed) or over the volume shadow copy service of Windows so that these changed
won't influence the image.

Use check sums to administer unchanged data (for incremental file backup)

Unchanged data are stored as default via checksums by the method Image of the changes. These files are frac-
tionally larger. For this it is sufficient if you enter a previous image of the changes as source image for the next Image
of the changes(with checksums). This function is activated by default. If you save all images in a single folder, you
can deactivate this function. Your images will then take up less space on the disk.

o Make sure that Use checksums to administer unchanged data under File backup/File backup options/Ad-
vanced the function.
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Apply profiles for file backups

Under File backup/File backup options/Current profile you can reset the current settings to default for the image or
select a wide ranging user-defined profile.

If you would like to save your user-defined settings, please follow these instructions:

1. Enable your settings under Drive imaging/Imaging options.

2. Select under Imaging options Save as....

3. Give your newly created profile a name in the dialogue window and confirm.
4. Under Manage profiles you can change or delete an existing profile.
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Settings for the restoration of drives

Under Drive restoration/Restoration options you can specify additional settings for the restoration of drives from an
image.

3 Restoration options (Profile: Default) Iﬂ X |

Current profile lDefauIt v] [ Save as... ] [ Manage profiles...

Description Default options contain the necessary settings for restoring imaged data to their
exact and original condition.

Advanced

Restoration process

Areas notinduded in the image will not be chanaed in the target drive, if you restore an image of used sectaors,
Enable the following option to possibly overwrite existing old data in these areas.

[7] clear unused sectors from old data {overwrite explicitly with zeroes)

Marmally, data is written on the hard drive the way it is read. This means that an image of used sectors and a forensic
image is played back on the drive. A direct forensic image is written directly written on the data carrier. Enable the
following option to force & certain writing method.

|| Force write method
@ Write to disk Write directly to disk

Import settings...

Restoration options

Overwrite unused sectors

Under Drive restoration/Restoration options you can overwrite unused sectors explicitly with zeros: Data, which
had been stored in these areas cannot be restored even if using special data rescue software.

Create a restoration profile

Under Drive restoration/Restoration options you can return the current settings for an imaging back to their default
settings or select an already created profile.

Under Current profile you can choose between Default and User-defined.
If you want to save your user-defined settings, do the following:

1. Enable your settings under Restoration Options
2. Select Save as
3. Give your newly created profile a name in the dialog window and confirm.

Under Manage profiles you can change or delete an existing profile.
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Force writing method

Under Drive restoration/Restoration options/Advanced you can force a writing method. "Write to drive" is the
default writing method used during restoration of images created with the "Used sector” or "Forensic" methods. "Write
directly to disk" is the only writing method used during "Direct Forensic" cloning. You can, however, force a user-
defined writing method.

« Enable Force writing method and select the respective method.

Using the option Write to drive, data will be written to the drive with help from the operating system, and not from the
offset to the disk.

With the option Write directly to disk, you can decide whether a restoration should be written directly to a disk, bypass-
ing the file system driver. This function applies especially to encrypted disks and is required for restoring any disks that
have been imaged using the direct forensic method.
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Machine independent restoration (M.l.R.)

Until now, you were only able to restore a system partition on a computer with identical hardware like the source com-
puter. This is also valid for the restoration of clones. The most frequent application scenarios have therefore been lim-
ited to the creation of images and restoration of these on the same computers

0O&O Disklmage now offers you the possibility to restore an image, even the system partition, on a computer with dif-
ferent hardware thanks to the M.1.R. function(Machine Independent Restoration). Cloning on a computer with different
hardware is also possible.

Enable M.1.R. if you changed the hardware composition after an image and these changes have consequences for the
functionality on the booting Windows operating system. M.1.R. is also necessary if you want to transfer an already
existing computer configuration to a new computer.

Enable M.1.R. therefore can be used or enabled in the following cases:

« Restoration of animage on a computer with different hardware or cloning/duplication of a computer.

o Enabling M.1.R. with the help of the bootable disk to exchange damaged or malfunctioning drivers of an existing
system.

o Migration of physical computers onto virtual machines or virtual machines on physical computers.

Note: When cloning a source system, which entails cloning installed versions of the Microsoft Windows operating
system and programs, we recommend to change the computer name and the computer SID to avoid future prob-
lems when using the configured computer within the network.

Limitations when restoring on different hardware

Under certain circumstances it is possible that the restored or duplicated system does not start or is malfunctioning.
The following constellations may lead to malfunctions:

« No hard disk was selected as target, only a part of a hard disk (partition/volume/empty area).

o While creating the layout on the target "delete layout" was not selected. This makes it possible to create par-
titions/volumes on a different offset.

¢ You have not selected a hard disk as source, but a single partition/volume and skipped over the par-
titions/volumes, which contain the needed boot information.

¢ You are trying to boot from a hard disk, which is connected to controllers, which haven't been initialized by Win-
dows at the time of booting, e.g. booting from a hard disk, which was connected to the computer viaa USB
controller (not a USB stick).

Note: If error messages appear during booting, you will get instructions on how to proceed in chapter

Note: To ensure a restored system or a clone is bootable, it is important to create an image of the entire system
hard disk and then in turn completely restore/clone it.

Restoring M.1.R. automatically

M.I.R. of O&0O Disklmage is available to you when restoring system partitions from an image or when cloning. Meant is
the direct selection of the system partition or the indirect selection, e.g. the entire disk including the system partition.

0&O Disklmage-45



Machine independent restoration (M.1.R.)

You only need to enable the function M.l.R. whenever you want to restore or clone before the restoration or cloning proc-
ess is completed. The automatic adaptation will do the rest.

For the restoration on different hardware proceed as follows: The example here describes a restoration from an image:

1. Torestore the entire system, which entails the system partition, you need to start your computer with the Start
CD of O&0 Disklmage and proceed with the restoration from there. To boot from CD proceed as described in
chapter Start directly from bootable disk.

Click on the start page of O&O Diskimage on Drive restoration.

0O&O Disklmage, by default, will always go the place where the last image was saved. If the image file pre-
sented is not the one you want, browse through your drives and enter the path to the image file.

Select the image file in the browser and click on Open.

All drives contained in the image will then be displayed.

Click the drive that you want to restore ("play back").

Then, select the target drive for restoration by checking the box next to it. You can either replace an existing
drive or create a new one: for example, in an empty sector.

Whenever you have specified all settings, click on Start drive restoration to start the restoration.

To restore or clone you need to enable the setting Adapt to different hardware afterwards in the restoration or
cloning dialog.

10. Then follow the other dialog prompts and restart your computer after the successful restoration.

wnN

No ok

© ©

Important: During restoration, the image overwrites your selected drive with the data of the drive contained within
the image. All data saved on the target drive is thereby lost and replaced by that of the image.

Jrive restr

Drive restoration

IF
o ,_,l-.‘

The following options are enabled:

Drive restoration of

"Windows 7 (C:)" ko "Disk 0 (Basic)"

validate image prior bo restoration

Disabled

restart when finished Disabled 89
shutdawen on cormpletion Disabled T
subsequently, adjust differing hardware (M.LR.) Enabled g0.04...

More options... -

Validate image file before

Restart afterwards
0 (Basic)”

Shutdown on completion @
Then adapt the different hardware [M.LR.)

Enable automatic adaptation on changed hardware (M.1.R.)
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Manual adaptation
You can make manual adaptation to the changed hardware after the restoration or the cloning.

o Forthis, run the restoration or the cloning of the system partition or the entire computer.
o Afterthe successful restoration, please open the O&O Diskimage dialog to change the computer properties
Tools/Change computer identity.

& O8O0 DiskImage Server Edition == = |
Start Tools View Help

Quickaccess ' | Mount

@ Start page Change computer properties

&

Drive Imag Please enter the path for accessing the inactive Windows system:

Drive resto C:\Windows.old\Windows

&

File backug

&

File restora Current computer SID:

[

Generate new 51D
Jobs and re

&l

Current computer name: _
Give new names I

Restoration on different hardware (M.1.R.: machine independent restoration)
Exchange hardware abstraction layer
Apply currently loaded drivers of the device control
Enable the installation program of the operating system after restarting

anges the computer properties of an...

Change computer identity manually

The adaptations made by M.1.R can be divided in three activities, which can be enabled/disabled when selecting Res-
toration on different hardware (machine independent restoration).

Exchange hardware abstraction layer (HAL)

Windows operating systems must be compatible with a variety of hardware platforms. This portability is achieved
through a special layer within the operating system, which is responsible for the management and control of hardware,
architecture and machine-dependent devices, such as the I/O interfaces, Interrupt Controller and multi processor com-
munication mechanisms. This layer is commonly installed on and aligned to the current hardware on an installed and
running Windows. If the hardware is exchanged, it becomes necessary to align the layer accordingly, to ensure smooth
and continued functionality of the operating system and the programs installed.

Apply currently loaded drivers of the device control
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Machine independent restoration (M.1.R.)

Drivers are an interface between the I/O-Manager and the corresponding hardware. They are not accessed directly, but
over the hardware abstraction layer. After replacement, the corresponding driver of new hardware has got to be
installed in order to make sure it can work properly with this layer.

Enable the installation program of the operating system after restarting

This activity tells the Windows operating system that the internal setup should be run to complete the information at the
next start. The Windows operating system will then be able to automatically adapt itself after incomplete changes, and
complete the registration of the new hardware.
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Settings for Cloning drives

Under Clone drive/Cloning options you can specify further settings to clone drives. To specify the settings, you need

to open the Cloning options window.

& Cloning options (Profile: Default)

=) C

Current profile lDefauIt v] [ Save as...

] [ Manageprofies... |

Description Default options contain the most frequently used settings for quickly and easily
creating doned images.

Cloning procedure | Advanced

= Exclude files
st
L& You can exdude files and folders from the doning process. Use the button to add or remove items to the filter,

Exclude from the doning procedure: 5 Filters active E]

Read procedure

The following options control the reading of the drive thatis to be doned:
] 1gnare and automatically skip bad sectors while reading

|| Lock source drive while doning

Write procedure

The following options control the writing of doned drives:

|| clear unused sectors from old data {overwrite explictly with zeroes)
[|Force write method

(@ Write to disk Write directly to disk

Import settings...

Settings for cloning drives

Set read method

Under Clone drive/Cloning options, you can set your individual read method just as you can when creating an image.
(Cloning method). The cloning methods are constructed in a way similar to the imaging methods.

It's possible to choose from “Used sector”, “Forensic” or “Direct forensic” methods. You can read more about this under

Select imaging method.

Lock a drive

During the cloning process you can lock the drive from where you wish to clone an image. This prevents interim
changes to the drive being made during creation. The drive will no longer be displayed in Explorer and all applications

will be closed. The drive is not locked by default.

1. Tolock adrive, enable it under Clone drive/Cloning options /Advanced/Read procedure
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2. If youleave a drive unlocked during an imaging, because, for instance, you want to continue working on the
drive, the original status will be “cached”, i.e. stored in the working memory buffer. The working memory buffer
is however restricted. You can see how much is available in the Memory buffer display.

Note: Locking a system partition is not possible. If you want to prevent temporary files from being written on a par-
ticular drive, make the entry NoSnapshotTmpFiles in the registry. More information can be found in the chapter

Please note: Should you exceed the available working memory, the current changes will be written directly to the
target drive. This makes the image inconsistent and may render it unusable.

Note: To avoid overloading the memory buffer, close or stop all write procedures on the source drive, for example,
running a defragmentation.

Ignoring bad sectors

You can specify under Clone drive/Cloning options/Advanced whether the read process should be aborted or con-
tinued. If continued, the bad sector will be saved in the copy as an unused sector. The remaining data that are still read-
able will be present in the image.

Write over unused sectors

You can specify that unused sectors of the source drive should be overwritten with zeros under Clone drive/Cloning
options/Advanced/Clear unused sectors from old data. If you enable this function, you will not be able to restore
data of the empty areas from the drive clone.

This function is run during the next clone activity of the selected drive.

Tip: If your delete data normally under Windows, it still remains intact in the hard disk, they are just not accessed by
the operating system anymore and are invisible for the user. Zero unused sectors should you wish to overwrite
unused sectors with zeros. The space is declared as free area by Windows. This data can still be restored using
special software. To make sure that nobody can restore data from the drive clone, enable the function Clear
unused sectors from old data. After overwriting, not even special data recovery software will be able to restore
these deleted data.

Force writing method

Under Clone drive/Cloning options/Advanced you can force the writing method. "Write to drive" is the default writing
method used for the "Used sector" and "Forensic" cloning methods . "Write directly to disk" is the only writing method
used during "Direct Forensic" cloning. You can, however, force a user-defined writing method.

« Enable Force writing method and select the respective method.

Using the option Write to drive, data will be written to the drive with help from the operating system, and not from the
offset to the disk.

With the option Write directly to disk, you can decide whether a restoration should be written directly to a disk, bypass-
ing the file system driver. This function applies especially to encrypted disks and is required for restoring any disks that
have been imaged using the direct forensic method.
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Create a profile for cloning

Under Clone drive/Cloning options, you can reset the default settings for cloning or select an existing profile.

Under Current profile you can choose between Default or User-defined. If you wish to save your user-defined set-
tings for cloning, please follow the instructions below:

o Select Save as and enter a name for the new profile.
« Under Manage profiles you can change or delete an existing profile.
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Start directly from bootable disk

If you start O&O Disklmage directly from a bootable disks, such as CD, DVD or USB stick you will have access to all
functions available.

The bootable disk contains Windows PE and is suitable, for example, for the restoration of your entire computer or your
system partition, if you have created an image before. You can use the bootable disk with O&O Disklmage even if your
Windows is not capable of booting due to a software error. The CD holds various other system rescue tools besides
0O&O Disklmage. These tools will try to start Windows successfully without having to restore from an image. More
information is available in the program help of each integrated tool.

Starting from CD/DVD

1. Make sure that your system is able to be started from a CD. You can place the appropriate settings in BIOS. Fur-
ther information can be obtained from your motherboard manufacturer.

2. Put the O&O Disklmage Start CD in your computer's CD/DVD drive.

3. Restart the computer. Follow the instructions at the start of the CD.

Press any key to boot from CD or DUD.._

4. The system settings will subsequently appear in the window. Select a language and region.

5. At the next stage you can load drivers for those devices where no drivers under Windows PE were initially
found, see also chapter .

6. O&O Disklmage will start after confirmation of the license regulation.

Start from USB stick

To boot from an USB stick, you normally have to change the boot sequence in the boot menu of your computer. Alter-
natively, you can also configure appropriate settings in the BIOS. Further information can be obtained from your moth-
erboard manufacturer.

1. Open the boot menu while the computer is booting.
2. You can change the sequence in the menu, if you place the USB entry (removable devices) in the beginning.
3. After that your computer will recognize your USB stick as boot medium, and will start the program from there.

+Hard Drive
CD-RONH Drive
Network boot from AMD Am7ICITOA

<{Enter Setup>

Note: The sequence in the boot menu is normally only valid for the current computer status. This step might have to
be repeated at the next boot action.

0&O Disklmage-52



Start directly from bootable disk

Start Edit Tools View Help

@ Start page
@ Drive Imaging

@) Drive restoration
@ File badwp v ".\ <TIY ,I..

W ’,.
@l File restoration ‘;-\ ~
@@ obs and reports =

P Tools

@ Express View

Welcome to O&O0 DiskImage

s ha lact dus +

Some drives have never been imaged before:

System (C:) (never imaged)
Volume (E:) (never imaged)
Data (D:) (never imaged)

lﬂ] Control Panel L Accessories
g e

About... Administrative Tools

@ Help and Suppart SystemRecavery
— 3
| Run ‘ Internet Browser

«_faulty drivers or malicious software, This might occasionally

= ) ccess your remaining data. Choose Unsecured secure drives
@ 080 DiskImage brotected against data loss.

4 FileExplorer
= ji p

@ 080 DiskImage Server Edition ]

12;23PM

Using the Start CD from O&O Disklmage

disk here: Create boot medium.

Tip: If you have purchased O&O Disklmage electronically, you will find more information on the creation of bootable

independent restoration (M.1.R.).

Note: If you want to run a restoration on different hardware, you should also consider the notes in chapter Machine

system and restoring the system partition is not included.

Note: In the O&O Disklmage Special Edition the Start CD needed for running O&O Disklmage without an operating

Loading drivers

If a device like a hard disk or network card isn't automatically recognized when using the Start CD under Windows PE,
it could be that a required driver for the controller (e.g., for RAID) is missing.

You can start loading a new driverimmediately after inserting the Start CD using the dialog O&0O System settings and
the tab Drivers. You can also find this dialog at a later moment under Start/O&0O System settings/Drivers.

Please follow these instructions for loading a new driver:

1. Open the tab Drivers in the dialog O&O System settings as described above. All recognized Windows devices
as well as all devices missing installed drivers will be displayed.
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Select the device for which you want to load a driver.

Click Load.

Select the desired driver such as one on a connected hard disk, USB Stick or CD*.
In the dialog, select Open to install the driver.

You'll then see a program message informing you about the status of the installation.

ok wdN

* Note: You can remove the Start CD from the drive in order to insert a driver CD from a manufacturer.

Note: Under certain circumstances, you may receive a notice requiring you to restart if you have loaded an addi-
tional driver under Windows PE. This message is automatically generated by Windows PE but is irrelevant when
starting from a CD. Simply reject the request and follow the further instructions in the pop-up window.

Note: Encrypted drives are not supported under Windows PE

{3 O&0 Control Panel X|

.Target gystem I Locale Drivers |5|:reen | Netwnrkl Paging file |

This boot-capable CD contains a limited range of device drivers. Qnly those
devices whose drivers are induded with Microsoft Windows Vista will be
recognized.

Please ensure that your mass storage controller and network card are loaded,
otherwise you may not be able to access your data.

If in doubt, please contact the device manufacturer,

[EBDevices recognized by Windows
. [ MNetwork Adapter
. [-IDE ATA/ATAPI Adapter
- Devices without installed drivers
- BECTE4/TAS [Trio32/84/64v +] (33 Inc.)
f... 440BX,Z%/D% - 824438 /2% /DX Host bridge (AGP disabled) (Intel C

1] | i
Loading... | Refresh |

oK I Cancel Spply

Loading drivers
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Create boot medium

You can also run O&0 Disklmage without needing to install it directly from the boot medium. The boot medium is
based on Windows PE and is perfectly suitable to either restore your entire computer or the system partition for
instance, if you have created a corresponding image.

The Start CD, which you can use as boot medium is already included, if you have purchased the box version of O&0O
Disklmage Software-Box.

If you however have purchased the online version of O&O Diskimage, we will send you an email with all the necessary
information. It will contain the license data, the download link for the normal installation and the link for the ISO file from
which you can create your boot medium.

You will need an empty data carrier (CD-R, DVD, Blu-ray Disc or USB-Stick), corresponding hardware (CD-R/DVD or
Blu-ray burner) and burn software.

1. Click onthe link of the ISO file and save it on your computer, e.g. on your desktop.
Insert a CD-R/DVD/Blu-ray in your optical drive (burner) and start the burn program. Alternatively, you can also
connect a USB-Stick to your computer.

3. Follow the instructions of your burn program to create a boot medium from a ISO file. More information is avail-
able in the program help of your burn program.

If you are not sure how, you can also create the boot medium with our free burn program (O&O ISOBoot). All presets
are already in place. Contact our support and have your license data ready, we will simply send you the link for a down-
load:
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Scheduling functions

Scheduling functions

The Job Wizard allows for the automatic scheduling of the program functions. You can, for example, plan to have your
data drives imaged once a week.

« You will be forwarded to the corresponding activity window for your selected job via Jobs and reports, which

lists all jobs and reports created in O&O Disklmage. With a double click you can see the corresponding report or
edit the job.

¢ You can create a new scheduled job, by clicking on the symbol Add as job after selecting the drive or a folder in

the activity window.

Note: In order to execute jobs on a regular basis, the starting conditions (e.g., source drive, images, or target drives)
have to be the same. If you make changes to a drive's name, the storage location of the image, or on the layout of a
target drive, the job may no longer be executed successfully.

Example: If you've created a job for incremental imaging, you need to enter where you saved all the previous
images serving as a basis for the new incremental image. If you've moved the "base image" to another storage loca-
tion, you'll need to enter the new storage location in the Job Assistant: otherwise the new path will not be found and
the job cannot be run successfully.

Note: If you're starting O&O Disklmage directly from the CD, the tabs for Scheduling and Notification are not avail-
able in the Job Wizard.

Create a Job - General information

Before setting up a job, you'll have to select the corresponding activity.

1.

Click on the activity you want to perform on the start page, e.g. Drive imaging, or File backup.

2. Select adrive or, in case of a file backup a folder.

3.
4.
5

6.

If you want to specify certain settings for a job, such as the imaging method, encryption or compression, click
on Options. Your settings will then be saved and applied to the subsequent job.

Now click on the symbol Add as job.

Enter the name of your job in the dialog. It will be used for the creation of the report later and will serves you for
further reference. The name of the job has only symbolic meaning and can also be already applied to other jobs.
Specify further settings, such as scheduling, notification, imagings etc.

In the field Notes you may enter text that can provide a few details about the job.

Job enabled

If you want to leave out a job for a short period of time, but don’t wish to delete it altogether, you can disable it. In this
way, the job will not be run until you once again enable it.
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@ OB0 Diskimage Server Edition =@ =] |

General | Scheduling | Notification IImageIBeForejob After job | Information

The job will start one time only on Monday at 15:00.

Information

&

Name: Job 1

[

G

Motes: Data Image

¥ a
e

Ex

You ca
option
image
job.

Job enabled

Ready

Job Wizard general information
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Scheduling

Under Scheduling in the Job assistant, you can specify the exact moment when a job should be run. A job can be per-
formed one time only or repeatedly. The options for execution (date, day of the week) will change along with the cor-

responding selection.

& 080 Disklmage Server Edition

=3 = |

General | Scheduling | Notification IImageIBef‘orejob After job | Information

Schedule:

Weekday:

Beginning:

@ ¥4a

Start time:

Start date:

The job will start every Monday at 15:00,

[Dne or more times a week

Mon []Tue [Jwed [|Thu [|Fri []sat []Sun

[At a certain time

15:00 [ Time frame: 30 | Minutes

5/23f2011  [E~ [ Finish date: 5/30/2011

For one-time execution:
e Time

For weekly execution:

Scheduling jobs

o Selection of weekday, date, and time
o Selection of the start and finish dates for the interval. The job will be performed, for example, five weeks in a

row, once a week.

Notification

In the Job assistant under Notification, you can arrange to be notified by email about the running of tasks during

events.

o If you want to be notified about the running of a job, select an event and enter your email address in the field for

recipient.
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Note: In order for your entry to be successfully processed, you'll have to set the sender data of your email serverin
Program settings under Nofification.

@& O&O Diskimage Server Edition == = |

General | Scheduling | Notification |Image I Before job | After job | Information

A notification will be sent at not complete job processing.

=

&

— E-mail notification
ad

Event in case of an error while running the job

G

7

Recipient john.doe@mailserver. com

® a

You ca
option
image
| ob.

Ready

Job: Notification
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Settings for a job

You can set additional options for your job in the third tab (Image) of the Job Wizard. The choice of settings is based on
your selected activity. For an imaging activity, you could, for example, enter a storage location and a name for the

image.

& 080 Disklmage Server Edition

=3 = |

|General I Scheduling Noh’ﬁmh’onl Image |Bef‘orejob After job | Information

¥ a

]

op
image:
job.

Image file

Enter the storage path and file name of the image file that is being created. Use parameters to create
unique file names.

Storage path: [

File name: Image STEMPL:{Year) STEMPL: (Month) STEMPL: {Day).omg

Preview: C:\ProgramDatal00 Software\DiskIimage\Images\Image 20110523, 0ma

Use the newly created image in the following run through as base image

Imaging process
Disable user inguiries while job is running
Cancel entire job when errors occurr

|| run after job is completed: Shut down

Ready

Job Wizard: Imaging

Disable user inquiries while job is running

User inquiries are questions that can arise during the normal course of running a job or while the scripts are being proc-

essed.

If in doubt, you will need to confirm questions, e.g. with a security check if the name of the image already exists. The
job will thereby be interrupted because the user either has to make a decision or additional information is required for
continuing. Some user queries can be specified using special parameters, for this see the script documentation.

User queries are currently made only, if the user interface of O&O Disklmage is open.
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User queries will not be filed until the user interface is closed during job execution, or if you have enabled the option Dis-
able user inquiries while job is being run. Should this interactive option be turned off, in a worst case scenario there
will be no confirmation dialog while the job is being run and it will be aborted by default and logged as an error.

Abort entire job when an error occurs
The job will be aborted whenever an error occurs.
Run after job is completed

Here you can choose between Restart and Shut Down. If you don't select anything, the computer will return to its con-
dition prior to imaging. It will usually just remain on.

Characteristics of an imaging job
Storage path

The target path to the storage location of the image will be applied by default. You may, however, select or enter a new
path manually.

Apply dynamically generated file names

For a file name, the terms “Image” and the dynamically mounted parameters “year”, “month”, and “day”, will be used by
default. In addition, you can select from a list of alternative parameters. If you’re making, for example, a number of
images on a single day, it’s advisable to include the “time” in the file name. Otherwise, files with the same name would
emerge and that could lead to the imaging process being aborted.

Note: If you're using O&O Disklmage on a computer in a network, the data from the computer will be automatically
read and file names will be dynamically generated. You could, for example, add the “Computer Name” to the image
name for use in a network.

Create a job for incremental or differential imaging

In order to create a differential or incremental imaging job, you'll need a or that was previously
created. This complete image will serve as a base for creating differential/ incremental imaging jobs. The first image
after the complete image is always a . Incremental images can be based on a differential or another

1. Select Drive imaging from the O&O Diskimage Start Page.

2. Enable the check for Incremental imaging.

3. Select the base image via Select image for your incremental follow up images.

4. Then click on the symbol Add as job in the ribbon bar.

5. Enter the name and the schedule for the imaging session in the job dialogue.

6. UnderImaging you can either use the standard path or manually enter another storage location for the image.

The option Use created image as base image for the following execution is enabled by default.

will always be created based on the last image of changes. As a result of this, the data volume of the incre-
mental image will end up being very small. All previous cumulative images and the last complete image will be needed
for restoration. We recommend saving the complete image as well as any successive image of the changes in one
folder.

If this is not possible, the default check has to be removed from Disable user inquires while task is running. The
process runs only partially automatic because every time an imaging takes place, any previous images will be
requested. If these are not entered, the job will be aborted as a result of error.
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The selection check for Use created image as base for the following execution is enabled by default. If you disable
it, all further images will be created as differential ones that use the last complete image for their base. Restoration will
then require the last differential image along with the complete. Incremental images that were created in the meantime
will no longer be needed. The data volume of these differential images is correspondingly larger than a series of incre-
mental images.

Run commands before and after a job

Carrying out commands before and/or after a job can allow you to stop certain Windows services and then restart them
again afterwards. If you're using O&O Disklmage on a Microsoft Exchange or SQL-Server, you could stop these serv-
ices beforehand, create the image and then have them automatically start again once the imaging is done. You no
longer need to create a script to do this.

Before Job

If you select this option, the commands entered in the text field will be carried out before the job begins. You can also
import existing command files so that their contents will be shown in the text field. Just click on Import select the file in
the dialog (.BAT, .CMD or .TXT). Confirm with OK.

Note: Please make sure that all commands exist and are able be carried out on the target computer. All commands
will be carried out under the SYSTEM User and his permissions.

After Job

If you select this option, the commands entered in the text field will be carried out when the job is completed. Entry and
application is similar to the command instructions in “Before Job”.

Note: Please make sure that all commands exist and are able be carried out on the target computer. All commands
will be carried out under the SYSTEM User and his permissions.

Job information

The exact settings of a job are listed under Information in the Job Assistant. The view provides information only; you
will not be able to make any changes there.

Edit jobs

To edit a job select Jobs and reports in the start page of O&O Diskimage.

You can change a job, if you select it with a check in the job list and then click on the symbol Edit.
The Job assistant will then appear with the settings of the job.

Make the desired changes in the properties and confirm the changes with OK.

If you decide not to apply the changes, then click on Cancel.

agrLN =

For selected tasks, e.g. deleting or importing/exporting of one or several jobs, you have to check the desired jobs in the
list. Afterwards, you can run desired tasks on all selected jobs.
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-

& 0380 Disklmage Server Edition

Start Edit Jobs andreports Tools View Help

EEr—
i

o)

Start page

Drive Imaging
“==| Opens job properties.

Drive restoration

File backup Enabled

File restoration

7 Jobs and reports

a Tools

Express View

|

Start options

Weekly: Tuesday

Run job "Data Image”
Corresponding file: "Ch\ProgramDatahO0 Software\DiskImage'Jobs\ob20110..

Opens job properties,

Edit jobs
Check job

To check if the settings for a job are valid, i.e., to check if its contents and syntax can be executed on a local system,

select Jobs and reports in the file menu on the Start page of O&O Disklmage.
Then select the job you want to check and click on Check job.

Delete job

To delete a job select Jobs in the start page of O&O Diskimage.

Mark the job you wish to delete with a check and then click on Delete.

Run jobs

Torun a job select Jobs and reports in the start page of O&O Diskimage.
Start will begin the selected activity after a security question is answered.
Export jobs

To export a job select Jobs and reports in the start page of O&O Disklmage.

Mark the job selected in the job list and then select Export. Save the job file (*.xml) on an external storage volume so

that it can be applied again to another computer (see “Import jobs”).
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Import jobs

Toimport a job, select Jobs and reports in the start page of O&0O Diskimage and select the function Import jobs.

Select the desired job in the dialog window. This will then be added to the Job List.

You can then transfer the created job from one computer to another, without having to make new settings for the job.

Reports

A status report will be created for every action performed by O&O Disklmage. It can be accessed as a XML document

from the start page of O&O Disklmage under Jobs and reports.

In the report you will find all information about the progress of an installation or a job.

Codais

& OfpDia o
- Report for Drive Imaging (5/24/2011, 1:55:38 PM)

Start

Quid — Summary
:_@ MName Report for Drive Imaging
Status Successful

Start time unknown
End time
Report ID

Job ID

unknown
{423A0019-5BE0-412F-BB28-733030B418FD}
{40 158397-4F 5F-430B-2203-4759566F 398 1}

Details

Value

5/24/2011, 1:54:06 PM

Successful

Action
[=]Create image
- Status
H#] Hints
H#+]Region

- Splitsize -1

ﬂa; BE a8 &6 :.

- Device type filesystermn

I Imagefile H:\Image20110524.0mg

H#] Velume
- Parameter 0
I ignored_file_pattern *.omg

I ignored_file_pattern *tmp

I ignored_file_pattern "

Vet mrn Vol e Taformm abimm

e e I B

m

XML View

J{

Cloze

Ready

Reports
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Tools

The tool menu includes options to process images and further activities.

-

& 080 Diskimage Server Edition

Start Tools View Help

=
£)

Read image information
Displays detailed information about an ...

# Start page

@ Drive Imaging | L Validate image file
_l._\\'h Checks an image file for errors,

@ File backup il , Burn image files . .
' Burns one or more image file(s) e.g. to ...
@ & ge file(s) e.g. t

il

@5l Drive restoration

@5l File restoration
Mount and unmount

Mount drive
Mounts a drive from an image file.

Mount
Meounts an ISO file as drive,

. J Unmount drive
| Removes a mounted drive,

Convert

—

[ . Merge incremental images
| Merges one or more incremental image...
7|

| " Convertimage file
| ‘| Converts one or more image file(s) into...

MNetwork

Ready

Selection of tools for an activity
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Read image information

Select Read image information to access information on already created image files (*.omg/*.obk). After you've
selected an image file in the browser window, you'll see information such as the imaging method, date of creation and

image contents displayed.

& 080 Disklmage Server Edition

Start Tools View Help

# Start page

Drive Imaging
Dirive restoration

File backup

File restoration

@ Jobs and reports

Express View

il

' :2// B

=~

Image information

| Properties I Information | Content |

Content

Cl

Bi

Mount ang Excluded files

J
~
IBBJ_

Mg

* e

M *.0mg

M = tmp

thiberfil.sys

‘\pagefile.sys

‘ m \System Volume Information

Bﬁ.:j WDC WD250010-00HBB0 (Disk, 238475 MB)

Convert image file
| Converts one or more image file(s) into...

Image information
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Burn Wizard

With the O&O Disklmage Writer (Burn Wizard) you can burn your image on CD/DVD/Blu-ray Disk (BD), create ISO
files, burn ISO files and delete rewritable storage volumes.

@ O&O Diskimage Server Edition (=|E] = |

Start Edit Tools View Help

- O&0 Diskimage Writer
{E} Start page

@ Drive Imagi

Select task

@8 Drive restor
@8 File backup

1@ File restorat
What would you like to do?

@ Jobsandre

¥ Tools Burn image file(s)

@ Express Vie: (@) Create an IS0 file

Burn an 150 file :

Delete rewritable disk i
o), Volume (D:)

Found recorder: a

Burn Wizard
Burn image file(s) on CD/DVD

To save yourimage to CD/DVD, you need to first create an image and save it on an internal or external drive*. Only
then will it be possible to burn your image files (*.omg) or your virtual hard disk (*.vhd) to CD/DVD. It is not possible to
store an image or a virtual drive directly, i.e. without buffering it, on CD/DVD.

Before starting the burn process, make sure that you have inserted an empty disk in the optical drive.

Under Tools click Burn imaging file(s).

Select the job Burn image file(s) in the O&O Disklmage Writer.

Select your image file with Add. Depending on the size of the image file you can select one or more files.
Then, click on Next and follow the instructions in the dialog. Please also take note of the displays.

If one disk is not enough to hold your entire image, you can burn your image files one after another.

g LN =

* Note for the creation of images: After selecting your drives for imaging, limit the image files to the size of your
blank CD/DVD underDrive imaging/Imaging options/Image file/File size. The image file will then be divided into
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several parts during the imaging process. The splitting of the image file at a later time is also possible, (See

).

Note: When renaming individual parts of the image, it is recommended to keep the "number portion" of the file name
(the number in parentheses) so that you can trace the order of the files and avoid problems when restoring the
images at a later time.

Tip: In addition to CD/DVDs, the program also supports Blu-Ray Disks and HD/DVDs.

Create ISO file

Under Tools click Burn image file(s).

To create an ISO file, select Next in the O&O Diskimage Writer and the Create an ISO file.

Then select the files via Add in the Windows-Explorer.

Before following the dialogue further, check the path for storing the source file and bear the occasional appearing
notes in mind.

Burn ISO file

Under Tools click Burn image file(s).

To burn an ISO file on CD/DVD, select Next in the O&O Disklmage Writer and then Burn an ISO file.

Then select the files via Add in the Windows-Explorer.

Before following the dialogue further, check the path for storing the source file and bear the occasional appearing
notes in mind.

rPoOD =

AN =

Delete rewritable disk
If you are using a rewritable disk, you can delete it with the help of O&O Disklmage.

o If you are using a rewritable disk, you can delete it with the help of O&O Disklmage.
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Mount drives from image files

You can have your created image file displayed in Windows Explorer as a virtual drive. This allows you to copy files or
directories from the image file onto existing hard disks. Making changes to the mounted virtual hard disk of the image
file, such as deleting or adding files, however, is not possible.

@ O8O0 Diskimage Server Edition == = |

Start Tools View Help

i 1

5 o ) . . .
tart page Yo Read image information
Ia 1

dlakailniand e

-2

&

A GEL] @ Daten_Sicherung20110510.0mg

Drive resto

[

Contained volumes Properties

&

File backup

File restora E@ Disk 0 (Basic)
“-{ag) Volume (D:) Name
Jobs and re File system
Size in MB
Free in MB

G

[

al

Enable mounting entire disk

[ Mount drive

Convert image file
| Converts one or more image file(s) into...

Mount image file as a drive

Open Tools in the menu bar and select the option Mount drive from image file.

Select the image file (*.omg) from the dialog window, from which you want to mount the drive. If you are not
sure, you can look up the details of the image under Image information.

After selecting the image file, all drives included in the image will be listed in the program window.

Select the displayed drive as image.

Afterwards, you can select any name from the drive list (e.g. G:) for the drive from the image.

Then, click on Mount drive. The virtual drive from the image will then be visible as a regular drive in the Win-
dows Explorer.

N —

ook w

Please note that you may only access sectors which contain image files. Refreshing can take a few moments.

Note: Please bear in mind that drives can only be mounted from an image, if the image is available locally. You can-
not mount a drive from an image located in the network.

Enable mounting disk:
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If you create an image of one or more, partitions/volumes, the image contains additional information about the disk (or
hard disk) along with the imaged data. This information will concem the hard disk's structure as well as its cor-
responding system areas such as the master boot record, possibly existing extended boot records, the LDM (logical
disk management) database or the GUID partition table. With the function Enable mounting disk, you can load this
information or use it for acquainting the hard disk to the operating system based on the disk's original information. We
recommend using this function when you want to restore deleted or destroyed data from a forensic image.

Note: Creating a virtual disk out of an entire hard disk can result in recognition problems for the virtual disk when the
following applies to the hard disk being imaged:

- defective or invalid partition tables

- partitioning process not supported by your operating system (e.g. GPT)

- dynamic hard disks containing volumes that are spanned, striped, mirrored or RAID5 when not all the hard disks
being used were imaged

- encrypted hard disk

Technical limitations

- Windows refresh problem: if you're working with a remote desktop connection, a new login will be needed for dis-
playing the mounted drives.

- Mounting images larger than 2TB is not supported by Windows XP (32-bit).

Note: After restarting from Windows, the virtual drive is removed automatically from the drive list.

Mount ISO file as drive

If you have stored data as I1SO file, you can mount this ISO file as drive and view the files included. This allows you to
copy files folders from the ISO file onto existing drives. Making changes to the mounted virtual hard disk of the ISO file,
such as deleting or adding files, however, is not possible.

1. Open Tools in the menu bar and select the option Mount ISO file as drive.

2. Select the ISOfile (*.is0), of which you want to mount the content as drive.

3. After selecting the ISO file, click on Mount ISO file. If you want to label it with a certain letter, you can select
another letter from the list.

4. Refreshing can take a few moments.

5. The virtual drive from the ISO file will then be visible as a regular drive in the Windows Explorer.

Tip: If you want the virtual drive to be also visible in the drive list of O&O Disklmage, make sure to enable a check
next to Include CD and DVD drives under Program settings/General and click on Show drives not able to be
imaged under View.

Note: After restarting from Windows, the virtual drive is removed automatically from the drive list.
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@ OB0 Diskimage Server Edition =@ =] |

Start Tools View Help

i Start page . Read image information

Displays detailed information about an ...

&

Drive Imaging

&

Drive restoration | L Validate image file
l |

[

=% Checks an image file for errors.

&

File backup

G

File restoration & Mount ISO file as drive

[

Jobs and reports

Express View

ER_6_0_283_3\ISO\GER\OCDI_6.0.233_PRO_SER.1S0 E]

[ Mount 150 file

d

. 2 S Rermoves a mounted drive.
Convert
[ . Merge incremental images
‘| Merges one or more incremental image...

Convert image file
o || Converts one or more image file(s) into...

Select ISOfile
Unmount drive

If you no longer want to display a virtual drive you've mounted from an image file, click under Tools on Unmount drive
and remove the drive in the program window

Tip: After restarting from Windows, the virtual drive is removed automatically from the drive list.
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Convert image file

The tool Convert image file allows you to change the properties and content of existing images (OMG) or a virtual hard
disk (VHD). It creates a copy of the image file (OMQ) or virtual hard disk (VHD), so that the original image remains
intact.

Further settings like compression, encryption or splitting images into several image files with a certain size are pos-
sible. Please note the restrictions that apply to

Merge images
In Tools under Convert image file/Add you can select the drives for merging.

This enables separate image files to be merged together. Only image files of similar types can be merged: that means
only forensic, direct forensic or used sector images can be combined.

o Simply add the drive from the list.
Handling virtual hard disks (VHD)

To simplify working with Microsoft Virtual PCs (VPC), you can now convert image files into virtual drives (VHD). The
converted image can be integrated as a virtual drive in the VPC, without having to install O&O Diskimage there. In a
similar way, images (OMQG) can be created of virtual hard disks (VHD).

1. Toconvert animage to a virtual drive file (VHD), click Convert image file in the Tools menu.
2. Select Image file (OMG) as source in the Convert image file dialog and attach the desired image file.
3. EnterVirtual hard disk (VHD) as target and click Start.

You can also convert virtual hard disks (VHD) into an image file (OMG).

Note: The following options cannot be selected for a VHD: Compression, Encryption, and Split. In addition, only
the following imaging methods are available "Only used sectors" or "Forensic".
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& 080 Disklmage Server Edition

Start Tools View Help

# Startp

Canvert image file

Y Burn image files
. Burns one or more image file(s) eg. to ..

=

Drive

=

. Source
Dirive

@ Image files (OMG)

=

[

() Wirtual hard disk (vHD)

Target

() Image file (OMG)
@ Virtual hard disk (VHD)

Target type:

=- Q'Isk WDC WD2500]D-00HB
o Volume (D:)

Target path:

Convert only sources with the following imaging type:
Used sector

Compression: LZNT 1 Standard

Encryption: AES 128

700 MB

Split:

Remaove Add personal comments

C:'VProgramData\00 Software\DiskImag E]

700 MB

Enter...

Close

[‘ Disconnect network drive

Disconnects from a network drive,

Convert image file into a virtual hard disk

Merge incremental images

If you have already created several incremental images, you can merge these to form a new base image. The newly
created base image is now a "complete" image. Older images that contained only changes can be deleted once the

merging has been completed.

1.
located.
2.

In the menu bar under Tools click Merge incremental images.

3. A program window will appear where you can select and merge the existing image files.

Make sure that your computer will be able to access all drives where the base and incremental images are

Note: Only consecutive image files (Image of the changes) with the same base image may be merged. By clicking
Image information and the corresponding Drive information you will find all details on the image(s).
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Check image file for errors

Under Tools is a function called Check image file for errors. This function checks the structural integrity of an image
file. It determines whether the logical structure is intact. Such damage can be caused by virus attacks or defective hard-
ware. In addition, encrypted and/or compressed images will be checked to determine if decryption or decompression is
possible without error.

Reasons for an abortive validation:

Encryption and decryption are not functioning

Compression and decompression are not functioning (Windows API/System interfaces)
The user has changed the image file

Image has been changed by a program driver (e.g. anti-virus software)

Image is stored on a defective volume

Note: To make sure your image is created or restored without error, keep the validation process running until the
imaging or restoration is completed. If you choose to “Skip” or “Abort”, there’s no guarantee that your image will be
created or restored intact.

@ [19%] Validate image file - O&O Diskimage Server Edition [=]E] = ]
Start Tools View Help

Quickaccess

# Start pag

=

Drive Im:

=

. H:\Daten_Sicherung20110510.c
Drive rest

[

=

File back

-

File resto Current operation: validate "Volume (D:)' from the image file (56,550,112 Bytes)

Jobs and

—
validate image fle _

Elapsed time:

expected time:

\Warnings:

& Convert image file
o | Converts one or more image file(s) into...

Check image for errors
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Check for drive errors

Under Tools is the function Check drive for errors, which runs an intensive analysis of the file system and data stor-
age interface to protect you against any possible loss of data.

The Wizard (CheckDisk) will guide you step by step through the process of checking of your drives. Simply follow the
instructions in the dialog window and select your drive.

In the next stage the analysis is carried out. You can monitor progress by means of a progress bar where all the pro-
gram status messages are listed.

Map/Disconnect network drive

Under Tools in the ribbon bar, you can select the setting Map network drive. Disconnect network drive allows you to
disable the connection.

@ 0&0 Diskimage Server Edition l=|E] % |

Start Tools View Help

| ) &2, Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: [W: v]

Folder \\server\share A Browse...

Example: Viserver\share
[¥] Reconnect at logon
[7] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures,

Finish ][ Cancel ]

Map network drive

Note: Network authentication is needed for accessing network drives when images are saved on, or restored from
them. Read more about it in the chapter Authentication within the network.
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Change computer identity

You can change the identity of your computer to avoid authentication problems whenever there exists the same com-
puter identity within a network. This can be helpful, whenever a system image is created on several computers within
the network. The disk of a fully installed and configured Windows computer is transferred onto another computer.

Although this cloning method does save time and effort the problem that each cloned system has an identical computer

SID might arise. This influences the security in working group environments. In addition, the security of transfer media
might be inhibited in networks with many computer SIDs.

To avoid this problem, O&O Disklmage offers the option to change the identity of the computer.

Note: If an error occurs while changing the current computer SID, then we recommend resetting the registration
structures SECURITY and SAM.

Under Tools click Change computer identity.

Load the computer's non-active Windows system.

3. Then, enter a computer name for your computer (Give new name). Change saves your settings and the com-
puter identity after you have changed them. Close cancels the dialog without applying any changes.

N =

& O8O0 DiskImage Server Edition == = |
Start Tools View Help

Quickaccess ' | Mount

@ Start page Change computer properties

&

Drive Imag Please enter the path for accessing the inactive Windows system:

Drive resto C:\Windows.old\Windows

&

File backug

File restora Current computer SID:

Generate new 51D

[

&l

Current computer name: _

Express Vie Give new names ]

Restoration on different hardware (M.1.R.: machine independent restoration)
Exchange hardware abstraction layer
Apply currently loaded drivers of the device control
Enable the installation program of the operating system after restarting

anges the computer properties of an...

Change computer identity
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Program settings

You can adapt O&O Disklmage to your needs in the start menu via Start/Program settings. Here it’s possible to deter-
mine, for example, whether created settings should be saved and applied as preferred settings when you start the pro-
gram the next time.

Note: Program settings for the Registry, Security, and Email Notification are not available when starting O&O Dis-
klmage from the CD.

i 5

@ 080 DiskImage Server Edition = | B

BEL® Edit Clone drive  Tools View Help

ﬁ} Start page Strg+H

[{3 Drive image F2

@ Drive restoration F3

l{(}; Clone drive Fa Source drive Size Free - Target drive Size

&3 File backup = E [0 & Disk 2 (Basic) 232.89 GB =0 ['!:,;_'.]Dlskﬂ (Bas.lcjl 19.16 ...
= i O @pWindows 7 (C:) 120.04 GB 163G O & Empty regio... 1916 ...

‘_.5] File restoration 7 @ Volume (D) 03168 1795G|z| [E1[J @ Diskl (Dyna.. 2865..

I Jobs and reports F& .;':'-_'_;.Empt;.-' region 3 92.54 GB 92,54 GL1 [ @pVelume (E:) 2144 ..

73 Tools F3 B0 ) Disk 3 (Basic) 186.31 GB O] & Empty regio... 721 GB

f:@ Program settings.. Strg=P [ @pVelume (H:) 186.31 GB 12413 G [=] ['g'-:_'.]Dislr:E (Basic) 232.89..

@ et o Empty region 4 118 MB 118M ~ @ Windows 7 (... 120.04...

— Al il g &1 Volume (D:) 2031 ..

Button for program settings in the application menu

General - Change default settings

Under General in the Program settings you have the possibility to determine the program page that will be displayed
at the start of O&O Diskimage. You can, for example, specify that the "Imaging" page appears whenever you start the
program.

Access removable drives

Under Appearance and behavior you can decide whether removable drives should be accessed when creating
images or during restoration. As these removable volumes tend to work very slowly under certain conditions, it is advis-
able to use only those types which you would want for imaging or restoring.

Default settings for storage locations

Under Program settings/General/Working folders you can determine and edit the folder in which the image should
be saved by default. The path entered (target path) will be saved and applied to every imaging by default.

The storage location for jobs and reports can be similarly specified.
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1 Program settings

Customize Q&0 DiskImage to meet your needs

General |Security I Motification | Drive Imaging | Drive restoration I Clone drive | File backup | File restoration | Jobs and reparts |

Start and finish
: : g Start page of the program: [Start page ']

Automatically save user-defined options profile when program is closed.

Appearance and behavior

[~ When minimizing, reduce the application in the system tray instead of in the taskbar.

xa 66666 9.

Drrives with remaowvable media can work very slowly under certain conditions. Use only those drive types which you wart
for imaging or restoring.

7] Include CD and DVD drives
[T Include floppy disk drives

Working folders

Storage location forimage files: C:M\ProgramDiata" 00 Software'Diskimage\mages
Storage location for jobs: C:M\ProgramDiata" 00 Software'DisklmageJobs

Storage location for reports: C:M\ProgramDiata" 00 Software'Disklmage'Reports

Import settings. ..

Ready

General program settings

Security - Network authentication

Tologin locally or to the network, e.g. to enable access to protected folders, you have to authenticate yourself. The
authentication occurs through your user account. The user account is composed of the user name and the cor-
responding password, and can be coupled with additional permissions and sharing rights. It is possible to place the
images on network drives while working with O&O Disklmage.

Please use the password manager of O&O Disklmage for automatic authentication.
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¥ Program settings

Customize DiskImage to meet your needs

| General | Security |Notiﬁcation Drive Imaging | Drive restoration | Clone drive I File backup | File restoration | Jobs and reports |

Authentication

@{\J If a folder which requires credentials is accessed during processing, (e.q, creating an image file across the network),
then required credentials must be known, Here is where you can manage a list containing this information. The data
will be encrypted when saved.

Metwark path User name Description Add
4 mn 3
[ Check access rights I Delete database I
— Security prompts
¥
— @ Show all previously deactivated security prompts: I Reactivate I

Import settings... s OK J [ Cancel Apply Help

Authentication in the network
Reset security confirmations

Most of the security confirmations of O&O Disklmage can be deselected. Once deactivated, they will be suppressed
and not be displayed anymore. If you want all the security confirmations to be displayed just like when the program first
started, click under Program settings/Security on Reactivate.

Explanation: Password management

Managing the password is a program feature which allows you to store authentication data and to manage it. These
data is compresses in the password file, using the Advanced Encryption Standard-Algorithm (AES) and then stored. In
addition, the order of the data sets is chosen at random.

A public and a private key are used to encrypt the password. The public key is set by default and can be changed in the
registry under HKEY_LOCAL_MACHINE\Software\O&O\O&O Disklmage\6.0. Please bear in mind that the key has to
hold a value. An empty key will not be accepted. The private key is preset to a size of 64 Byte.

Important! Changes in the Registry may cause severe problems affecting the entire system and may cause the
need to reinstall the complete operating system. Before making changes in the Windows Registry database, you
should create an image of all the important data on your computer using O&O Disklmage.

Note: If you make changes in the Registry, it will require loading the database again. In the following chapter you'll
find brief explanations of the registry entries.

0&O Disklmage-79



Program settings

Network authentication
Enter the following settings under Start/Program settings/Security:

1. If you have not yet created a database, click on Create database.

2. Enter any password you’'d like and confirm your entry. This password will then be encrypted and filed. In order to
encrypt the password, a new one will be generated that is composed of two parts: public (Public Key) and pri-
vate (Private Key). This ensures that you are the only one who can open and read the password file. The O&0O
Disklmage Service will have automatic access to this password as well.

,
Enter password ﬁ

To continue, please enter the password with which the
Authentication Data should be encrypted and protected from
unauthorized access:

Password: LTI L

Confirmation: | eee ""|

3. Then, click on Add in the security dialog.

4. Under Computer/Folder enter the path under which the image is to be saved, or from where it is supposed to
be loaded from: \\Computer name\Folder name OrDomain name\Folder name\User name.Alter-
natively, you can also enter the computer name only, if all the sharing options can be opened by the selected
user.

5. You have to enter a qualified name of a user account while entering the user name. For example, the cor-
responding domain for the specific domain account has to be entered and covered, e.g. domain\userl or
Userl@domain

6. Enterthe network password of the user, or of his user account. Please keep in mind that the user under which
you login has to hold access rights for the target or original folder. You can check for them under Properties in
the corresponding target directory under Security.
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”
Add authentication data u

Metwork path | e.0. \\server\share | D
User name | e.3. Domainilser |
Password sessens E
Description

7. Optionally, you can also add descriptions to the credentials.
8. After the authentication, you can, for instance, enter a new "network path" as saving location and also restore
an image from there.

Additional information is available in chapter Frequent questions on authentication. You can find a detailed explanation
of the most important registry entries under Explanation of registry entries.
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Settings for notification

To receive email notification about the running of a job, you'll have to enter the corresponding login data in the SMTP
server. You will also need to enter the sender data.

« Execute the relevant actions in Program settings under Notification.

Only if you have entered the data completely, it will be possible to enter your Email in the Job Wizard as addressee
Notification.

Tip: Your domain does not necessarily heeds to be entered in the field "Domain". You can also enter the name of
your Email Server so that the EHLO or HELO including the mail server name can be run. The Email notification will
then also work under a stricter setup Server.

A Program settings

Customize NiskImage to meet your needs

General | Security | Motification | Drive Imaging | Drive restoration | Clone drive | File backup | File restoration | Jobs and reports |

SMTP Server

The corresponding access data have to be known by the SMTP Server, if an e-mail notification should be sent after
the automatic processing of a job. You can enter and manage the data here. It will be encrypted.

Seryer smtp.mailserver.de Part 25

|Jser name John Doe Damain mailsserverjnet

Password [IITTITTT]

Email settings

Sender John.Doe@mailserver.com Subject Q&0 DiskImage

Import settings...

SMTP settings for notification

Suggestion: Try sending yourself a test email to make sure your entries are correct.
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Change presets for drive imaging
Under Drive imaging in the Program settings you can set specific settings forimaging.

Prefer external USB drive to store image files
If you enable this function, external USB drives will be preferred as target drive to store images.

Under the option Automatically check image file for errors after creation you can specify whether image files
should be checked for errors immediately after they are created.

When you enable Overwrite existing image files, the prompting for overwriting image files with the same name will be
suppressed during the creation of new images. This function is very useful when, for example, you're imaging data a
number of times daily, and the image is automatically being named after the Day/Month/Year.

Under Behavior you can hide or un-hide drives that cannot be imaged by default in the user interface. Drives that can-
not be imaged are for example: empty card reader or disk drives, the "Microsoft reserved partition" in GPT drives,
OEM-BIOS-partitions in DELL and IBM or the system area in basic disks.

Change presets for the drive restoration
You can establish the default settings for restoration behavior under Drive restoration in the Program settings.

Under Drive restoration you can enable a validity check before the restoration of an image.

In addition, you can specify under Behavior, which activity should be run when double -clicking on a drive in the list.

¥ Program settings

Customize DiskImage to meet your needs

| General I Security I Motification I Drive Imaging | Drive restoration | Clone drive | File backup | File restoration | Jobs and reports |

Restoration process

An automatic validity check may be run before the restoration of an image file. This can be skipped manually at any
time.

|| automatically chedk image file for errors before restoration

Behavior

To use the program more efficiently, you can specify which action should be run by double-dlicking on a drive.

Run the following activity when double—dicking in the list of saved drives:

ISeIect target

#
&
&
';gj‘
7
&
[
Hel

Run the following activity in the target drive list when double-dicking:

ISeIect target

o =<
- o

o
w

Import settings...

Program settings: Drive restoration
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Change presets for drive cloning
If you're looking to change or enable the default settings for cloning, click Clone drive in Program settings

You can specify, if drives not able to be cloned by default e.g. a CD/DVD drive or empty disk drive should be shown in
the activity window "Cloning".

Also, you can specify what should happen when you double-click on a drive in the activity window "Clone drive".

Change presets for file backup

Under File backup in the Program settings you can set specific settings forimaging.

Prefer external USB drive to store image files
If you enable this function, external USB drives will be preferred as target drive to store images.

Under the option Check file backup automatically after its creation you can determine if image files should be
checked for errors immediately after they are created.

If you enable a check next to Automatically overwrite existing image files the prompt asking if you want to overwrite
an existing older image file with the same name will be suppressed. This function is very useful when, for example,
you're imaging data a number of times daily, and the image is automatically being named after the Day/Month/Year.

Under Behavior you can adapt the program user guidance individually. You can select in the DropDown menu what
will happen when you double-click a file or a folder.

Change presets for the file restoration
Under File restoration in the Program settings you can change the presets for the restoration behavior.

You can specify the Behavior while double clicking on a drive in the activity window "File restoration”.

Change presets for jobs and reports

If you want to change or use the presets for jobs and reports, click on Start/ Program settings and then Jobs and
reports.

Reporting
Detailed reports can be created for all program activities. To save space, you can select the activities necessary for
the reports. Running a job always creates a report.

Behavior
Under Behavior you can specify which activities to run, if you double-click on a job in the job list.

In addition, you can set the behavior with a double-click in a report in the report list.

Traylcon

The O&O Diskimage Tray icon will be displayed as default in the info area of the task tray after the successful instal-
lation of O&O Disklmage. The tray icon will indicate whether O&O Disklmage is currently enabled. The icon will be
animated while an action is being processed, otherwise, the tray icon will remain still.

Right-clicking the tray icon will show you various control options for O&O Diskimage. You'll be able to open the O&O
Disklmage program interface, cancel a running action, hide the tray icon, or suspend the animation.

If you don't have administrator rights for this computer, you will not be able to start Diskimage. It will not be possible to
click.

In addition, you'll be able to hide or show the progress of a job or changes in the service.
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Our suggestion: If you'd like to have the tray icon permanently disabled (hidden), do so using the menu Start/All
programs/O&O0 Software/O&O0 Diskimage/O&O Diskimage Tray. The same path can be used for reversing the
process whenever you want the icon to be shown.

Open 08:0 DiskImage...
Show status window

Motification of tasks
Motification on Service changes

Show animation

Hide

Context menu of the Traylcons

0O&O Disklmage-85



View

View

You can change the O&O Disklmage interface according to your own preference. You have a choice of different views
for each task.

Show drives that cannot be imaged: all sectors of hard disk will be shown - even those that cannot be imaged.
Show disk view: a graphical view of the hard disk and the individual partitions will be displayed.

Status bar: displays the current status of a job.

Express view: Displays only the main features of O&O Diskimage.

’
@ 080 Diskimage Server Edition E=EER

Start Edit Clone drive Tools SUETE Help

Show drives not able to be cloned

_ Toggle Disk View
ﬂ Start page ctatus B
atus Bar

| Free - | |Target drive | Size |

& DriveImaging (3 Enable Express view : _
=TT Ta TS ToasrCy 23289 GB E‘ D r:_'lDISkU (BESIC:] 1916 ...

View menu

Use Express view

The Express view provides a simple and intuitive way of using the main features of the program. You can use the
Express view for creating, mounting, and restoring images. You can also switch easily from one view to another.

Tip: If you want to hide certain function from the user, you can disable them over the Registry entry ExpressFlags.
For further information consult chapter Explanation of the Registry entries.

Note: Restoring the system partition is not possible while the computer's running. Use the Start CD for this and run
0&O Disklmage directly from it.

ﬁ 080 Disklmage Server Edition ':' —

ST

1 2 3 4 5
Express view

Key
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View

1. Create image - starts the imaging of one or more drives.
. Restore image - starts the restoration of the image.
3. Read image information - displays detailed information about an image file. You can also use the drop-down
menu (small arrow on the right) to mount and unmount an image from a drive.
4. Restores the full view of O&0O Disklmage's user interface.
5. Displays the program's Help.

Status bar
The status bar informs you on the loading processes and the activities of O&O Disklmage.

Under View/Status bar you can hide or un-hide it.
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Frequently asked questions

When and how often should | make images?

We recommend imaging on a regular basis (at least once a month). The more regularly it's performed, the more up-to-
date the data contained within those images will be. As a guiding rule, you should always image an intact system.

Which drives should | image?

You should generally image all drives, meaning the system drive (Windows), primarily Drive C, and all remaining data
drives where private and business data, e.g. customer data, photo collections or music are stored.

Where should | store my image?

Don't save the image on the same hard disk where the imaged drive is located. It should be ideally stored on an exter-
nal hard disk ora CD/DVD.

| just bought myself a new computer. If | take a complete image of my old computer, can | restore it to my new
one?

Restoring data drives is not a problem even with differing hardware. However, system partitions can only be restored
on differing hardware using the Start CD and the integrated M.I.R. You can read more about this in the chapter

Do | have unlimited use of all functions with the trial version?

The trial version is not restricted - all program functions are fully operational. You should note, however, that restoring a
system partition is only possible with the bootable O&O Disklmage CD, included when you purchase the product.

When do | need the bootable CD from O&O Diskimage?

You will need the Start CD, if you want to restore your entire computer or a system partition. The Start CD can also be
used, if the operating system doesn't start up anymore.

How do | save an image to CD/DVD?

1. You must create an image file(s) and save it to your hard disk before you can write it to CD/DVD.

2. When creating the image, under Drive imaging/Imaging options/File size, you should restrict the maximum
image file size to the size of the intended removable medium where it will be saved.

3. Should the image exceed the selected maximum file size, it will be split into several image files.

4. You can then burn the image files to CD/DVD.

5. Select Tools on the start page, then on Burn image file(s) and follow the instructions.

What do | do when my image is too big for a CD/DVD?

1. If the Image you already saved to your hard disk is too big for the blank CD/DVD, you can, of course, still split
the image file.

Under Tools, open up Convertimage file.

Select the Image you wish to change by using Add.

Merge incremental Images

During conversion, one copy of the Image will be made while the original remains unchanged.

oL

I have split the image and saved it on various storage volumes (CD/DVD).
| want to:

o restore this image
o display drives from the image
¢ use the image as a base image for incremental imaging purposes

0&O Disklmage-88



Frequently asked questions

e merge incremental images
e convert the image file

Before you go ahead with any of the above named steps, we strongly advise you to save all parts of the Image ina
folder on your hard disk. Please ensure the folder is not on the drive to where you wish to restore the Image. Once you
have done this you can complete the steps outlined above by simply following the instructions in the corresponding
chapters of the User's Guide.

Can | continue working during the imaging process?
You can continue working and making changes without any problem.

The working memory buffer is however restricted. You can see how much is available in the Memory buffer display.
See Chapter "Lock a Drive".

Can | change an existing image?

Under Tools you can find the function Convert Image File. This enables you to change certain properties and contents
of an existing image.

| have created an image of several drives. Can | extract the image from just one of those drives and store it
separately?

Follow the instructions below:

Under Tools select Convert image file.

Select the image using Add and then select the drive you wish to separately image.
Click Open and select a drive. After confirming with OK, click Start.

After confirming with (OK) click on Start.

The old image remains unaltered.

g LN =

What is the difference between a clone and an image?

Using the Clone drive function, you can make a 1:1 copy of a drive including all its stored data, without producing any
image files. The storage volume /drive is saved directly without compression. The advantage of a clone as opposed to
an image is that the detour through an image file is avoided. You can access the clone of a drive without having to
restore the drive. You do, however, require a lot more storage space for a clone than for an image.

Important! When cloning your drive (source drive) the selected target drive will be overwritten. You should therefore
save your copy on an external hard disk, either in an unused region or overwrite a previously selected drive purely
for this purpose.

Why are temporary files created?

If you leave a drive unlocked during an imaging because, for instance, you want to continue working on that drive, the
original status will be “cached”, i.e. stored in the working memory buffer. “Temporary files” are created in the process.
The working memory buffer space is, however, limited. You can see how much space is available by looking at the
memory buffer display.

What is the advantage of an incremental image?

An incremental image normally has a smaller data volume as a base image. In addition, you can ascertain the dif-
ferences, more precisely, the changes made since the base image was created.

My incremental image is not smaller than my base image. Where does this file come from?
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This can occur if you have, for example, defragmented your computer in the meantime. The newly structured file seg-
ments will then be recognized as “changes” and imaged as new files.

What does "Drive cannot be locked" mean? Does this affect the data imaging?

Because of the constantly running system processes, your system partitions cannot normally be locked. You get this
notification even when you want to image a data drive and this is directly integrated into the system processes. The
notification doesn’t generally have an effect on the imaging process; this is still able to be run without a problem. To be
totally sure, shut down all running system applications, e.g. defragmentation or cloning processes, before imaging.

While imaging, O&O Diskimage reports that the target volume is too small although the source drive is smaller
than the target disk. What is the reason for this?

Make sure you haven't selected the entire hard disk as your source. Example:
You have a hard disk with 100GB that is divided into two partitions:

o System partition (20GB)

o Data partition (80GB)

o While trying to save the system partitions on an external 40GB hard disk, O&O Disklmage reports that the tar-
get volume is too small.

By just making a check, you can select the system partitions as your only source, and not the entire hard disk.
What do | do if O&O Diskimage takes very long to start, or doesn't even start at all?
Please read the note about and make sure you're using the latest versions of your drivers.

During restoration, O&O Diskimage created a new temporary file on my hard disk. Where does this file come
from?

Before creating an image, O&O Diskimage normally deposits a number of metadata in a local file. This data is needed
by O&O Diskimage in order to create the image. The file will be included in the imaging to assure consistency in the
image. This file will normally be automatically removed during restoration.

Under certain circumstances, it's possible that another action of the operating system or the user will prevent this tem-
porary file from being deleted. This will then result in the file remaining undeleted in the system. You can, however,
delete this temporary file without any risk.

Why are partitions that weren'timaged displayed when mounting an image in Explorer?

In addition to saving data from the partition being imaged, O&O Disklmage also needs to save information about the
disk on which that partition was originally located. All of this is required for mounting an image, converting it into a vir-
tual disk, or performing any future restoration. Of course, there will also be information included about partitions that
were not imaged. When mounting an image, just as when using a virtual hard disk after conversion from an image,
Microsoft Windows uses this information to recognize that there were originally multiple partitions on the disk, and
attempts to integrate them into the system. Because information/data about these partitions is missing, it's not pos-
sible to assign them to any file system. As a result, partitions that weren't imaged will be displayed as RAW, i.e., hon-
formatted.

Frequent questions on authentication
Where do | find the domain and user name to use for authentication?
If you are not sure, please proceed as follows:

¢ Call the command line under Run... in the Start menu. Enter the command cmd in the dialogue.
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—m .

=’ Run

Type the name of a program, folder, docurment, or Internet
rescurce, and Windows will open it for you,

| -

Open:

£ This task will be created with administrative privileges,

QK | | Cancel | | Browse...

Call the command line

Enterthe command: echo %$userdomain%\%username% into the command line and confirm your entry with
Enter. If your computer is not signed on to a domain, your computer name will appear instead of the domain

name.

| = E [ |

BN Administrator: C\Windows'system32\cmd.exe

Microsoft Windows [Version 6.0.60H1 1
Copuright <(c>» 2806 Microsoft Corporation. Alle Rechte vorbhehalten.

C:~UzeprzsadminXecho #uszerdomainx“xusername:

s ad n i MyComputer

C=“Usersswadmin>

Get the user name in the command line.

Where do | find the computer name for, running activities?

If you are not sure, please proceed as follows:

¢ Call the command line under Run... in the Start menu. Enter the command cmd in the dialogue.
e Enterthe command: echo $computername$ and confirm your entry with Enter.
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BX Administrator: C\Windows\system32\cmd.exe
Microzoft Windows [Uersion 6.0.600811]

C:sUserssadmin*echo Xcomputername:
mputer

C:~lzerssadmin>

Copyright (c> 2886 Microsoft Corporation. Alle Rechte vorbehalten.

=) B - |

Get the computer name in the command line.

How can | check my access rights on the target computer or the target folder?

If you are not sure if your entries are correct, you can view them under Program settings/Security and recheck them.

-

Checking access rights

=

@ Folders

File

Folder:

Chedk here, if the known registry information is sufficdent
to read ar write on the folders and files.

' |Read access

| Write access

Checking access rights in O&O Disklmage

Alternatively, you can check your access rights on the target computer in the properties of the corresponding target

folder under "Security" in Windows Explorer.

¢ Click in the context menu of the folder on Properties and then on Security. All user with access to the folders

will be listed.
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Although | have already entered my authentication data for a network drive, | am asked again once for every
activity.

It is possible that you are requested to re-enter your authentication data for an activity like the restoration of an network
drive image. The reason for this can be traced back the Windows. Certain dialogs, e.g. the browser dialog are not orig-
inally from O&O Disklmage but from Windows. Windows doesn't have access to your O&O Disklmage authentication
data, it is necessary to re-enter the access data for the selected drive.

Explanation of the Registry entries

In the Windows registry, under HKEY_LOCAL_MACHINE\Software\O&O\O&O Diskimage\6.0, you can carry out cer-
tain settings for O&O Disklmage. Please note that changes in the registry can influence the functionality of O&O
Disklmage and such changes will continue to be applied after restarting the computer.

Name of the entry Type of entry Short description

Image path String Path to the storage location from the image files.*
JobPath String Path to the storage location from jobs.*
ReportPath String Path to the storage location from reports.*
PwdFile String Path and name of the password file

Publickey Sl Public key for password encryption. Can be changed when-
ever needed.
This key is optional: it does not need to be set. If it's set, this
key will influence the behavior of the snapshot driver during
the creation of temporary files. In this way you can specify
those drives where no temporary files should be created. The
syntax for the value is: <Drive letter>; <Drive letter>; (for
example: c;d;e;)

NoSnapshotTmpFiles String

Version DWORD Version of Fhe type of im_age file. Current possiple versions: 1
(up to and including version 4), 2 (current version)**

Optional key for disabling buttons in the Express view. This
key can help administrators limit the functionality thatis avail-
able over the interface so that users can only have restricted
access to the program's features. If the key isn't set, all but-
tons are enabled. The DWORD values can be changed so that

ExpressFlags DWORD certain buttons in the Express are disabled:

Create image button: 00 00 00 01
Restoration button: 00 00 00 10

Switch to full view button: 00 00 01 00
Read image information button: 00 00 10 00
Mount image button: 00 01 00 00

Unmount drive-Button: 00 10 00 00
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Name of the entry Type of entry Short description

e Help button: 01 00 00 00

* Can also be controlled over the user interface. If you're not sure, make changes over the user interface. There you
can find additional explanations and selection options.

** The format of image files was extended in O&O Disklmage 4. In addition to the imaged data, checksums are placed
in the image so that an identity check can be carried out for data inside the image. Older versions of O&O Diskimage
do not recognize this extended image format and would label the image as invalid. To help older versions of O&O Dis-
kImage work with images created by a newer version, the new version can create an image using the "old" format.

@ Registry Editor |ﬂl
File Edit View Favorites Help
-1/ BCDO000000D * || Name Type Data
! I;fl:DWARE a_b](DefauIt) REG_SZ (value not set)
 SECURTTY ab| DefaultPath REG_SZ C:\ProgramData',
: 4| ExpressFlags REG_DWORD 000000100 (256)

4 SOFTWARE

ATI Technologies ﬁ"ﬂIdIeTime REG_DWORD (000000005 (5)
_____ | BrowserChaice 35| ImageKeyword REG_SZ 17435364034 e2abb53296f086ab33a5¢71285744...
. Classes "’_"hmage Edit DWORD (32-bit) Value |_ Py _| Data\ 00 Software\DiskImage\Images
> L Clients ab] JobPat Data\ 00 Software\Disklmage\Jobs
- | ComponentArt ab]Keywol | Value name:
o | Intel ‘-'-'cﬂListene ExpressFlags 50302)
.., Microsoft 28] Publich | \olc dte: . BC5-RH3L-AF35-14BSBEE2D6DT
4] 080 28] pudFill | oo ® Hexadecinal Data\
. O&O0 CleverCache ab) Report] © Decimal Data\ 00 Software\Disklmage\Reports
. 080 Defrag -
, O&0 Disklmage
| 40 oK | [ cancel

i ]l licenses
. 080 DrivelED

bl O&OEMC
| OO MedisRecovery @ OO Diskimage Server Edition b= i
Q&0 PartiticnManager

b Q&0 Safeerase =
.}, ODBC (} {t‘.l} | |/' |'
. Policies n J ¢ @ -

. Realtek
----- . RegisteredApplications

m

| Senic
. SRS Labs
> - Wowb432Node
- | SYSTEM
-\, HKEY_USERS
5 1) HKEY_CURRENT_CONFIG

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\O&O\0&0 Disklmage\5.0

Registry entries from O&O Disklmage - Example: Disable button for "Switch to full view"(ExpressFlags)

Behavior when receiving error notices

Various error notices may appear while working with O&O Disklmage. These can either be displayed in dialogs or seen
in reports.

Error notice Description

IDS_ERROR_LOGON_FAILURE
User name and/or password is false. Where required,
Registration has failed on account of invalid username  consult your system administrator.

or authentication information.
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IDS_ERROR_ACCOUNT_RESTRICTION

The authentication information entered is valid but
restrictions on the user account have prevented a suc-
cessful authentication.

IDS_ERROR_INVALID_LOGON_HOURS

The user account is subject to time limitations and is
therefore not available for registration at this time.

IDS_ERROR_PASSWORD_EXPIRED

The password for the user account has expired.

IDS_ERROR_ACCOUNT_DISABLED

The account referred to is currently disabled and cannot

be accessed for registration.

IDS_ERROR_ACCOUNT_LOCKED_OUT

The user account has been automatically blocked
because too many invalid registration attempts have
been made.

Internal error codes

Change the settings of the respective user account. It's
possible that there is a restriction such as "read only"
enabled there.

Maximum login time has expired. Please login again.

Your password has expired. Please enter a new pass-
word.

User account was disabled. When applicable, consult
your system administrator.

User account was blocked. Where required, consult
your system administrator.

The internal error code (individually designed error code) is the last digit in the error code after the last period.

Error notice Description

0x385 Invalid job or script.

0x387 Unsupported task or incorrectly written job / script
0x388 Parameter is false or is not supported by the task.
0x38A An obligatory parameter is missing.

0x70 Invalid or damaged installation.

0x7D1 Unknown Host

0x7D2 Invalid Host Port

0x6A6 Invalid password file

X6A9 Invalid keyword in parameter (registry)
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Ox6AA

Ox6AA

No password file registered

A target folder is missing in the password file.

Windows errors / Microsoft error definitions (primary value)

Error notice

C0000240

C0000022

C0000033

C0000034

C0000035

Allocating objects

Description
Prompting was cancelled

Access denied: process requires access to an object to which access is being
denied.

Object (path/file) is invalid, e.g. is especially marked.
Object (path/file) not found

Same object (path/file) already exists.

For cloning or a restoration the source and target can be linked differently. Sources are drives or disks, which are
restored from an image or have been used as source while cloning.

Terminology

o Disk: A hard disks orin general a disk, which contains one or more drives.
o Area: An area on a disk. It may be empty, contain disk information (MBR, GPT, LDM) or belong to a drive.
e Drive: A partition or a volume, which is located on one or more hard disks.

Source and target may be linked in the following combinations:

link from

1. Source disk

2. Source disk

3. Source disk

4, Source drive(s)
5. Source drive

6. Source drive

7. Source area(s)
8. Source area

9. Source area

to

Target disk
Target drive
Target area
Target disk(s)
Target drive
Target area(s)
Target disk
Target drive

Target area
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Support and Contact

For more information O&O Disklmage, please visit our website and get the latest infor-
mation about product developments and support. Also included on our website are regularly updated FAQs and Knowl-
edge Bases that address the most common issues regarding our products.

All registered customers receive installation support, free of charge, for the first 30 days after registration. When con-
tacting our support team, please remember to have your registration code available.

In addition, it may be helpful to read the frequently asked questions ( ) section of the web site before contacting our
Support Team. It's always possible that your specific question or problem has already been addressed.

Made in Germany. Made in Berlin.

All O&O products are developed in Berlin, Germany. O&Q is one of the few companies that offers its users phone sup-
port without a special rate number. At O&O Software GmbH, we pay very special attention to the concerns of our cus-

tomers because we know just how important their data is for them. And what’s more, we’ve been doing this for over ten
years now!

0&O0 Software

Address: Am Borsigturm 48
13507 Berlin
Germany

Telephone: +49(0)30 4303 4303
Fax: +49(0)30 4303 4399

Web:

e-mail

Authorized Resellers

Our authorized reseller partners in over 30 countries stand ready to assist you with answers to all questions regarding
the licensing and purchase of our software products. Their names and addresses can be found on our website, under
the heading “Partner - Find Resellers”. Just ask us, we'll be happy to help you find an authorized partner in your vicinity.
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End user license agreement 3.4 (EULA)

0&O0 Software GmbH
GENERAL and SPECIALIZED SECTION

GENERAL SECTION
IMPORTANT - PLEASE READ CAREFULLY

This End User License Agreement (EULA) is organized into 2 sections: a general part, which is valid for all O&O prod-
ucts, and a specialized part, which includes the particular terms of each corresponding product. By accepting both
parts of the license terms they automatically form part of your contract with O&O Software, Am Borsigturm 48, 13507
Berlin. If you have any questions regarding this contract and the license terms, our Service Team is available to help
you under info@oo-software.com.

The software product is protected by copyright laws and international copyright contracts as well as other laws and
agreements concerning intellectual property.

1. Object and form of delivery

(1) You receive the software covered by the contract in executable form (Binary code) together with the relevant doc-
umentation released by O&O according to Section (6).

(2) The software provides the range of functions described in the given documentation. The documentation regarding
functionality may be consulted prior to concluding the contract in the Internet presentation on the following site
http://www.oo-software.com/ .

(3) Delivery will be made according to the way in which you have purchased the software, either by having a disk
directly handed over or sent by mail to an address you have supplied or through the forwarding of license as well as any
required download information to a given E-mail address.

(4) If you are currently receiving updates as part of a maintenance agreement, these will continue to be supplied in the
same way as the initial software delivery, i.e. for a disk sent by mail, a disk containing the update will be sent to the
given address: for electronically delivered keys, a key for downloading updates will be sent to the given E-mail
address.

(5) Changes to the delivery or E-mail address can only be taken into consideration when they are supplied in writing or
by E-mail to the address or E-mail address indicated on http://www.oo-software.com at least two weeks before deliv-
ery of the update.

(6) A printed copy of the documentation will not be included in delivery. The documentation consists primarily of elec-
tronic aids.

2. Requirements for application (system requirements)
(1) Installation of the software is not part of the agreement.

(2) Depending on the software, there are certain system requirements that must be met in order to use the software
according to the terms of this contract. These will be defined according to each product in the specialized section of
this contract.

3. Rights of use, including test versions, unauthorized transfer, and application

(1) O&O grants you, upon payment of the agreed one-time fee, a permanent, spatially unlimited and non-exclusive right
to use the software.
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(2) Test versions - if you have installed a test version of one of our products taken from the O&O Website
http://www.oo-software.com/, the right of use will be, according to the program, for a limited time only and/or tech-
nically restricted.

(3) One copy of the software is entitled to be used on a maximum of one (1) output device/workstation simultaneously.

(4) If you want to use the software on more than one output device/workstation, the rights of use must be extended
accordingly. To find out which O&O products are also available as volume licenses, please consult (http://www.o00-soft-
ware.com/). The separate price list concerning O&O Volume Licenses will apply to extending the rights of use without
redelivery.

(5) Any use beyond that agreed upon in the contract is one in violation of the contract. In such a case, you are required
to report this use that exceeds the rights of use to the supplier without any delay. The parties will then try to bring about
an agreement for extending the rights of use. For the duration of the excessive usage, i.e., until the conclusion of such
an agreement or the cessation of the excessive usage, you are required to pay compensation for this excessive usage
according to the amount indicated in our price lists. The amount of compensation will be calculated on the basis of a
four year, straight-line depreciation. If we are not informed of the excessive usage, a contract penalty in the amount
three times the price of the usage indicated in the price list will be due O&O.

(6) You are entitled to create a backup copy of the software and to conduct ordinary data backups. The creation of more
copies than the amount needed for the backing up of any future usage (including the backup copies and data backups)
is not allowed.

(7) Copyrights and other trademarks within the software may not be altered or removed. They must be transferred onto
every copy of the software.

(8) Unauthorized transfer - only when you have purchased the software with an accompanying disk are you permitted

to transfer it and then, only under the following conditions: a resale of the software is only permitted when it involves an
entire software copy, i.e., by surrendering your own usage of the purchased copy, you are entitled to transfer these
rights of use of the disk onto a third party according to the terms of the agreement existing between you and O&O.
When making such a transfer, you are required to hand over to the third party all materials related to the software that
are covered in the contract and to delete the software from any storage volumes (e.g., hard disks) remaining in your pos-
session.

(9) Unauthorized rental and service - The purchase of this contract does not entitle you to any public transfer or rental of
the software. You are also not entitled to include the software as part of your providing services for and in the presence
of any third parties. You may purchase an appropriate license from O&O for doing this.

4. Payment
(1) The prices are given with the corresponding sales taxes included, unless otherwise indicated.
(2) Test versions - Downloads of test versions offered by O&O are provided free of charge, unless otherwise indicated.

(3) If you receive updates of your programs as part of a Maintenance Agreement, the terms of payment in these con-
tracts will apply to these Maintenance Agreements.

(4) O&O is entitled to forward any data it has received onto third parties requiring it for purposes of collection.

(5) Until payment is made in full, O&O retains possession of all rights, particularly those concerming copyrighted rights
of use, on the materials included in this contract. O&Q is specifically entitled to cancel a contract, for example, when
your payment is delayed, it prohibits the further using of the software and demands the surrendering of all copies or this
being impossible, to demand their deletion. Should a third party have access to the object of purchase before payment
is completed for the contractual software, you are required to inform this third party about the object being the property
of O&O and to inform O&O, in writing, about the third party’s access.

5. Material defect and defect of title
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(1) The software package or download you receive is free of any material defect or defect of title.

(2) A material defect exists when the software is unable to be used as described in the documentation appearing on the
website http://www.oo-software.com/ and included in delivery or available for downloading.

0&O is constantly checking to make sure that other sources are not misrepresenting the functions and properties of
the software as described in the documentation. You can therefore assume that any descriptions beyond those found
in the software documentation have not originated with O&O and are also unknown to it. Please inform O& O if you
learn of any software descriptions that include functions and properties not mentioned in the documentation.

(3) Please inform O&O if you learn of any software descriptions that include functions and properties not mentioned in
the documentation.

(4) Any claims concerning defects of material and/or title related to the software have a limitation period of two years
subsequent to delivery of the program or transmission of the serial number needed for downloading. If you are not a pri-
vate individual, the warranty period is shortened to one year.

If O&O has fraudulently concealed a material defect, a three year limitation period will cover claims related to this
defect.

Payment for compensation that you might have been entitled to as a result of cancelation or an abatement can be
refused upon expiration of the limitation period.

(5) You are required to inform O&O, in writing if possible, of any defects that arise immediately upon their discovery.
While doing so you should also describe, as well as possible, how the defect is communicated, the effect it has on the
program, and under which circumstances it occurs.

(6) Should defects be reported to O&O within the limitation period, it will undertake a cure free of charge.

(7) As part of the cure, the corrected software will be redelivered as agreed. An on-site analysis and correction of the
error on your system will not take place.

0&O0 assumes the ensuing expenses for the cure, in particular the costs for transport, labor, and material. You are per-
sonally responsible for installation. O&O specifically does not assume on-site installation as part of its obligation with
regard to defects of material or title.

Should a change of the program be required as part of the cure, O&O will make the necessary changes in the doc-
umentation without any charges.

(8) After the unsuccessful expiration of a deadline you set for cure, you can cancel the contract or reduce the purchase
price and demand compensation instead of service or the replacement of any futile expenditures.

(9) A deadline is not required when

a) O&O refuses both kinds of cure, evenif it is entitled to do so as a result of the arising expenses or
b) the cure is impossible or

c) the cure is unacceptable to you or

d) the cure is unsuccessful.

A subsequent improvement is considered a failure after the second unsuccessful attempt unless there is something
particular about the type of software or the defect itself or the surrounding circumstances that would indicate otherwise.

(10) You are not entitled to cancel the contract if the defect is negligible, nor may you, in this event, demand com-
pensation instead of full service.
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(11) In the event of cancellation, compensation is due for any uses made. The compensation for use will be based on a
four year, straight-line depreciation of the purchase price.

(12) As a result of the abatement, the purchase price will be reduced by the amount which is calculated for deducting
the defect from the value of the software. The standard used will be its value at the time the contract was concluded.
The amount, when necessary, is to be calculated by estimation. As a result of this reduction, any amount larger than
that paid for the reduced purchase price will be refunded.

(13) If it turns out that a reported problem did not arise as a result of a defect in the software, O&O is entitled to invoice
you, according to the amount charged in its price lists for such services, the expenses for analysis and correction of the
problem if you can be accused of malice or gross negligence.

(14) The seller's warranty is canceled when changes are made on the software without expressed written consent or
when the software is not used as intended or used in an improper software environment, unless you can prove that
these facts had nothing to do with the problems that occurred.

6. Limitation of compensation
(1) O&Q is liable for compensation for every legal ground to the extent described in the following provisions.

(2) The extent of liability of O&O for damages caused by malice or gross negligence arising from O&Q itself or one of its
vicarious or legal agents is unlimited.

(3) There is no limit to the extent of liability of O&O or any of its legal or vicarious agents for damages involving injury to
life, physical well-being or health, or for simple breach of duty.

(4) There is unlimited liability for damages caused by serious organizational fault on the part of O&O as well as for dam-
ages arising from a missing guaranteed characteristic.

(5) For the breach of an essential contractual duty, O&O is liable for damages normally foreseen in a contract when
none of the instances in provisions (2) - (4) applies.

(6) Any further liability for compensation is excluded, specifically excluded is liability without fault.
(7) Liability as defined by the product liability law remains untouched.

(8) If damage can be traced to have arisen through a fault on the part of O&O as well as on the part of yourself, you
must have your share of the fault evaluated.

You are responsible for making a standard backup of your data at least once a day. For data loss caused by O&O, O&0O
is only liable for the expense of duplicating the data on your backup copies that need to be created and for the res-
toration of data which would have also been lost during a standard backup procedure.

7. Final provisions
(1) You may only balance claims from O&O with indisputable or legally valid claims.
(2) Changes and amendments to this contract must be made in writing. This also applies to changes to this provision.

(3) The contract is subject to German law. The uniform UN purchasing law (CISG) as well as the UNIDROIT Factoring
Agreement of Ottawa do not apply.

(4) Any general terms and conditions on your part will not be applied.

(5) In the event you are not a private individual or a resident of the Federal Republic of Germany, we agree that the dis-
trict court in Berlin will be the competent court for litigation arising from this contract.

8. Contact
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If you have any questions concerning the O&O Software License Agreement or wish to speak with O&O, please get in
touch with us.

0&O0 Software GmbH, Am Borsigturm 48, 13507 Berlin, Germany.
Telephone: +49 (0)30 4303 4303, Fax: +49 (0)30 4303 4399

E-Mail info@oo-software.com / sales@oo-software.com, Web www.oo-software.com

SPECIALIZED SECTION
0&O BlueCon
Important note on the Windows PE Start CD

The Microsoft® Windows® Preinstallation Environment software included with this device or software may be used for
boot, diagnostic, setup, restoration, installation, configuration, test or disaster recovery purposes only.

NOTE: THIS SOFTWARE CONTAINS A SECURITY FEATURE THAT WILL CAUSE END USER’S SYSTEM TO
REBOOT WITHOUT PRIOR NOTIFICATION TO THE END USER AFTER 72 HOURS OF CONTINUOUS USE.

Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

The product at hand can only be employed according to the acquired license. The following license types exist for O&O
BlueCon:

0&O0 BlueCon Admin Edition

You are authorized to install and use the software product on all computers a) in the possession of the company (legal
person or natural person(s) in the case of corporations) owning the license and b) all located at a single site. This
license is bound to a single natural person and is non-transferable.

0&O BlueCon Tech Edition

You are authorized to install and use the software product on all computers. This includes computers that do not belong
to the company owning the license (also known as Service Technician's License). This license is bound to a single nat-
ural person and is non-transferable.

0&O BuildPE
Amendment to: 2. Requirements for application (system requirements)

The software requires Windows Vista (all Editions) or Windows Server 2008 (all Editions), Windows 7 (all Editions) or
Windows Server 2008 R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved with-
out the application of these operating systems.

0&O CleverCache
Amendment to: 2. Requirements for application (system requirements)

0&O0 CleverCache Professional Edition
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The software requires the Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.

0&O0O CleverCache Server Edition

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Application within the terms of this contract is not achieved without the use of one
of these operating systems.

0&0 Defrag
Amendment to: 2. Requirements for application (system requirements)

0O&O Defrag Professional Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
Control of the program through a network management is not possible.

0O&0O Defrag Workstation Edition

The software requires the Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You are entitled to
control this program over the separately obtainable network manager.

0O&0O Defrag Server Edition

The software requires Windows Server 2003 (all Editions), Windows XP (all Editions), Windows Vista (all Editions),
Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008 R2 (all Editions) operating sys-
tems. Usage within the terms of this contract is not achieved without the application of these operating systems. The
0&O0 Defrag Server Edition may be used on computers with or without the user interface. You are entitled to control
this program over the separately obtainable network manager.

0&O0 Defrag Virtual Machine Edition

The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You must own a
minimum of one Server Edition to use a Virtual Machine Edition.

0&0 Diskimage
Important note on the Windows PE Start CD

This note is only valid for the O&O Disklmage Professional and the Server Edition Start CD. The Microsoft® Win-
dows™ Preinstallation Environment (Windows PE) is not a part of O&O Disklmage Express, Special and the Work-
station Edition!

The Microsoft® Windows® Preinstallation Environment software included with this device or software may be used for
boot, diagnostic, setup, restoration, installation, configuration, test or disaster recovery purposes only.

NOTE: THIS SOFTWARE CONTAINS A SECURITY FEATURE THAT WILL CAUSE END USER’S SYSTEM TO
REBOOT WITHOUT PRIOR NOTIFICATION TO THE END USER AFTER 72 HOURS OF CONTINUOUS USE.

Amendment to: 2. Requirements for application (system requirements)

The O&O Disklmage Express Edition
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The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
Control of the program through a network management is not possible.

0&O Disklmage Professional Edition and Special Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
Control of the program through a network management is not possible.

0&O Disklmage Workstation Edition

The software requires the Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
The O&O Disklmage Workstation Edition may be used on computers with or without the user interface. You are
entitled to control this program over the separately obtainable network manager.

0&0O Disklmage Server Edition

The software requires Windows Server 2003 (all Editions), Windows XP (all Editions), Windows Vista (all Editions),
Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008 R2 (all Editions), operating sys-
tems. Usage within the terms of this contract is not achieved without the application of these operating systems. The
0O&O Disklmage Server Edition may be used on computers with or without the user interface. You are entitled to con-
trol this program over the separately obtainable network manager.

0&0 Disklmage Virtual Machine Edition

The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You must own a
minimum of one Server Edition to use a Virtual Machine Edition.

Amendment to: 3. Rights of use, including test versions, unauthorized transfer, and application
Creation and restoration of images

The source computer and each target computer are required to hold licenses, to create and restore images using O&O
Disklmage. One license is sufficient under the previously mentioned terms, if the source and the target computer is
one non-virtual workstation. Each virtual machine is seen as an independent computer; in other words, each virtual
machine needs its own license.

0&O DiskRecovery
Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions), operating systems. Application within the terms of this contract is not achieved without the use of one
of these operating systems.

The product at hand can only be employed according to the acquired license. The following license types exist for O&O
DiskRecovery:

0&0O DiskRecovery Professional Edition

You are authorized to install and use the software product on only one computer. This should be used wholly in con-
junction with all hardware in your possession, i.e. this license may not be used to provide a service to a third party.
Other limitations may apply in the software itself. Please consult the software documentation for more information on
these limitations.

0&O DiskRecovery Admin Edition
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You are authorized to install and use the software product on all computers

a) in the possession of the company (legal person or natural person(s) in the case of corporations) owning the license
and b) all located at a single site. This should be used wholly in conjunction with all hardware in your possession, i.e.
this license may not be used to provide a service to a third party. This license is bound to a single natural person and is
non-transferable.

0O&O DiskRecovery Tech Edition

You are authorized to install and use the software product on all computers. This includes computers that do not belong
to the company owning the license (also known as Service Technician's License). This license is bound to a single nat-
ural person and is non-transferable.

0&O DiskStat
Amendment to: 2. Requirements for application (system requirements)

0&O0 DiskStat Professional Edition

The software requires Windows 2000 Professional or Windows XP (all Editions) Windows Vista (all Editions) or Win-
dows 7 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application
of these operating systems.

0&O0 DiskStat Workstation Edition

The software requires Windows 2000 Professional or Windows XP (all Editions) Windows Vista (all Editions) or Win-
dows 7 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application
of these operating systems. The O&O DiskStat Workstation Edition may be used on computers with or without the
user interface. You are entitled to control this program over the separately obtainable network manager.

0&O0 DiskStat Server Edition

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions), operating systems. Application within the terms of this contract is not achieved without the use of one
of these operating systems.

0&O0 DiskStat Virtual Machine Edition

The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You must own a
minimum of one Server Edition to use a Virtual Machine Edition.

0O&O DriveLED
Amendment to: 2. Requirements for application (system requirements)

0&O DrivelED Professional Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
Control of the program through a network management is not possible.

0&O DriveLED Workstation Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
The O&O DriveLED Workstation Edition may be used on computers with or without the user interface. You are entitled
to control this program over the separately obtainable network manager.

0&O DriveLED Server Edition
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The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems. The O&O DriveLED Server Edition may be used on computers with or without the user inter-
face. You are entitled to control this program over the separately obtainable network manager.

0&O DrivelLED Virtual Machine Edition

The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You must own a
minimum of one Server Edition to use a Virtual Machine Edition.

0&O Enterprise Management Console
Important note on the Microsoft SQL Server

This product uses the Microsoft SQL Server or Microsoft SQL Server Express Edition. To the extent that these pro-
grams are part of the installation of this product, the terms of their licensing related to the use of this software will also
apply to the terms of this agreement.

The use of Microsoft SQL Server Express Edition is free of charge in conjunction with this product. The purchase of
licenses for O&O Enterprise Management Console and related products is separate from any possible purchase of
SQL Server products.

Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

0O&O EventViewer
Amendment to: 2. Requirements for application (system requirements)

0&O0 EventViewer Workstation Edition

The software requires Windows 2000 Professional or Windows XP (all Editions) Windows Vista (all Editions) or Win-
dows 7 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application
of these operating systems. The O&O EventViewer Workstation Edition may be used on computers with or without the
user interface. You are entitled to control this program over the separately obtainable network manager.

0&O0 EventViewer Server Edition

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions), operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

0&O0 EventViewer Virtual Machine Edition

The O&O Defrag Workstation Edition may be used on computers with or without the user interface. You must own a
minimum of one Server Edition to use a Virtual Machine Edition.

0&0 ISOBoot
Important note for working with O&O 1ISOBoot

The program overwrites the target data volume (these include among other things rewritable CDs or USB sticks).
Please make sure that no data you need is left on the target data volume. Overwriting data cannot be reversed!
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0O&O formally declares that it is not responsible for damages arising from the improper use of O&O ISOBoot.
Amendment to: 2. Requirements for application (system requirements)

The software requires the Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows 7 (all Editions) or Windows Server 2008 (all Editions) operating systems. Appli-
cation within the terms of this contract is not achieved without the use of one of these operating systems.

Amendment to: 4. Payment

0&O demands no fee for the use of this license In addition, a fee for this license and this program may not be
demanded by any Third Parties, unless this is done with the expressed approval of O&O. When in doubt, please get in
touch with us. You can find our contact data at the end of this license agreement.

0&O0 MediaRecovery
Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions), operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

0O&O PartitionManager
Important note on the Windows PE Start CD

The Microsoft® Windows® Preinstallation Environment software included with this device or software may be used for
boot, diagnostic, setup, restoration, installation, configuration, test or disaster recovery purposes only.

NOTE: THIS SOFTWARE CONTAINS A SECURITY FEATURE THAT WILL CAUSE END USER’S SYSTEM TO
REBOOT WITHOUT PRIOR NOTIFICATION TO THE END USER AFTER 72 HOURS OF CONTINUOUS USE.

Amendment to: 2. Requirements for application (system requirements)

0&O0 PartitionManager Professional Edition

The software requires Windows 2000 Professional or Windows XP (all Editions) Windows Vista (all Editions) or Win-
dows 7 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application
of these operating systems.

0&O0 PartitionManager Server Edition

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions), operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

0&O RegEditor
Important note for working with the Microsoft Windows Registry

Before making changes to the Microsoft Windows Registry (in the following Registry), you should prepare a backup
copy of the Registry and ensure that you'll be able to restore the Registry if a problem should arise.

0&O formally declares that it is not responsible for damages arising from the improper use of O&0O RegEdit. Changes
to the Registry should only be made by experienced users who are aware of the consequences of such changes. A
defective Registry can influence the entire stability of the system and lead to a crash of the computer or make it unable
to start. This can further lead to loss of data.
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Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions) or Windows Server 2008 (all Editions) operating systems. Application within the terms of
this contract is not achieved without the use of one of these operating systems.

Amendment to: 4. Payment

0&O demands no fee for the use of O&O RegEditor. In addition, a fee for this license and this program may not be
demanded by any Third Parties, unless this is done with the expressed approval of O&O. When in doubt, please get in
touch with us. You can find our contact data at the end of this license agreement.

0&0O RescueBox
Important note on the Windows PE Start CD

The Microsoft® Windows® Preinstallation Environment software included with this device or software may be used for
boot, diagnostic, setup, restoration, installation, configuration, test or disaster recovery purposes only.

NOTE: THIS SOFTWARE CONTAINS A SECURITY FEATURE THAT WILL CAUSE END USER’S SYSTEM TO
REBOOT WITHOUT PRIOR NOTIFICATION TO THE END USER AFTER 72 HOURS OF CONTINUOUS USE.

Amendment to: 2. Requirements for application (system requirements)

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.

The product at hand can only be employed according to the acquired license. The following license types exist for O&O
RescueBox:

0&0 RescueBox Personal Edition

You are authorized to install and use the software product on only one computer. This should be used wholly in con-
junction with all hardware in your possession, i.e. this license may not be used to provide a service to a third party.
Other limitations may apply in the software itself. Please consult the software documentation for more information on
these limitations.

0&O SafeErase
Amendment to: 2. Requirements for application (system requirements)

0&O0 SafeErase Professional Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.

0&O0 SafeErase Workstation Edition

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.

0&O0 SafeErase Server Edition

The software requires Windows 2000 (all Editions), Windows Server 2003 (all Editions), Windows XP (all Editions),
Windows Vista (all Editions), Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008
R2 (all Editions) operating systems. Usage within the terms of this contract is not achieved without the application of
these operating systems.
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0&O SSD Migration Kit
Amendment to: 2. Requirements for application (system requirements)

The software requires Windows XP (all Editions), Windows Vista (all Editions) or Windows 7 (all Editions) operating
systems. Usage within the terms of this contract is not achieved without the application of these operating systems.
Control of the program through a network management is not possible.

0&O UnErase
Amendment to: 2. Requirements for application (system requirements)

The software requires Windows Server 2003 (all Editions), Windows XP (all Editions), Windows Vista (all Editions),
Windows Server 2008 (all Editions), Windows 7 (all Editions) or Windows Server 2008 R2 (all Editions), operating sys-
tems. Application within the terms of this contract is not achieved without the use of one of these operating systems.
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